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In this presentation, the presenters gave an overview of Duet high-level architecture as well as deeper information on specific areas that need are addressed when using software plus services products. The presenters also answered questions from attendees.

Chris Keyser: My name Chris Keyser, group program manager for Duet. Joining me is Gopal[?], lead program manager also for Duet and architect for our product on the Microsoft side. And Adi Kavaler, colleague from SAP.

Duet as an enterprise software plus services offering is a unique product because Microsoft and SAP jointly sell to marketplace. We have been working on the product for couple of years now. Overview of high-level architecture and drill down to a few specific areas. Issues that will be addressed as you move to more mature software plus services products.

Duet is a set of Office business applications offered by Microsoft and SAP. We look to solve a couple of different problems. First, scenarios around individual productivity. This comes in two ways. Task you want to accomplish in Office, specifically in Outlook. It lets you take care of information important to back end system from directory in Outlook. For example, leave management and time management. Also see how you’re doing against goals, in terms of time tracked directly though Outlook. Second, you can service the capabilities to a set of users through Duet. 

The second class of problems we address is about problems that occur through the back end. For example, projecting a plan through Excel. Make decisions there and then update backend system. We make that seamless. The third area is about providing more timely information to users and decision makers. So actually the parameters around reports. And budget alerting, where you can set thresholds of when you send reports and alerts from the back end system. So there are quite a few different types of problems we’re trying to solve in Duet. And leads to complex infrastructure to make this seamless. So these are all the moving pieces we end up putting in place to maintain business integrity at the back end.

On the deployment side, we have zero touch deployment. That capability runs all the way from the back end metadata to a deployment services that delivers the application bit down to the client desktop. We actually enforce some security there. One of the architecture building blocks is synchronized roles and user identities. So that’s a pretty complex infrastructure to make things easy from administrative and usability  perspective. We do a lot of work around service aggregation and service routing to make back end transparent to front end. Related to that we also support offlining. So users cannot operate on their data and in these processes while they’re offline. 

We have a pretty robust security mechanism. We had to build a proprietary mechanism for that. That’s the one piece of the infrastructure that isn’t standard space. So really deal with a standards based application approach to web services security. Will definitely move that on to a standards based application approach. It is secure. Many of you are familiar with SAP infrastructure and know of integrated  active directory and SAP security. We preserve identity to the back end. All rules and rights are preserved on that users behalf. 

Finally, we have a messaging and eventing infrastructure where we drive changes from back end to frond end. In our case we chose Exchange because of its ubiquity within the enterprise.

We cover a large part of SAP footprint with our scenarios. We have budget monitoring with enterprise resource planning, Excel and supply chain management, one we’re coming out with for supplier contract and relationship management. We have business intelligence as well. Each of these can be thought of as an LOB application. We also have Systems and Operations Management. Lessons learned how difficult to do operations through multiple tracks like we do with  Duet. How to diagnose problems and determine where errors are occurring and get that to administrators. Improving on these even more in the next release.

The physical architecture for a Duet landscape. Client framework, mid tier framework, and SAP back end. Two components developed on the mid tier. On SAP side, they develop their logic on Net Weaver. On the back end, the services are accessed versus E-SOA[?]. Sits on top of a suite of SAP business applications. On client side Duet client framework. Data synch, meta data management, entity and operation management, etc. In the mid tier we have a deployment services on the Microsoft side. We also have role synchronizations. Trying to preserve back end to front end integrity with Duet. Also message-forwarding component forwards messages from back end through Exchange. 

 In terms of data flow, client simply accesses back end via services. Events get pushed and application data gets pushed from back end to the mid tier. Deployment services actually deliver the bits down to the client’s desktop through zero touch deployment. 

What does this have to do with software plus services? Gopal Ocresa[?] and Fred Chong wrote paper on enterprise software plus services. Postulated four levels of maturity in enterprise. First level, users access back end services for managing different parts of the business. Second, IT guys actually extract out user portfolios. Coupling between back end systems and the user. Brings on mechanisms like single sign on, etc. In third level, not only can pull services out of applications within the enterprise, but can pull services from the cloud. Fourth, can do service level composition at the mid tier. You can create hard level services that aggregate logic across those business systems. Additionally you can pull composite user experiences. So Duet is actually close to what we categorize as level four. 

From an infrastructure perspective, outside security infrastructure where we are proprietary, actually all of the  framework would support the consumption of external services. From a product viewpoint, Duet focuses around servicing SAP functionality through Office. As we move forward, we’ll be making our platform more generally accessible. So there is an opportunity for customers and partners to augment that functionality. And pull in from Cloud or other applications. In reality if you look at most enterprise landscapes running SAP, you run many instances of SAP based on geography, business division lines, acquisition, functionality. One of the things we do with Duet is we have aggregation at the  enterprise level of all those instances. Through one Duet installation you can offer all those capabilities through your back end instances. It takes into account different components. Key part is through services routing to particular users. So the Duet service portfolio is a good example of a homogeneous environment, all SAP. We can manage access and applications across the back end through Duet services portfolio. We also have composition at a couple different layers. A lot of these framework today is internally exposed, and are areas we want to open up in future releases to be generally available. 

So now we’ll start drilling into some of the real world problems we faces in Duet, where we fell short, and what we’re looking to do in the next release. 

Microsoft: I am Gopal [?], lead PM in the Duet team. How we categorize the issues we face. We chose a quadrant. We have four big drivers for these. First is the application and user experience. Second is  LOB system. Third is the application framework. Then you have system management. Proportioning, migration, and so on and so forth. The issues we’ll focus on are data synchronization and offlining, in lower left quadrant, and application life cycle and tools, in the same quadrant, and object life cycles. To give you an overview of this, you’ll see that the application framework is a point where the LOB system and application user experience come together. 

Data synchronization and offlining first. The problem we had to solve was data lives in two different stores. One in LOB , SAP, and the other is in Exchange. Time tracking, and so on. So the idea is that there is overlap between the data. It’s not a pure subset relationship. There is data in SAP not in Exchange, and vice versa. But there is an intersection and the idea here is to manage that intersection in a way that’s intuitive to the user and solves the business problem. This data can be manipulated through multiple Duet clients of the same or different users. We’ll focus on multiple Duet clients of the same user. You have regular SAP clients here. At the heart of hearts, Duet solves the problem where all of these come together in the data center. The scenario we have is that we have a business user who wants to create an account and an opportunity, and relate them together all offline, and then synchronize the data and the relationships when he comes back online. 

This is the flow of information from item created in Outlook to the line of business systems APl. This is a realistic example. Create item in Outlook. Follows familiar user experience. Concept of binding the new items. We get back the identifier of the item as is on the SAP system. Notion of applicationing of identifiers of items created in Office and similar SAP side that reflects that data. This helps us keep the two objects in synch. When SAP has information that Outlook must consure, so the other way around, two componenets and  a hidden folder. Not visible to regurlar Office users. Process items in the hidden folder. The sweeper reflects changes that SAP sends over. Key point is that we really have two disconnected systems, and we are bringing them together in a way that you can be sure that the lifetime of the object is visible in both systems. In the first flow, information from Outlook to SAP. If item created offline, that web service call would be queued up;. That’s seamless. Fits in with how Outlook and Exchange work together. at a high level, you have certain advantages and disadvantages. There is a notion of sharing identifiers. Within that, there is sharing of versioning, in some form, between Office and Exchanges. So we know which item is most recent.  Benefit of using Exchange as a store for all the business data, is that data runs seamlessly between clients. So that’s exactly the same user experience you have with Outlook today. Also you don’t have to store business data in the middle. Here. It  is stored in SAP. You don’t have to have a central layer to consolidate information. I talked about the conflict in the project. The fact that the data lives in Exchange allows you to modify certain parts of the project. Can change the start and end time of an application appointment and the infrastructure takes those changes over and submits them to the system. Also don’t need distributor transactions. We have a message-based model that sends application changes in order and service requests in order. 

What are the business disadvantages of this? We store business data in Exchange, which means we can bloat the store. Typically we can store 50-100 kb of data per bound item. You can get megabytes of data to analyze and fill up your mailbox very quickly. Privacy issues with business data. In Outlook I could forward any item to anyone. However, we have business data inside Outlook that shouldn’t be seen by other users. Have to make sure that whenever the information is shared with anyone, we either strip the business data out, or stop the forwarding from happening at all. The LOB system imposes certain rules and restrictions. Outlook is free form and you can do ad hoc collaboration in sharing that may not be supported in the LOB system. Remember when SAP needs to send information to Office, it would send control messages that live inside a hidden folder in Exchange. Hidden for business users, but you could open Outlook or Exchange API’s and manipulate that information. So the fact that we use Exchange, which is not aware of the business data being piped through it, has that unfortunate side effect. So there has to be the extra administrative overhead. And we all know that in Exchange there is no guarantee that messages will not be dropped or sent in exactly the same order that user intended. One reason could be if the mailbox were full. We can’t let that happen if the information from SAP is about data integrity. The fifth disadvantage is interesting. Remember: the  same flow where SAP was sending information to Outlook. Suppose that was a creation of a new item in the SAP system. If every Exchange client processed that control information message and started the process of creating the item in exchange, duplicate items would be created. Without Duet, it doesn’t understand the ID sharing and version sharing. So we need to funnel the messages from SAP through a single client so that you create one copy of data. The same thing will happen if you do updates. So because of the nature of synchronizing between Exchange, and multiple clients can modify data, you need to bridge the multi-master synchronization. So need a single, primary machine, for Exchange updates. Finally, in the version today, if  multiple users shared the same set of data and manipulated it, then the property of the item changes, but it’s an additive changed. For example, an e-recruiting scenario, where each interviewer can add additional interviewers to the loop. The changes can be merged with a consolidation layer. No need to have a conflict. Any questions?

Attendee: [inaudible question]

Microsoft: There are issues that we need to deal with. However, there is a balance between administrative overhead. How much manual work you can do, versus how automated it can be. An extreme case is turning off automatic synchronization completely. If you do this, then until the user is online, you can’t go in and submit information. But the issues you have with, say, dropped messages, we found because mailboxes can get full. Archiving situation. So we have to deal with these additional issues essentially as an overhead. It’s not that it’s broken.

Chris Keyser: To add to that, there are a couple different things we do. We limit capabilities to some of our scenarios. Still offering a lot of value. This list of problems are problems we had to solve, not problems that exist. For instance, privacy issues with business data. We encrypt all business data that goes into outlook. We also strip all data off that can’t be encrypted in forwarding. Also in next version, new mechanism where when you forward it towards the identifier and type of item and receiving user goes into back end to retrieve it. They will have to be authorized. So these are problems that we have solved. 

Attendee: [inaudible question]

Microsoft: There is a synchronization process on the primary machine. It is controllable by the application. An be thirty seconds, a few minutes, and so on.

Chris Keyser: So how often do we process the outbound queue of operations? That runs at about a 30-second interval. We have a much slower process for changes on a non-duet client. Fair amount of performance overhead in order to do that. So have to actually change things versus reading them. The other performance related item is about processing these control messages. We have made significant improvements to performance and those will be in the next release in about six months.

Microsoft: Other questions before we move on to architecture for the next duet?

Attendee: [inaudible question]

Adi Kavaler: Are you asking if SAP is going to expose all its services outside and build any available functionality and scenarios? Already today, we have in SAP, employee and management self-services. On purpose we didn’t enable all of them. We believe that things you do once in a while shouldn’t be replicated and built into a competition. So the things we believe are more fixed to this kind of model are things that you are doing very often. We want the SAP functionality into the native environment of the end users. So we bring relevant functionality and scenarios in, but we are not going to take everything. It’s actually the other way around. We actually point things to the SAP portal, Microsoft SharePoint portal, etc. So we are actually leveraging everything.

Chris Keyser: Let me talk to how we see this as software plus services. I knew this was going to be a distraction.
If you believe in enterprise software plus services and the notion that enterprises themselves are lots of different businesses. You can put in one Duet installation, and work across a bunch of different divisions and back end instances. Another thing is that in  a couple more releases, we’ll be moving onto an infrastructure usable by customers and partners. So if you have  a homegrown information, you can add information of value to the application. So I think that a lot of what the model is trying to accomplish in dealing with data offline, it’s a problem you will face and pretty relevant.

Microsoft: We have collaborative applications in Microsoft. And they are process-driven applications in SAP. As we go forward, we envision richer and richer scenarios. One is legal contract authoring, which is a great example. So you can create a legal contract with your sales group and submit it into the system. So you’ll see more and more software plus services as you go on.

Adi Kavaler: Yes. From my perspective, we just started. Very exciting things, moving forward in the future.

Microsoft: So this is the data synch model as we go forward. We have LOB system with business data. On top left we have an Outlook client and other Office applications, as usual. You have Exchange Server as usual. What Duet does, is integrate them together. the business data itself is split into two parts. One is the Exchange subset it helps the personal information management applications work. Then the non-exchange data is not really just tagged along. A report would be mostly non-exchange data. A time tracking into a bunch of known projects would be mostly Exchange data. However, the application must control how it wants to partition that. So the dual cache is extremely important. So every application that writes to the direct cache, can synchronize right then. So you don’t have a primary machine that needs to funnel all the changes and then replay them to the LOB system. However, you do have a primary mission arbitration on the top that needs to handle creates that are pumped in through the LOB system because the exchange system doesn't understand the things in the lower arrow here. So as we go forward, we can improve the architecture. And in the long term every owner of LOB data will be able to follow the same synchronization protocol. All understand the same ID’s and version numbers. So the key point is this Duet object picture there. previously all lived inside Outlook. Now we have split it and that solves a lot of problems. So talk directly to the business data on the left. You need the primary machine arbitration only to update Exchange, which is another store.

So moving on, what are we doing in V-Next on the synchronization architecture? We call the Exchange subset the personal information management subset. Only that part lives in exchange. We have minimized the primary machine usage. We could enhance Outlook and exchange going forward in the future. We have dropped exchange message based routing. We use service access on every duet machine. Also allow multi-user object merges. Can automatically merge lists together. And finally, we do support better content protection in management. Thinking of adding support for transactions initiated by a direct line, it may take a long time because they invoke a business process in the LOB system in SAP and that may take a long time to complete. So as you see, the richness of the scenarios just moves up. As we go forward, the problems become broader, and as you solve them the scenarios we can support get even better. 

The next topic is Application Lifecycle Management. This is about how LOB's built for Office can be defined, compiled, deployed and made available to the business users. So if you look at this matrix, you have four different personas. The first is a knowledge worker, KW. Pure business user that uses applications, makes business decision, and so on. The second is a composition of business user and a casual developer after that the ISPSI and the professional developer. The rows describe the layers of the stack we’re looking at. The Office application stack, the client composition framework, the server composition framework, and the LOB system. One interesting one is application creation. It means there are a bunch of applications that look very similar. For example an approval scenario. The fact that you need to feed in diff kinds of data and processes into this application pattern is something that helps you take a step back and see that they data can be extracted out, and the pattern can be supplied to the business user IT to configure and deploy. So makes using the scenarios of the same pattern easier and easier. Another is an appliance creation for server framework. An appliance creation for certain LOB system applications and the framework combination. For example, if customer wants to buy HR module from SAP and wants to buy a certain HR scenario, you could create an appliance that configures the frameworks and has the applications built along with it. Then just basic configuration of the whole appliance. Makes very easy. Finally, there is a question about versioning and management of applications. I could have an application built by the professional developer and customized by the ISV or the business user. And the professional developer creates a new version of the application. Can the old ones be applied in a seamless way? Why is the application life cycle management hard? It’s hard because people are used to working with their systems in certain ways. If you use Outlook, you want that. We talked about Office user experience, the ad hoc nature of how you do things, versus LOB rules. we talked about post ship applications. However, we need to make sure that we don’t give away too much of the IP built by the professional developer. However we should still allow the customization to occur. We have two systems. So can you trace an operation the user makes in the Outlook UI come  back into the Outlook UI and diagnose problems anywhere in the middle? We are solving those in the next version. Finally, in the LOB bucket, there is the notion of context. Role and location are contexts. so how “context aware” are your applications? Can it be changed automatically? How does deployment come into play? Moved from US to Germany. Local holidays and rules applied to me automatically.

So how deployment works. We have a notion of making sure the application deployed must match the role of the user in the business system. We can t deploy all rules for all users and let them choose what they want to run. Maybe not appropriate for the role. Also security concern. Maybe should not be visible for my role. So make sure filtered by my role. So needs to know the roles that are appropriate for it. So the SAP system in the middle has to understand the filtering. You’ll see this pattern for other business contexts as well. So the deployment data can talk to that middle tier. 

So at a high level, what did we learn from this? Most importantly, make simple things easy for the user. However, have a way in which complex problems can be solved by the professional developer, so you don’t have to enable the business IT to do that. We talked about protecting IP. Don’t want to give whole source code. so make the application declarative to achieve that balance. Make more of the logic and behavior available for manipulation in metadata. We talked about supportability. All the componenets in the system need to follow the same rules of reporting problems, dealing with failures, having redundancy, and so on. You have to think about this from the time you’re architecting the application. It cannot be added later on. You also can’t assume entire organization is going to use the latest version of the application. Can use at least three versions together, maybe more. 

Object Life Cycles. The key here is you need to respect the business rules in the LOB system. You need to allow the collaboration to happen as usual in Office an Duet brings them together. the high-level problems you see with two systems interacting together is exponential growth in the number of valid states , and an exponential growth in the number of error states as well. Can have that synchronized with the LOB system, but not get shared. With simple collaboration it’s either shared or not. But with SAP in the picture, it blows up. You have error states. Recoverable errors can be fixed manually or automatically. You could have a dead state that is irrecoverable. Made changes offline that conflict and can’t change automatically. Can’t make the LOB system respect my change. Have to honor the LOB system change and cannot lose the data. Fina.lly, you have orphans, which are objects that are not collected. They are just lying there.

One of the hard problems in terms of space is ownership management. Who owns it? A central  collaborative servicer like SharePoint that owns the object? We need to respect business logic. At what point does one call the other, and so on? Also behaviors of the applications. 

Delegation of roles. Take the role and say you can do a certain set of operations that I’m able to do. We are solving these on a scenario basis. For each scenario, you need to respect these.

Attendee: [inaudible question]

Microsoft: This is a SQL CE or Express kind of instance. Free version of SQL server. Yes, you are limited by the storage power of that engine or your disc space, but not the mailbox quota limit. The LOB system has way more data than a client can handle.

Attendee: [inaudible question]

Chris Keyser: Certainly from the perspective of Duet we have one objective. To surface the best functionality from an SAP back end through Office. We do get into a situation, with overlap. The reality of the overlap is not so great in a lot of cases. The overlap between customers on CRM live and customers within Duet is quite small. As we move forward, Duet is committed to delivering the best functionality on top of SAP regardless of where CRM Live goes. Clearly it’s a space with a number of areas where Microsoft and SAP continue to compete. Makes our product team life interesting on both sides.
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