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Abstract

This white paper describes migrating Microsoft( Exchange Server version 5.5 to Microsoft Windows( 2000 and installing Exchange in a Windows 2000 environment. This paper also discusses Active Directory Connector (ADC), a new component of Windows 2000 that replicates the Exchange directory to the Windows 2000 Active Directory( directory service and vice versa. 
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Introduction 

The Microsoft( Windows( 2000 operating system introduced significant enhancements over its predecessor, Microsoft Windows NT( version 4.0. Applications such as Microsoft Exchange Server can benefit greatly from the new features offered by Windows 2000, such as the new scalable and rich directory architecture, and the networking, security, and management enhancements.  

As with any major upgrades, you must follow a few important steps, preparations, and special procedures to ensure a smooth and trouble-free transition to the new operating system. You must also follow special steps to facilitate coexistence with previous versions of Window NT on the network or with third party network operating environments.

The close integration of Exchange with Windows NT makes the planning and upgrade process of the Exchange messaging environment an integral part of the overall Windows 2000 deployment strategy. It is important to learn about all of the new services provided by Windows 2000, such as Simple Mail Transport Protocol (SMTP), security enhancements, and other network services. It is also important to examine how these new services will fit and coexist with Exchange. 

Maintaining messaging connectivity to foreign mail systems is another area to investigate when upgrading to Windows 2000. 

In cases where connectivity to foreign systems requires a third-party application or protocol, you should take steps to ensure the compatibility of the third-party software or protocol.

Disaster Recovery, Backup and Restore, and Active Directory Connector (ADC) are discussed later in this paper.

For most scenarios, troubleshooting Exchange in Windows 2000 should not differ significantly from troubleshooting Exchange in Windows NT 4.0. All techniques and resources continue to apply to Windows 2000. This paper lists all of the relevant Knowledge Base articles related to each topic. 

Requirements

Supported Versions

Windows 2000 supports the following versions of Exchange:

· Microsoft Exchange Server version 5.5 Standard Edition with Service Pack 3 (SP3)

· Microsoft Exchange Server version 5.5 Enterprise Edition with SP3

Note: If you plan to use Active Directory Connector, your target Exchange server must run Exchange 5.5 with Service Pack 1 or later if running on Windows NT 4.0 Platforms. Service Pack 3 is required only if the Exchange server is on Windows 2000 regardless whether you are using the ADC or not. Exchange-to-Exchange connectivity is independent of Windows 2000.

Unsupported Versions

The following versions of Exchange are not supported in Windows 2000. However, version(s) running on Windows NT 3.5x and Windows NT 4.0 can function properly in the Exchange organization with proper service packs installed. The latest Exchange service pack for each version of Exchange is recommended. There are no current or future plans to support these versions on Windows 2000.

· Exchange Server 4.0 Standard Edition

· Exchange Server 4.0 Enterprise Edition

· Exchange Server 5.0 Standard Edition

· Exchange Server 5.0 Enterprise Edition

Planning

General Planning

This paper describes planning the installation of Exchange in Windows 2000. Windows 2000 domain and directory planning in itself is an extensive subject and should be addressed separately. Most examples will illustrate upgrading an existing Microsoft organization. The following section discusses some general and specific items to consider when planning the upgrade.

Which edition and role of Windows 2000 should I use?

It is important to determine which edition of Windows 2000 to use when upgrading or installing Exchange Server because Windows 2000 does not support upgrading different editions. For example, you cannot upgrade a Windows 2000-based server to Advanced Server or vice versa. For Exchange server in networks that are expected to grow substantially and possibly require future clustering or support for four or more processors, you need Windows 2000 Advanced Server to avoid a future reinstall of the entire server.

Exchange Server can run on a server that is configured as a domain controller or member server. It is recommended that you run Exchange on a member server simply because of performance issues. Exchange Server running on a Windows 2000 backup domain controller (BDC) can be upgraded to a Windows 2000 domain controller and then demoted to a member server role by removing Active Directory( directory service by using DCPROMO. Before removing Active Directory, you must ensure that you have another domain controller in the domain to assume the services for the removed domain controller. 

Native and mixed mode is a Windows 2000 term for allowing Windows NT 4.0 backup domain controllers to participate in the domain. It is of no consequence to the Exchange server if the Windows 2000 domain is in either mode. Mixed mode allows a Windows NT 4.0 BDC in a Windows 2000 domain.

Domain Name System

The Windows 2000 primary and preferred name resolution mechanism is Domain Name System (DNS) or the DNS dynamic update protocol. Proper implementation of DNS services is extremely important to operate Microsoft Exchange in a Windows 2000 environment. In fact, most general problems you may encounter in running Exchange in Windows 2000 will stem from either improper DNS configuration or registration. 

An in-depth discussion of DNS is a separate subject that requires much detail and is outside the scope of this paper. Please refer to Windows 2000 Help for additional details and information on how to configure DNS.  

Note that when troubleshooting communications and authentication problems, successful pinging of a server does not guarantee that DNS is configured properly. Ensure that the originating server is pointing to the right DNS server and registering properly in correct zone.

Connections to Legacy Systems

Evaluate your mail connectivity to legacy and foreign mail systems and determine if it is appropriate to upgrade the entire Exchange organization to Windows 2000. In some cases, and as you will see later in this paper, Windows 2000 may not provide connectivity with particular network protocols. In this case, you may want to keep Exchange Server on at least one computer running Windows NT 4.0.

Potential Conflicts with Services

Plan the deployment of Exchange Server to avoid conflict with the services on the same server, such as SMTP, as well as to avoid Lightweight Directory Access Protocol (LDAP) port conflicts and changes. A Windows 2000 domain controller that runs Exchange Server might present some conflicts that need to be addressed using same ports and services. 

Windows 2000 Active Directory uses the standard LDAP port 389 for LDAP access. Using the standard port number (389) overrides Exchange Server residing on the same server also trying to listen to LDAP port 389. You must reassign the Exchange LDAP port to grant the Exchange server LDAP access to its directory.

Server Upgrade Order 

You need to upgrade the primary domain controller (PDC) in the Windows NT network first. Then you can upgrade member servers and backup domain controllers. The order in which you do this, however, depends on many factors related to your specific network environment. From the Exchange Server prospective, servers can interoperate regardless of the operating system. An Exchange organization may spread across different versions of Windows NT and Windows 2000 as well as across different versions of Exchange Server. 

It is very important to note that Exchange Server must be version 5.5 SP3 (or later) to run on Windows 2000.

You should perform the upgrade in a fashion that minimizes possible down time to the user. In an Exchange organization in which mail volume is heaviest on local servers, you should upgrade the local server last after successfully upgrading the bridgehead server and gateway server. You should implement the same concept for multiple site organizations.      

Before You Start

Upgrading or installing Microsoft Exchange Server in a Windows 2000 environment should be a relatively uncomplicated task. To make sure the upgrade process proceeds smoothly, please review this document prior to starting the upgrade. It is also strongly recommended that you:

1. Ensure that proper backup and recovery procedures are in place

2. Make sure that the required Exchange service packs are installed and available.

3. Review all relevant Knowledge Base articles in advance to resolve possible problems quickly and efficiently.

4. Consult the Microsoft Knowledge Base at http://www.microsoft.com/support for the latest technical information

Upgrading 

Starting the Upgrade

After you have determined the order in which you are upgrading the computers running Exchange Server and you have determined the appropriate edition of Windows 2000 for each computer, you are ready to proceed. Follow these steps:

1. Run the Windows 2000 upgrade.

2. Ensure proper DNS configuration. (Consult Windows 2000 Help for more details.) 

3. Review the following Knowledge Base articles if applicable:

· Q218158, “Upgrading to Windows 2000 Upgrades Existing Novell Client”

· Q242157, “XCON: TP4 Transport Protocol Not Supported Under Windows 2000”

· Q169668, “XCON: X.25 Support for SAT Cards”

· Q169667, “XCON: X.25 Support for CIREL Cards”

New Installations

Performing a clean install of Exchange Server on Windows 2000 can present a few more issues to consider. In general, most installation problems are not specific to Windows 2000 but independent of the operating system. However, some of the same problems may be presented differently and error messages may vary slightly. Windows 2000 may also present additional setup problems that are unique to it. 

This section discusses top issues to consider when installing Exchange on Windows 2000.

Running Setup

· Windows 2000 Terminal Services is a part of Windows 2000. If the service is enabled, you must run setup by using Add/Remove Programs in Control Panel This puts the server in installation mode.

· When running Exchange setup for the first time, Windows 2000 may warn you that the application may not be compatible. It is safe to ignore the message and continue Exchange setup. This happens because SP3 is not installed yet.

Security and Accounts

· Ensure that the service account you are using for Exchange is a member of your local administrator group or at least a member of the Power Users group on the local computer.

· Ensure that you are logged on to the domain from the server on which you are running setup.

The following articles may prove to be helpful. Please check the Microsoft Knowledge Base at http://www.microsoft.com/support for the latest troubleshooting articles.

Q247407, “XADM: Network Path Not Found Installing Exchange Server 5.5” 

Q238541, “XADM: Exchange Setup Fails Joining a 5.5 Site on Win2000 DC”

Q235669, “XADM: Exchange Server 5.5 Setup Fails on Windows 2000 Server”

Q224447, “XADM: How To Change LDAP Port Assignments in Exchange Server”

Q240135, “XFOR: Creating WinNT Account in Win2000 Domain Stops Migration”

Q224447, “XADM: How To Change LDAP Port Assignments in Exchange Server” 

Q233400, “XGEN: Using Windows2000 Encrypted File System to Encrypt Mdbdata”

Clustering

Installation

To install Exchange Server 5.5 on a server with Windows Clustering, you need to already have Windows 2000 Advanced Server or Data Center Server installed, and Windows Clustering installed and configured with a shared physical disk, IP address, and network name. Consult Windows 2000 help on how to configure Windows Clustering.

After both nodes have Windows Clustering running, you are ready to install Exchange on the first node. Follow the instructions from Cluster.doc located on the 5.5 Enterprise CD in the folder:

<CD-ROM>:\Docs\Word_docs\Clustering

Important note: Microsoft Outlook( Web Access is not supported with Exchange Server 5.5 running in a clustered environment.

After Exchange 5.5 is installed on both nodes, install Service Pack 3 for Exchange 5.5 on the active node. For more information on Service Pack 3, see http://www.microsoft.com/exchange/DeployAdmin/sp3.htm.
After the service pack installation has completed successfully on the active node, install the service pack on the inactive node.

Upgrading a Cluster

To upgrade a computer running Exchange 5.5 Server on Windows NT 4.0 with Clustering Service to Windows 2000 with Windows Clustering, you need to first install Service Pack 3 for Exchange Server 5.5 on the active node.

After the service pack installation has completed successfully, install the service pack on the inactive node.

To upgrade a computer running Exchange Server 5.5 SP3 on Windows NT 4.0 with Clustering Service to Windows 2000 with Windows Clustering:

1. Obtain Windows 2000 Advanced Server or Windows 2000 Data Center Server.

2. Shut down the inactive node.

3. If you are installing Windows 2000 from a CD, you are asked if you would like to upgrade to Windows 2000. Choose Yes.

4. If you are installing from a network share, run Winnt32.exe, and choose Upgrade to Windows 2000.

After the successful completion of the installation on the primary node, upgrade the second node to Windows 2000 by repeating steps 1 to 4.     

It is not possible to upgrade a computer running Exchange Server 5.5 on Windows NT 4.0 with Clustering Service on the Alpha platform to Windows 2000 because Windows 2000 no longer supports the Alpha platform. 

It is possible to transfer the Exchange databases from the Alpha-based cluster to an i386-based cluster by following the instructions described in the following Knowledge Base article:

Q155216, “XADM: How to Move Exchange Server to a New 

Computer with the Same Name”

Disaster Recovery

Backing Up Exchange with Windows 2000 

The Windows 2000 new Backup and Recovery Tools are a significantly enhanced version of the Windows NT Backup program. Using a Backup Wizard and Restore Wizard makes backup and recovery easier and quicker. In addition, the new Backup and Recovery Tools are natively Exchange aware. You can access the tools in System Tools.  
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To perform a backup using the Backup Wizard:

1. Click Backup Wizard, and then click Next to begin the wizard.

2. Click Back up selected files, drives, or network data, and then click Next.

3. Find Microsoft Exchange, and select the organization, site(s), server(s), or database(s) you want to back up, and perform the backup.

Or you can use the Backup tab instead to simply find Microsoft Exchange, and select the organization, site(s), server(s), or database(s) you want to back up, and then perform the backup.

Windows 2000 Backup and Recovery Tools provide the ability to back up to a *.BKF formatted file as opposed to backing up to a tape drive. This feature is an extremely flexible and cost-effective backup and recovery mechanism for Exchange. You can back up and restore the Exchange Server database on any accessible network drive, local drive, or universal naming convention (UNC) path. 

To perform online backup to a file rather than a tape device by using the Backup Wizard, in the Backup Media Type list on the Where to Store the Backup screen, click File. Alternatively, on the Backup tab, choose File as the backup destination.

Restoring Your Exchange Server

You can restore backups performed by the previous Windows NT Backup program by using the Restore Wizard. To restore Exchange from a previous backup with the new Restore Wizard, simply choose the media containing the backed up Exchange files. The backup program catalogs the media and displays the contents of the backup media. Select the objects you want to restore, and complete the restore operation.

To restore Exchange from a previous backup with the Backup and Recovery Tools by using the Restore tab:

On the Tools menu, click Catalog a backup file.

Choose which objects you want to restore and complete the restore operation.

To restore a backup to a server other than the server from which it was backed up, you need to do the followings:

After choosing which objects you want to restore, select the Erase all existing data check box in the Restoring Microsoft Exchange dialog box.

This allows you to type the name of the computer to which you want to restore in the Restore To box.
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Backup and restore procedures as well as disaster recovery procedures and scenarios are the same as they were for Windows NT 4.0. Review the Microsoft Exchange Disaster Recovery Whitepaper available at http://www.microsoft.com/exchange/55/whpprs/BackupRestore.htm for more information.

You can restore a backup of Exchange Server running on a Windows 2000-based computer to Exchange Server running on a Windows NT 4.0-based computer just as you would any other time. You may, however, need to run an offline defragmentation on the databases to start them. Review Knowledge Base article:

Q224977, “XADM: Store Fails to Start: 4294965882, FFFFFA7A, Event 177”

Exchange Connectors

Internet Mail Service (IMS)

Windows 2000 provides a native SMTP service. Installing the SMTP service on a computer running Windows 2000 Server and Exchange Server and using Internet Mail Connector causes the connector to fail to start, which disrupts Internet mail delivery.

Exchange cannot use the Windows 2000 SMTP service to send or receive Internet mail, so you need to remove the Windows 2000 SMTP service for the Exchange IMS to start.

To remove the SMTP service:

1. In Control Panel, click Add/Remove Programs.

2. Click Add/Remove Windows Components.

3. Select the Internet Information Services (IIS) check box, and then click Details.

4. Clear the SMTP Service check box, and then click OK.

You can use the Windows 2000 SMTP service as a transport choice for inter-site replication between Windows 2000 domain controllers. You can also use it for general SMTP mail functionality. Disabling this service does not affect the ability of Windows 2000 to use SMTP protocols for inter-site replication or general SMTP mail functionality. The Exchange IMS makes the service available directly to any application including Windows 2000 Active Directory replications.

Performance Considerations

The upgrade of a Windows NT 4.0 domain controller to a Windows 2000 domain adds new tasks for the server that did not exist under Windows NT 4.0, mainly management of the Active Directory services. In a small implementation that uses a single server, it is important to note that the memory and processor overhead will increase. Depending on the overall performance requirement and changes, a memory or processor upgrade may be required to bring performance to acceptable levels. For multi-server organizations, running the IMS on a non-domain controller server yields better performance because the server is free from the intensive Active Directory service overhead.

Dial-Up Connections

Upgrading Exchange servers with IMS dial-up connection should pose no problem to Internet Mail Service if Exchange 5.5 service pack 3 is properly installed. 

The IMS dial-up mechanism may encounter a possible problem that is caused by the inability to find the Phonebook entry. This is described the in the following Knowledge Base article:
Q236910, “XIMS: Cannot Open IMS Dial-Up Connections Tab”

Another IMS-related article is:

Q247063, “XFOR: Unable to install the Exchange 5.5 IMS on Windows 2000”

New Installations

Setting up Microsoft Exchange Server with Internet Mail Service on a new Windows 2000-based server should follow the same rules as the upgrade. However, for a new server, you must consider the basic Windows 2000 configuration issues. 

1. Ensure proper DNS configurations. Refer to Windows 2000 documentation.

2. Ensure that you use proper security credentials and account memberships when installing Exchange. 

3. If installing on a Windows 2000 domain controller, make sure that the SMTP service is removed or disabled.

4. Install Exchange Server service pack 3.

5. Configure Exchange and Internet Mail Service.

Novell GroupWise Connector

Upgrade

If you are using Novell Client for Windows NT version 4.7, the Windows 2000 setup program automatically upgrades your existing client to the new Windows 2000-compatible version.

Windows 2000 ships a scaled-down version of the Novell client and installs it to ensure compatibility. However, this version has a few limitations. For the full functionality, obtain a complete version of the client from Novell and install it after the upgrade concludes. The scaled down version that ships with Windows 2000 is also supplied and supported by Novell. It is important to note that the automatically-upgraded version still provides e-mail and basic Novell GroupWise connectivity and should continue to function properly.

Steps:

1. Upgrade Exchange Server to service pack 3

2. Upgrade to Windows 2000.

3. Upgrade to the full version of Novell Client.

Please review the following Knowledge Base article for additional details:

Q218158, “Upgrading to Windows 2000 Upgrades Existing Novell Client”

New Installation

Installing Exchange Server and Novell GroupWise connector on Windows 2000 requires connectivity to Novell GroupWise.

The Gateway (and Client) Service for NetWare by Microsoft and the Novell NetWare client for Windows 2000 by Novell provide connectivity to Novell NetWare.

Although the Microsoft-provided client can accomplish basic administrative and connectivity tasks, you may want to choose the Novell client because it includes more advanced management features and tools. 

It is important to note that when Windows 2000 setup detects the presence of the Novell 5.7, it upgrades it with the scaled-down version of the Novell supplied client to ensure compatibility. However, when you try to add support for Novell using the Network utility in Control Panel, the only built-in option is the Microsoft version of the client.

The files for the Novell-supplied client can be found in the Windows 2000 distribution CD under \I386\Winntupg\Oem\Novell.

However the client is designed to run with the upgrade only; you cannot run an independent setup of this version of the client.

X.400 Connector
Upgrading computers running Exchange Server that provide X.400 mail connectivity to another computer running Exchange Server or to a foreign mail system should not require any special consideration, unless the TP4 protocol is being used for any of the X.400 connections. 

TP4 protocol support is not available in Windows 2000 and it is no longer possible to use the TP4 protocol on a Windows 2000-based server. In an Exchange messaging environment, substitution with TCP/IP is the only alternative solution. 

In very rare cases, TP4 is required to maintain X.400 connectivity to older X.400 foreign systems or to Microsoft Mail X.400 gateways. Unfortunately, there is no work-around for such scenarios. You must either upgrade to TCP/IP or maintain this connector on an operating system that supports it, such as Windows NT 4.0. It is strongly recommended that you migrate any connection using TP4 to TCP/IP to maintain future support. 

Windows 2000 setup detects the presence of TP4 and instructs the user to remove the protocol before setup can proceed. The following are the steps to remove TP4 from Windows NT.

1. Open Network in Control Panel

2. Click the Protocols tab, click TP4, and then click Remove.

3. Restart the server and start the upgrade

For more information, refer to the following Knowledge Base article:

Q242157, “XCON: TP4 Transport Protocol Not Supported Under Windows 2000”

X.400 Over X.25 Networks

If you are using X.400 mail connectivity over the X.25 protocol, you may need to ensure that Windows 2000 supports your X.25 adapter(s). The following EICON adapters are compatible with Windows 2000. 

Eicon Card C20 

Eicon Card C21 

Eicon Card P92 

Eicon Card S50 

Eicon Card S51 

Eicon Card S52 

Eicon Card S90 

Eicon Card S91 

Eicon Card S94

If you are using an earlier version of an EICON adapter or a version that is not on the Windows 2000 compatibility list at the time of this paper publication, please check with EICON for possible Windows 2000 updated drivers. Also check the Windows 2000 Hardware Compatibility List (HCL) at the following location for the latest supported adapters:  http://www.microsoft.com/Exchange/en/55/help/default.asp?url=/Exchange/en/55/help/documents/server/XOG06009.HTM 
The following Knowledge Base articles relate to X.25: 

Q169668, “XCON: X.25 Support for SAT Cards”

Q169667, “XCON: X.25 Support for CIREL Cards”

Q182758, “XCON: X.25 Cards Supported Through Direct Hardware Interface”

MSMail, cc:Mail, and Lotus Notes

Lotus cc:Mail connectivity is not affected by migrating Exchange Server to a Windows 2000-based computer. Message connectivity and directory synchronization with cc:Mail requires direct network connections to the cc:Mail post office, as well as the ability to run the cc:Mail-supplied Import and Export programs in either the old 16-bit version or the new 32-bit version release. The ability to do the above has not changed in Windows 2000. The Microsoft Exchange 5.5 cc:Mail connector does not require any special configuration after the upgrade or in the case of new install.

Microsoft Mail messaging and directory synchronization components, including the Microsoft Exchange PC MTA service, do not require any changes when upgrading or performing a new Exchange installation.

No changes are required for upgrading Exchange Server with Lotus Notes connector. The Lotus Notes client is based on the Lotus server requirement, however the client version 4.6 or later is recommended.

SNADS and PROFS 

SNADS and PROFS connectors are not impacted by a Windows upgrade as long as host connectivity is maintained. Consult your SNA documentation for further information regarding host connectivity.  

Dynamic RAS Connector

The Dynamic Remote Access Service (RAS) connector should continue to work properly after the Windows 2000 upgrade if Exchange service pack 3 is properly installed. For more information, see the following Knowledge Base article:

Q236910, “XIMS: Cannot Open IMS Dial-Up Connections Tab”

For more information on how to configure the Dynamic RAS Connector, please review the following “How To” document:

http://www.microsoft.com/support/exchange/howto.htm
Routing and Remote Access

The Windows 2000 Routing and Remote Access feature provides an alternative to the Dynamic RAS connector by making all dial-up and remote connections a part of the network rather than the server running Exchange.

When using Routing and Remote Access, connections to remote sites are established through site connectors, or X.400 connectors, as any other Exchange site on the LAN. However, it is important to point out that by using Routing and Remote Access, you lose the dial-up schedules feature available in the dial-up Exchange connector. In addition, depending on the initial connection latency, some link parameters on the X.400 connector may need to be adjusted to account the initial latency   

For additional information on how to configure Routing and Remote Access, see your Windows 2000 documentation.

Active Directory Connector

Overview

Active Directory Connector (ADC), is the component that replicates the Windows 2000 Active Directory with the Exchange Server 5.5 directory. This replication can be used to aid in the implementation of Active Directory for organizations that have already deployed Exchange Server 5.5 and is a necessary stage for achieving coexistence between Exchange Server 5.5 and Exchange 2000 Server.

In the future, ADC technology may be extended to support replication of other directories, such as Netscape Directory Server, DCL X.500, generic LDAP directories, and other Windows 2000 Active Directories.

ADC works in the following ways:

· Uses the LDAP application programming interface (API) to perform fast replication between the two directories

· Hosts all active replication components on Active Directory, not on the foreign system

· Replicates only changes between the two directories whenever possible

· Maintains object fidelity through replication (for example, the Active Directory Group object maps to the Exchange Distribution List object)

· Hosts multiple connections on a single Active Directory server and manages these using Connection Agreements
ADC Versions

The basic replication functionality of ADC is included with Windows 2000; however, when you install Exchange 2000, an update is installed.

Windows 2000 ADC

The version of ADC included in Windows 2000 replicates directory information in Exchange 5.5 to Active Directory and vice versa. Many customers have already invested heavily in the Exchange directory, and much of this data can be uploaded in bulk to Active Directory, which decreases implementation time. Through replication, the Active Directory administrator can also perform basic management functions for Exchange 5.5 users.

Exchange 2000 Server ADC Update
The Exchange 2000 Server ADC update is an enhanced connector included with Exchange 2000 Server. Whereas the Windows 2000 ADC simply replicates objects in the Exchange site‑naming context (for example, Recipients containers) to Active Directory, the Exchange 2000 ADC also replicates data from the configuration-naming context, thus providing support for mixed-vintage Exchange sites and downstream routing.

The upgrade path between the two versions of ADC is seamless. Customers can deploy Windows 2000 ADC to build their basic Active Directory very quickly, and when ready, they can install the updated ADC when installing the first Exchange 2000 Server.
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