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On January 1st, 2002, CIO Magazine ran an article entitled “How to Run A Microsoft-Free Shop.”  You can read the article in its entirety at http://www.cio.com/archive/010102/shop_content.html?printversion=yes 

The article was written by Senior Writer Scott Berinato as an editorial piece based on a parody of AA’s Twelve Step Program.  The focus of the article is to persuade CIOs that switching from Microsoft to Linux will deliver a host of benefits.  Though the article is passionately pro-Linux, Berinato provides few facts to support his claims of the benefits of switching from Microsoft to Linux (or other open source software products).  For example, significant cost factors involved with running a “real world” IT shop such as cost of labor, ease of use and the importance of having a clear product road map are entirely ignored.   The points below refute Berinato’s claims, step by step, and provide clear factual counterpoints of the strengths of Microsoft software as an IT solution.
Berinato’s Step 1:  We admitted we were powerless to manage our Microsoft software.

Many CIOs feel they are in a double bind with Microsoft products. The software itself seems always in need of security patches. The Windows 2000 server, for example, currently has 154 files available for download at Microsoft.com, nearly half of which are security updates. 

Windows XP makes things worse. The product's new subscription licensing model has raised the ire of many executives because they feel it forces them into frequent upgrades in order to get their money's worth. But in a recent CIO survey, a majority (65 percent) admitted they weren't considering any alternatives. "A lot of us will just cry foul but then pony up," says one CIO. 

Microsoft response:   All software, open source or commercial, relies on product updates, security patches, and other management tools to fine tune performance.   The fact that Microsoft is upfront and diligent about providing security patches and other product enhancements to its customers is a major advantage of Microsoft software over open source software.  Microsoft’s new security-oriented Strategic Technology Protection Program (STPP), Windows Update and Service Packs provide a centralized, regression-tested source of necessary product enhancements.  
In contrast, one of the weaknesses of the open source development model is that there is no centralized authoritative source of patches and updates.  Linux customers can’t be assured of a timely fix if they have a problem, nor can they be assured that the fix has been thoroughly tested.  If a patch blows up, there’s no one in the open source community to be held accountable.  Linux users have to spend their own valuable time and resources creating the open source equivalent of Windows Server Service Packs or product updates that are regularly issued on Windows Update.
Berinato’s example of the number of security patches issued by Microsoft compared to Linux is not as straightforward as he would have readers believe.  The U.S Federal Government tracks software security vulnerabilities in its ICAT Metabase.  A few simple searches in this database tell a difference story.  For the past year, Linux suffered from 93 reported security vulnerabilities.  In contrast, Windows 2000 suffered from 32 reported vulnerabilities, despite its much greater market presence and higher visibility as a target to hackers.  Not only do Linux systems suffer from arguably more security vulnerabilities than Windows 2000 Server, Red Hat and other Linux vendors lack a coherent security response program to issue necessary security patches comparable to Microsoft’s Strategic Technology Protection Program (STPP).

STEP 2 WE CAME TO BELIEVE THAT A POWER GREATER THAN OURSELVES COULD RESTORE OUR IT DEPARTMENT TO SANITY. 

Linux is that power. It is less expensive to acquire. It takes up less hard disk space and requires less memory to run. There is elegance in the open-source code license: You can have the source code for free, allowing you to upgrade or patch systems as you like. The only rule is that when you develop something new out of the source code, you must share that code with everyone else. Many developers believe this open-source model makes Linux inherently more secure than a proprietary operating system. 

"We think we'll get blazing performance," says David Larsen, director of IS in Murray City, Utah, who's starting a migration to Linux desktops. "The other thing is, Linux is being taught in schools. It's getting easier to find skills. It's something whose time is coming."
Microsoft response:  Linux is less expensive up front.  However, as most CIOs are aware, the costliest part of any IT solution is staffing costs, not the initial cost of software.  In fact, in 1999, market research firm Gartner calculated that the initial cost of software was only 3% of the total cost of owning an IT solution over a three year period!   

Sacrificing performance and upgrade paths to save money on hard disk and memory may have been a sound IT strategy ten years ago.  However, these days, as hardware costs continue to plummet, a business risks jeopardizing software functionality and future business agility by using less-than-adequate hardware and software.  While Linux might have a smaller hardware footprint, it lacks a clear upgrade path and many ease-of-use features such as software wizards that save a business money on IT staff costs.  Finally, Microsoft is an enduring company committed to providing IT flexibility and growth options to our customers so they can continue to rely on their Microsoft-based IT infrastructure to quickly respond to a competitive marketplace. 
In regard to licensing issues, Linux’s GNU Public License (GPL) is not as free as it sounds at first.   The line between GPL’ed code and proprietary code is unclear and has not yet been tested in any court of law.  Therefore, an unwitting business could add an enhancement to Linux-based software and could be required to give that enhancement back to the open source community under the GPL.  The GPL means that businesses using Linux can’t maintain the competitive advantage of proprietary software.  For businesses that make their living off of developing and selling software, the GPL is perhaps even riskier.  There are documented cases where mainstream companies have been pressured by the Free Software Foundation (a Linux watchdog group) to give their Linux-based software developments back to the open source community, negating any hope of making a profit off of that code.

STEP 3 WE MADE A DECISION TO TURN OUR LIVES OVER TO LINUX AS WE UNDERSTOOD LINUX. 

this is the hardest part of running a Microsoft-free shop: deciding to do it. Linux has a geek's reputation. At the same time, many executives have a crude interpretation of its value to corporations—"It's free, and therefore it's cheap." Slowly, that mentality is changing, but it's still true that there first must be a wholehearted and willing embrace of Linux as a legitimate enterprise replacement for Microsoft. This journey usually starts with a tech executive playing around. Maybe it's a Linux firewall on a home machine. Maybe it's a Linux desktop on an old Pentium that was collecting dust. But it starts at the top. A Microsoft-free IT shop cannot exist without the CIO reading up on and understanding the power of the alternatives.
Microsoft response:  We agree that a CIO should stay abreast of the latest and greatest technologies available.  However, based on real world customer feedback and market share data, most CIOs are still deciding that commercial software is a more powerful, cost-effective solution than open source software.  
Recent examples of companies either choosing Windows after a serious evaluation of both Linux and Windows, or switching from Linux to Windows are listed below: 
· Home Depot:  evaluated both, chose Windows for desktops, dev tools, servers and point-of-sale terminals 

· Tesco:  evaluated both, chose Windows for servers and point-of-sale terminals

· Metro C&C (major German retailer):  evaluated both, chose Windows for desktops, database and servers
· JB Were Holding (Australian brokerage firm):  evaluated both 
· servers

· Buckingham Palace:  switched the palace’s web site from Apache/Linux to IIS/Windows
· Ameritrade:  After several months of schedule slips trying to implement Linux, the Ameritrade CIO resigned.  Within a month, the new CIO deployed Ameritrade's most strategic apps, their Stream Quotes Servers, on Windows 2000 servers.  This deployment is scheduled to expand to hundreds of Windows 2000 servers.

STEP 4 WE MADE A SEARCHING AND FEARLESS INVENTORY OF OUR NETWORK, APPLICATIONS, PROCESSES AND BUSINESS RULES. 

Do this, literally. Write down everything. A migration away from Microsoft requires very real proof that the move will make your business better. But you can't prove your case without a list of what's being replaced and why.
Microsoft response:  With the lack of enterprise-ready offerings available on Linux, plus customer demand for ease of use and product interoperability, there are few IT infrastructures out there that are end-to-end open source.  Even if open source software offered a suite of enterprise-ready software with equivalent functionality to Windows, we believe our customers would still choose Microsoft to get the best software value for their money.  All businesses, not just software businesses, work in a competitive marketplace.  We believe that our customers choose Microsoft software because it offers them the ability to focus time and money on running their business rather than on managing their software.
STEP 5 WE ADMITTED TO OURSELVES—AND TO OUR CEO—THE EXACT NATURE OF OUR INFORMATION SYSTEMS' FAILINGS. 

Victims of a hack or virus have likely already done this as a necessary step in the recovery process. To others, the major failing is this: They are locked into a Microsoft-dominated architecture that feeds them insecure, bloated code. Another failing is the needless codependencies of Microsoft products. 

Perhaps the most expensive failing of CIOs' Microsoft-dominated IT shops is the upgrade cycle. "There's no other compelling reason to upgrade Office except to maintain compatibility with everyone else," says Larry Shutzberg, CIO of packaging maker Rock-Tenn in Atlanta.
Microsoft response:  What Berinato calls “needless codependencies” of Microsoft products are actually customer demand for standards and the ability for Microsoft products to interoperate with one another, and with products from other software vendors.  Microsoft is an active participant in technology standards bodies and has an entire product line dedicated to interoperability.   With the .NET framework, Microsoft is working to become even more interoperable and language agnostic.  .NET is Microsoft's platform for XML Web services. XML Web services allow applications to communicate and share data over the Internet, regardless of operating system or programming language.
Berinato describes Microsoft’s steady pace of innovation as an “expensive failing.”  Microsoft offers product upgrades in response to direct customer demand for new and improved features.  In the open source community, frequent, decentralized upgrades are a fact of life.  The Linux kernel gets tweaked and upgraded every few weeks with minor fixes IT administrators have to add to their existing configuration.  Compare that to Windows Server service packs, which are issued in a more organized and cumulative fashion.  
Over 100 difference flavors of Linux that are currently in use are also a problem for Linux users.  Many Linux distributions use unique and different sets of function libraries, which applications use to perform various basic tasks. When one of the libraries is different from what the application expects, the application simply will not run.
STEP 6 WE WERE ENTIRELY READY TO HAVE LINUX REMOVE ALL THESE DEFECTS. 

If step 3 was "Decide to do it," then Step 6 is "No, really decide to do it." Psychologically preparing your company to create a Microsoft-free shop will require a complete rethinking of entrenched technology and business biases. 

First, you have to plan a phased approach to taking Microsoft products offline. 

This occurs application-by-application. Firewalls first. 

Then mail servers. Then Web servers. Generally, the desktop OS—Microsoft's monopoly—is hardest to eschew, and so it comes last.
Microsoft response:  Rolling an IT infrastructure over to an immature, untested collection of software is not only risky but since IT staff labor is the most expensive part of an IT infrastructure, also expensive.  Berinato also fails to account for the fact that IBM’s continually increasing presence in the Linux arena means that even if a business rolls its software over to Linux, support, maintenance and upgrades will not come free.  Whether a business pays IBM for Linux support, pays a staff member for Linux support, or pays a staff member for Microsoft support, IT infrastructure, regardless of whether it’s open source or commercial, must be maintained by somebody! 

STEP 7 WE HUMBLY ASKED LINUX TO REMOVE WINDOWS, APACHE TO REMOVE IIS, EVOLUTION TO REMOVE OUTLOOK, NETSCAPE 6.1 TO REMOVE INTERNET EXPLORER AND STAROFFICE TO REMOVE OFFICE. 

With the game plan in place, set up a "sandbox" in one corner of the enterprise—a couple of servers and desktops, and some other hardware for networking and firewalls. Here, the various Linux applications will be brought online, tested, tweaked and prepared for deployment throughout the network.
Microsoft response:  If customer demand truly dictated Berinato’s suggested replacements, then the open source products he lists would have predominant install base.  In fact, the only open source product that’s in mainstream use is Apache as a web server.  And, when comparing web servers, it’s important to note customer demand, according to the Computer Counts, Worldwide, Operating Systems used by Computers running public Internet Web Sites, quarterly Netcraft survey, “Microsoft Windows has a significantly higher share of the web when one counts by computer... The survey shows 49.6% of the computers running the web are Windows based.”
Interestingly, in countries where software piracy is rampant, software consumers consistently choose pirated versions of Microsoft products over their open source equivalents.  Though software piracy is not good news for Microsoft’s bottom line, it actually speaks to the quality of our products. 
STEP 8 WE MADE A LIST OF ALL BUSINESS UNITS WE HARMED AND BECAME WILLING TO MAKE AMENDS TO ALL. 

Prepare memos that list ways a particular application improves operations—whether it's saving disk space (Red Hat Linux distribution is about 25MB; Windows XP requires 2GB), memory, acquisition costs, or upgrade and maintenance costs. One CIO, though he thinks it's doubtful 

He could migrate away from Microsoft, says a major benefit would be the time he'd take back for strategic planning. Right now, he wastes time figuring out how to proceed with nonstrategic products like Office.

Microsoft Response:  Any CIO worth his or her salt knows that migrating away from Microsoft to Linux would not free up time for strategic planning.  Linux requires much more “care and feeding” than Microsoft software; if anything, a CIO would be even busier after a migration to Linux.  In a recent third party cost analysis comparing Windows 2000 Server to Linux, out of the box, Windows 2000 Server ran after 20 minutes of configuration time.  On average, Linux servers required 2-3 hours of custom work to set up, and over 4 times as many developer hours in the longer term to operate and to keep secure.
Finally, what makes a desktop productivity application like Office a “non strategic product?”  Productivity applications are the heart of business computing, regardless of whether they’re commercial or open source.  Ironically, what makes some people view Office as a mundane product is the fact that it works so smoothly.  Some IT professionals take Office for granted, not realizing that the reason they don’t have to give it much thought is because Microsoft made sure that Office had the features customers demanded, and that those features were well-engineered.

STEP 9 WE MADE DIRECT AMENDS TO THOSE BUSINESS UNITS (EXCEPT WHEN TO DO SO WOULD HAVE GOTTEN US FIRED). 

Give them all of that freed-up disk space back. Return money saved on licensing (most Linux applications require a capital purchase and support, but little in the way of ongoing fees). At the film company DreamWorks, Ed Leonard has ported the entire graphics animation department to Linux; Shrek was created on a "renderfarm" (a powerful, refrigerator-size rack of servers) that had 800 processors running Linux. Leonard took the money he saved by not having maintenance contracts and used it to buy far more inexpensive Linux PCs. He says the  money he has saved will allow DreamWorks to replace desktops and the renderfarm every two years instead of every five.
Microsoft Response:  Berinato does not mention the hidden costs of Linux:  staff time and expensive third party applications that open source does not offer, such as middleware, for example.  By focusing on the savings of “freed up disk” space, Berinato’s viewpoint is short-sighted.

The use of Linux for high-end clustering applications, like graphics (in the Dreamworks example) or in scientific computation, speak to the use of Linux in niche markets, not in typical business computing environments.  What Berinato does not mention about Dreamworks’ switch to Linux is the sophisticated, highly-skilled IT technicians demanded by that sort of custom-built IT solution.  For businesses that require fewer pieces of hardware running a more diverse ecosystem of real world business applications, switching to Linux could cost them significantly more money than an end-to-end Windows solution due to the cost of staff labor needed to set up and maintain a custom-built Linux solution.

STEP 10 WE CONTINUED TO TAKE INVENTORY OF THE SWITCH TO LINUX, AND WHEN WE MUFFED IT, WE PROMPTLY ADMITTED OUR ERROR. 

Now be brutally honest. If a conversion to Linux doesn't save money or improve the business, admit it in your analysis—and possibly stop the process. You're not doing this as a crusade. In many cases, honestly admitting it was an even swap will win more supporters than trying to fudge benefits that may not be there.
Microsoft response:  Berinato’s key words “You’re not doing this as a crusade.”  We agree.  CIOs should choose an IT solution because it makes sense for their business.  Microsoft believes that all customers of any software vendor, commercial or open source, should choose the best software for their business at the best price.  Microsoft will continue to compete vigorously and fairly against both commercial and open source software products because we believe that Microsoft products provide customers with better value.

STEP 11 WE PRAYED FOR KNOWLEDGE OF BUSINESS GOALS AND THE POWER TO CARRY THEM OUT. 

Now you can put the documentation to work. Show what moving to a Microsoft-free shop can do. Turn all that data into a slick presentation created on StarOffice Impress. Michael Tiemaan, CTO of Linux vendor Red Hat, recently did such a presentation for a customer. The customer had done a high-volume transaction on a $2.5 million, 32-processor server using Windows applications. Even then, the transaction took two weeks to finish. Red Hat and the customer put together an alternative: 10 two-processor servers running Linux. All told, it cost $500,000. The transaction now completes in one day.
Microsoft response:  It’s difficult to respond to this without hearing more detail.  Berinato claims that ten two-proc servers running Linux were cheaper and faster than a single 32-proc running Windows.  There are so many variables involved with cost and performance, it’s impossible to argue against this.  
What has been proven is that Microsoft leads in TPC price/performance benchmarks, currently holding the top ten slots.  In addition, not only does Microsoft software provide the most value for the dollar, last summer, for the first time, Microsoft won an all-out TPC-C performance benchmark, independent of cost.   While anecdotes like the ones Berinato cites in step 11 are interesting, Linux is not yet a contender in rigorous, third party benchmarks such as the ones put together by the TPC.
STEP 12 HAVING HAD A SPIRITUAL AWAKENING, WE VOWED TO CARRY THIS MESSAGE TO OTHER IT SHOPS AND PRACTICE MICROSOFT-FREE COMPUTING IN ALL OUR AFFAIRS. 

Tiemaan arguably is in a position of power on this, but when he receives a document in a "proprietary data format"—that is, .doc, .ppt and so forth—he sends a courteous reply to the person asking her to resend the document in a nonproprietary format. Most of the time, this is a painless exchange, he says. "To run a Microsoft-free shop, you simply must be disciplined about it," Tiemaan says. "When I came here, I ditched my Windows system, and I haven't looked back."  
Microsoft Response:  As CTO of Red Hat, a competitor to Microsoft, perhaps Tiemaan can afford the luxury of dictating to his customers and colleagues which document format to use.  However, most businesses need to be able to interoperate with the rest of the world with less inconvenience.   Also, the fact that piece of software is open source rather than commercial does not mean it doesn’t use a specific data format.  StarOffice, an open source competitor to Microsoft Office has a proprietary data format. 
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