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Introduction

This white paper describes the way the Internet Platform and Operations group at Microsoft® Office configured Microsoft Windows® SharePoint™ Services server farms to publicly host Windows SharePoint Services Beta. This is the first of four papers that describe the Windows SharePoint Services Beta 2 hosting experience. 

The configuration and best practices outlined in this paper may be of use to anyone deploying Windows SharePoint Services in a hosting scenario, for example, Internet service providers (ISPs). The server farm configuration described in this paper creates a Windows SharePoint Services deployment that uses scalable hosting mode with Microsoft Active Directory® account creation. This allows the creation of various fully qualified domain names, and allows site owners to create user accounts where existing domain accounts for those users do not already exist. For more detailed descriptions and configuration steps for this scalable hosting mode with Active Directory account creation scenario, see the Windows SharePoint Services Administrator’s Guide. 

Choosing Scalable Active Directory Account Creation Mode
In the situation described by this white paper, the team chose scalable hosting mode with Active Directory account creation configuration to meet the following requirements: 
SharePoint sites have a naming convention by which a host name is identified with a customer site, for example, http://customer.program.host_name.com. 
Each customer site should have a configurable disk space quota. Quotas in Windows SharePoint Services enforce this limit. 

Customers can invite their friends or colleagues to collaborate on their sites, but the number of accounts created by customers can be limited by using user-invitation quotas. 

Sites support e-mail for sending invitations and alert results. 
The hosting organization creates sites for customers. Members of the Administrator site group or service accounts that have necessary permissions on the server can create sites by using the Windows SharePoint Services object model, the Stsadm.exe command line tool, or the SharePoint Central Administration pages. 

English versions of Windows SharePoint Services are installed on each front-end Web server. Language packs and template packs for German and Japanese are also installed on the servers to enable creating sites in Japanese and German languages. (Other language packs, including those for Chinese – Simplified, Chinese – Traditional, Korean, Arabic, Hebrew, and French will be available when the final version of Windows SharePoint Services is available.)
Usage logging and processing is enabled so that customers can track traffic and see usage data from Site Administration. 

In addition, the Internet Platform and Operations group had the following goals for the Windows SharePoint Services deployment:

Validate the Windows SharePoint Services scalability design and implement a huge data store. Windows SharePoint Services supports scalability through multiple servers in server farms. To prove scalability and compatibility, the server farm was configured to contain at least two unique content databases on two clusters running Microsoft SQL Server™ and a storage area network (SAN) repository with more than 700 GB of raw data. 

Verify that upgrading and applying software patches to Windows SharePoint Services, Microsoft Windows Server™ 2003, and SQL Server work in a Windows SharePoint Services server farm environment. All of the Web front-end servers, Active Directory servers, and servers running SQL Server are routinely updated with service packs as they become available to ensure security and stability of the server farm. 

Provide high availability, reliability, and short response time. The server farm uses Microsoft Internet Information Services (IIS) 6.0, Windows Server 2003, Windows SharePoint Services, SQL Server clustering, and hardware load balancing to provide high availability for customer sites, excluding planned downtime for upgrades. Windows Cluster service, SQL Server clustering, load balancing across front-end Web servers, and Microsoft Operations Manager (MOM) technologies provide scalability and monitoring support, as well as availability. 
Design the backup and disaster recovery plans. Back up content and configuration information regularly and test the restoration during complete system failure situations. 

Support up to 15,000 customer sites at 30 MB for each site.

Test wild-card Domain Name System (DNS) and Secure Sockets Layer (SSL). Implement wild-card DNS and SSL on the server farm and identify limitations of these solutions.

Design security and Active Directory directory service implementation strategies that can meet ISP or domain controller needs. Review infrastructure and security design to help ensure that Windows SharePoint Services infrastructure architecture can support stringent security requirements for enterprise-level server farms.

Fully or partially automate configuration and deployment efforts. Minimize the need for operations resources.
Work with external customers, provide feedback, and identify Windows SharePoint Services (Beta) bugs to enhance service quality. 

The remaining sections of this white paper describe how to deploy Windows SharePoint Services to satisfy all of these goals. The deployment descriptions include server types and configurations, the Active Directory configuration, the design of authentication and authorization design, additional installation and deployment steps, and the configuration of the second content database and Windows SharePoint Services utilities. Three additional white papers focus on the design of monitoring, network and load balancing, and data repository for this deployment. 

Note   The following table lists permissions you must have to carry out the steps in this white paper.

	Action
	Permission level

	Configure Microsoft Windows 2000 Active Directory
	Member of the Domain Admins group on the domain controller computer

	Configure Microsoft Internet Information Services (IIS)
	Member of the Administrators group on the local front-end Web server

	Configure SQL Server 2000
	Member of the System Administrators server role

	Install software on a server running Windows 2000 Server or Windows Server 2003
	Member of the Administrators group on the local computer

	Use Windows SharePoint Services Central Administration
	Member of the Administrators group on the local computer, or member of the SharePoint administrators group

	Use Windows SharePoint Services Site Administration
	Member of the Administrators site group on the SharePoint site


Servers and Configuration
The Internet Platform and Operations group used the following types of servers to support scalable hosting mode with Active Directory account creation, SMTP notification, and high availability:

Front-end Web servers   Run Windows SharePoint Services, language templates, value packs, and virus scanner. 

Back-end servers running SQL Server   Store documents and data and serve as the central data repository. 

SMTP server   Sends out e-mail for invitations and alerts.

Active Directory servers   Manage accounts and provide authentication and authorization.

Backup server   Backs up data from the rest of the deployment.
Microsoft Operations Manager (MOM) server   Monitors system and application status. (For more information about monitoring, see the fourth white paper in this series, “Monitoring and Instrumentation of Windows SharePoint Services.”)

Imaging and installation server   Runs Altiris software for imaging and rebuilding servers. 
Based on the initial prototype testing, cost analysis, and solution research results, the Internet Platform and Operations group decided to use a scale-out solution on the front-end Web servers and a highly scalable solution on the back-end SQL Server clusters and storage area networks (SAN) storage unit. The front-end servers have two processors and the back-end servers have four processors. SAN provides high availability and scalability. Figure 1 shows a high-level view of the Windows SharePoint Services (Beta) server farm topology. 
Figure 1: Server Farm Configuration
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1 Public DNS servers

2 Internet

3 Router (Cisco Systems)

4 Load balancer (F5 Networks BIG-IP)

5 Load balancer (F5 Networks BIG-IP)

6 Front-end Web server farm (six servers)

7 SMTP and DNS server

8 Terminal services, debugging, and administration server

9 SQL Server server 1

10 SQL Server server 2

11 SQL Server server 3

12 SQL Server server 4

13 SAN unit (Hewlett Packard) 

14 Active Directory domain controller 1

15 Active Directory domain controller 2

16 MOM server

17 Backup server (Veritas software)

18 Backup tape device

19 HTML transformation server

20 Imaging and installation server (Altiris deployment server)

21 Router (Cisco Systems)

22 Edge network

The configurations of MOM and Altiris servers follow the recommended installation steps, which are not repeated here. Both servers run Windows 2000 Advanced Server with Service Pack 4 (SP4) and all hotfixes or Windows Server 2003 Enterprise Edition (English). For additional MOM configuration information for this deployment, see the fourth white paper in this series, “Monitoring and Instrumentation of Windows SharePoint Services”.  

The following sections describe how the Internet Platform and Operations group configured the various server types. These descriptions are of the Internet Platform and Operations group deployment; if you choose to deploy a similar configuration, you can choose different software. For example, where Microsoft Office is mentioned, you can use any productivity software compatible with Windows SharePoint Services.  
SMTP and DNS Server

The SMTP and DNS server is running Windows 2000 Advanced Server with Service Pack 4 (SP4) and all hotfixes or Windows Server 2003 Enterprise Edition (English) with SMTP and DNS services configured.

Front-End Web Servers

Front-end Web servers are Hewlett-Packard DL380 G2 servers running the following software: 
Microsoft Windows Server 2003 Enterprise Edition (English), with Internet Information Services (IIS) 6.0 and Microsoft ASP.NET enabled
Windows SharePoint Services (English)
Windows SharePoint Services Language Pack (German) and Windows SharePoint Services Language Pack (Japanese) 

Microsoft Office 2003 Web Components

Virus Scanner: McAfee Portal Shield 1.0 for Microsoft Office SharePoint Portal Server 2003 (You can use any virus scanner compatible with Windows SharePoint Services.) 
Terminal Services, Debugging, and Administration Server

This server is configured the same way as the front-end Web servers, with the addition of Microsoft Visual Studio® 2003 .NET Enterprise Developer (English). 

Backup Server
The backup server runs the following software:

Windows 2000 Advanced Server with Service Pack 4 (SP4) and all hotfixes or Windows Server 2003 Enterprise Edition (English)
Veritas Backup Exec 8.x for Windows Servers
SQL Server 2000 and all service packs (version number is 8.0.780)
HTML Transformation Service Server (Optional)
A dedicated server was configured to provide the HTML transformation service. The server was running the following software: 
Windows Server 2003 Enterprise Edition (English)
Microsoft Office 2003 HTML Viewer (English)
Microsoft Office Professional Edition 2003 (English)
Office must be installed by using the command line and special switches. For details, see the “Installing and Configuring HTML Transformation Service (Optional)” section later in this paper. 
Active Directory Servers

Two Hewlett-Packard DL380G2 servers run Windows 2000 Server Enterprise Edition with Service Pack 4 (SP4) and all hotfixes or Windows Server 2003 Enterprise Edition (English), with Active Directory and DNS services enabled.

Servers Running SQL Server

Four Hewlett-Packard DL580 servers running SQL Server are configured as two active/passive clusters, connected to Hewlett-Packard SAN hardware. For each of these servers, the following software is installed:
Windows 2000 Advanced Server with Service Pack 4 (SP4) and all hotfixes or Windows Server 2003 Enterprise Edition (English)
Hewlett Packard SAN software and backup agent (Contact your hardware vendor for the detailed SAN software information.)
SQL Server 2000 Enterprise Edition and all service packs (version number is 8.0.780)

Cluster service (Part of Windows 2000 Advanced Server or Windows Server 2003 Enterprise Edition)
Active Directory Configuration, Domain Accounts, and Anonymous Access

Deploying Microsoft Windows SharePoint Services in scalable hosting mode with Active Directory account creation depends on correct configuration of Active Directory directory service and other authentication-related settings.

Active Directory Configuration

To configure Active Directory directory service, the Internet Platform and Operations group performed the following steps:
1. Configure Domain on Active Directory Servers
The domain settings for this deployment are the following: 

Fully Qualified Domain Name (FQDN)   STSBeta.net

NetBIOS Domain Name   STSBeta

Domain Operation Mode   Native

The domain controllers for the STSBeta domain are two servers running Windows 2000 Advanced Server SP4.

Note   When Windows SharePoint Services is deployed in scalable hosting mode with Active Directory account creation, new Active Directory user accounts are created by Windows SharePoint Services for every site owner and user. The Security Accounts Manager SAM) account name is based on the username part of the site owner’s or user’s e-mail address, for example, someone@example.com. When multiple sites are created at the same time, and successive user e-mail addresses have the same user name or multiple sites are created for the same user, two accounts with the same SAM account names might be created on two different domain controllers. When the two domain controllers replicate, one account will be damaged. To reduce the possibility of error, the Internet Platform and Operations group minimized the replication interval and changed the default replication interval settings by editing the registry on the two domain controllers as follows:

· HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters\Replicator Notify pause after modify (secs) 
= 30

· HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters\Replicator Notify pause between DSAs (secs)
= 5

Caution   Incorrectly editing the registry may severely damage your system. Before making changes to the registry, you should back up any valued data on the computer.

2. Create Organization Unit
1. On the domain controller computer, open the Active Directory Users and Computers dialog box.
2. In the console tree, double-click the domain node for STSBeta. 

3. Right-click the domain node. 

4. Point to New, and then click Organizational Unit. 

5. Type SharePoint Users for the name of the organizational unit (OU). 

All site owner and user accounts created by using Windows SharePoint Services will be placed in this OU.

3. Create Domain Accounts
1. Open Active Directory Users and Computers 

2. In the console tree, double-click the domain node for STSBeta. 

3. In the details pane, right-click the organizational unit you want to add the user to (not SharePoint Users), point to New, and then click User. 

4. In Full name, type Windows SharePoint Services Site Virtual Server Application Pool Identity. 

5. In User logon name, type STSAcct. 

6. In Password and Confirm password, type the user's password. 

7. Select the appropriate password options. 

8. Repeat steps 1 through 7 to add another user with the Full name Windows SharePoint Services Admin Site Virtual Server Application Pool Identity and the User logon name STSAdminAcct. 

9. Add STSAdminAcct to the local Administrators groups on all front-end Web servers. Do not add STSAcct. 

10. Create accounts for the STSAdminAcct account on the back-end servers running SQL Server and add this account into Security Administrators and Database Creators server roles.
Notes:

· Assign these two accounts in only the domain group Domain Users.
· To help ensure security, do not add the two accounts to the SharePoint Users OU. 

4. Delegate Control of OU to Domain Accounts
1. Open Active Directory Users and Computers. 

2. In the console tree, double-click the STSBeta domain node. 

3. In the details pane, right-click the SharePoint Users organizational unit, and then click Delegate control to start the Delegation of Control Wizard. 

4. Follow the instructions in the Delegation of Control Wizard to delegate the following tasks to the STSAcct and STSAdminAcct accounts:

· Create, delete, and manage user accounts

· Reset passwords on user accounts

· Read all user information

5. To verify the permission granted to the two accounts, do the following:
1. In the Directory Users and Computers console, on the View menu, click Advanced Features.

2. Right-click the SharePoint Users OU, and then click Property to open the Property dialog box.
3. Click the Security tab. 

4. Click the account name or click Advanced to review the assigned permissions.

5. Edit Account Policy for the SharePoint Users OU (Optional)

5. In the Directory Users and Computers console, on the View menu, click Advanced Features.

6. Right-click the SharePoint Users OU, and then click Property to open the Property dialog box.

7. Click the Group Policy tab, and add a new Group Policy object (GPO) linked to this OU. 
8. Configure the Password and Account Lockout policies in the GPO as shown in Table 1. 

Table 1. Account Policies for SharePoint Users OU
	Policy
	Setting

	Password history
	1

	Maximum password age
	0 days

	Minimum password age
	0 days

	Minimum password length
	7 characters

	Passwords must meet complexity requirements
	Enabled

	Store passwords using reversible encryption
	Disabled

	Account lockout duration
	30 minutes

	Account lockout threshold
	5 invalid attempts

	Reset account lockout counter after
	30 minutes


Authentication Method and Anonymous Access

The default IIS 6 authentication method is Windows Integrated Authentication. Because Windows Integrated Authentication is not supported over HTTP proxy servers, the Internet Platform and Operations group enabled only Basic Authentication for this external hosting. When enabling Basic Authentication, they specified STSBeta as the default domain and realm. 
Note   Windows Integrated Authentication is more secure than Basic Authentication. If no client communications with the server farm go through HTTP proxy servers, it is recommended that you use Windows Integrated Authentication instead of Basic Authentication. If Basic Authentication is necessary, using Basic Authentication with SSL helps ensure security. 
To allow some customer sites to allow anonymous access, anonymous access must be enabled in Microsoft Internet Information Services (ISS) on every front-end Web server. Installing Windows SharePoint Services automatically disables anonymous access, so it must be enabled after installation. 
Adding STSAdminAcct to Other Servers
Administrators can use the STSAdminAcct domain account created in the previous steps to install and configure Windows SharePoint Services on the front-end Web servers and servers running SQL Server. The account must be given the necessary permissions on the front-end Web servers and the servers running SQL Server.  
On every Web server, make the STSBETA\STSAdminAcct a member of the local Administrators group.
On every server running SQL Server, create an account for STSBETA\STSAdminAcct and make it a member of the following two SQL Server server roles:
Security Administrators

Database Creators

After these steps are complete, administrators can log on to the front-end Web servers by using the STSAcminAcct account and complete the setup and configuration steps as described in the following sections.
Installing Windows SharePoint Services and Windows SharePoint Services Components

After setting up the domain controllers and Active Directory accounts, the Internet Platform and Operations group could log on the front-end Web servers by using the STSAdminAcct account and finish the deployment and configurations as outlined in the following sections.

Installing Windows SharePoint Services

Windows SharePoint Services requires a server running Windows Server 2003 with IIS 6.0 and ASP.NET enabled. 
Note   Double-clicking the Setupsts.exe file installs Windows SharePoint Services with the Microsoft SQL Server 2000 Desktop Engine (Windows) (WMSDE). In the environment described in this paper, dedicated servers running SQL Server host the Windows SharePoint Services customer data, so Windows SharePoint Services was installed without WMSDE by using the following steps.

Install Windows SharePoint Services

1. Open a command prompt.

2. Navigate to the directory that contains the Setupsts.exe installation file. 

3. Type setupsts.exe remotesql=yes. 

Installing Windows SharePoint Services Language Packs
The Windows SharePoint Services deployment created by the Internet Platform and Operations group is running the English version of Windows SharePoint Services. Installing additional Windows SharePoint Services language packs allows the creation of sites and subsites in other languages.

Install a Windows SharePoint Services language pack

1. Download the language pack from the Microsoft Download Center Web site. 

2. Double-click the downloaded file to uncompress the language pack.
3. Open the folder that contains the language pack files.

4. Double-click Setup.exe.
5. Repeat steps 1-4 for each language on each front-end Web server. 
Configuring Host Header Mode Windows SharePoint Services by Using Scripts

After installing Windows SharePoint Services and language packs, the Internet Platform and Operations group ran the following script (Script 1) on the first front-end Web server to do the following:

Create an IIS 6 Application Pool for Windows SharePoint Services Administration Virtual Server, configure its ID to STSBeta\STSAdminAcct, and change the port number to 8080

Create a Windows SharePoint Services configuration database, and specify running Windows SharePoint Services in host-header and Active Directory account creation mode

Create an IIS 6 Application Pool for Windows SharePoint Services site virtual server and configure its ID to STSBeta\STSAcct

Extend the Windows SharePoint Services virtual server and create a new content database
Notes:

· If you want to customize this script for your needs, you need to change the settings in red text to fit your configuration. For example, you should change the STSAcct password from “Password” to another, more secure password. 
· When you copy and paste the script into a text editor such as Microsoft Notepad, be careful to save it as an ANSI text file, and then change the file extension to .bat.

· Refer to the Windows SharePoint Services Administrator’s Guide and Stsadm.exe – help for the details of the commands operations used in this script.

Script 1. Configure First Windows SharePoint Services Web Server.bat

Set _Active DirectoryMINSITEPORT=8080

Set _Active DirectoryDOMAIN=STSBeta
Set _Active DirectoryOU="Sharepoint Users"

Set _STSActive DirectoryMINAPPPOOLNAME=Windows SharePoint ServicesAdminAppPool
Set _STSActive DirectoryMINAPPPOOLUSERNAME=STSBeta\STSAdminAcct
Set _STSActive DirectoryMINAPPPOOLUSERPWD=Password

Set _STSAPPPOOLNAME=Windows SharePoint ServicesAppPool
Set _STSAPPPOOLUSERNAME=STSBeta\STSAcct
Set _STSAPPPOOLUSERPWD=Password
Set _SQLSERVER=SQL101
Set _CONFIGDBNAME=Windows SharePoint Services_Config_DB
Set _CONTENTDBNAME=Windows SharePoint Services_Content_DB
Set _SITENAME=Default

Set _OUTSMTPSERVER=SMTP101
Set _FROMActive DirectoryDRESS=stsbeta@microsoft.com
Set _FROMActive DirectoryDRESS=stsbeta@microsoft.com
Set _EMAILENCODING=UTF-8
Set _CODEPAGE=65001 

Set _VirtualServerName= Default Web Site 

c:

cd “\pro*\com*\mi* s*\we* se*\60\bin”

REM CREATING THE Active DirectoryMIN APP POOL AND CONFIGURING STS Active DirectoryMIN SITE

stsadm -o setadminport -port %_Active DirectoryMINSITEPORT% -admapcreatenew -admapidname %_STSActive DirectoryMINAPPPOOLNAME% -admapidtype configurableid -admapidlogin %_STSActive DirectoryMINAPPPOOLUSERNAME% -admapidpwd %_STSActive DirectoryMINAPPPOOLUSERPWD%

IISReset

REM CREATING THE CONFIG DB - WITH Active Directory and SCALABLE MODE ON

stsadm -o setconfigdb -ds %_SQLSERVER% -dn %_CONFIGDBNAME% -hh -adcreation -addomain %_Active DirectoryDOMAIN% -adou %_Active DirectoryOU%

REM CONFIGURING STS MAIL SETTINGS

stsadm -o email -outsmtpserver %_OUTSMTPSERVER% -fromaddress %_FROMActive DirectoryDRESS% -replytoaddress %_REPLYTOActive DirectoryDRESS% -codepage %_CODEPAGE%

REM EXTENDING VIRTUAL SERVER

stsadm -o extendvs -url http://%_SITENAME%.stsbeta.iponet.net -ownerlogin %_Active DirectoryDOMAIN%\%_SITENAME% -owneremail default@microsoft.com -ownername %_SITENAME% -apcreatenew -apidname %_STSAPPPOOLNAME% -apidtype configurableid -apidlogin %_STSAPPPOOLUSERNAME% -apidpwd %_STSAPPPOOLUSERPWD% -databaseserver %_SQLSERVER% -databasename %_CONTENTDBNAME%

IISReset

The server farm described in this paper includes multiple front-end Web servers. The configuration on the remaining front-end Web servers is different, because the servers need to connect to the existing configuration and content databases instead of creating new ones. If your deployment has only one front-end Web server, you can skip to the next section.

The second script (Script 2) does the following:

Creates an IIS 6.0 Application Pool for Windows SharePoint Services administration virtual server, configures its ID to STSBeta\STSAdminAcct, and changes the port number to 8080

Connects to an existing Windows SharePoint Services configuration database
Creates an IIS 6.0 Application Pool for Windows SharePoint Services site virtual server and configures its ID to STSBeta\STSAcct

Extends the Windows SharePoint Services virtual server and maps to an existing content database
Script 2. Configure Other Windows SharePoint Services Web Servers.bat

Set _Active DirectoryMINSITEPORT=8080

Set _Active DirectoryDOMAIN=STSBeta
Set _Active DirectoryOU="Sharepoint Users"

Set _STSActive DirectoryMINAPPPOOLNAME=Windows SharePoint ServicesAdminAppPool
Set _STSActive DirectoryMINAPPPOOLUSERNAME=STSBeta\STSAdminAcct
Set _STSActive DirectoryMINAPPPOOLUSERPWD=Password

Set _STSAPPPOOLNAME=Windows SharePoint ServicesAppPool
Set _STSAPPPOOLUSERNAME=STSBeta\STSAcct
Set _STSAPPPOOLUSERPWD=Password
Set _SQLSERVER=SQL101
Set _CONFIGDBNAME=Windows SharePoint Services_Config_DB
Set _CONTENTDBNAME=Windows SharePoint Services_Content_DB
Set _SITENAME=Default

Set _OUTSMTPSERVER=SMTP101
Set _FROMActive DirectoryDRESS=stsbeta@microsoft.com
Set _FROMActive DirectoryDRESS=stsbeta@microsoft.com
Set _EMAILENCODING=UTF-8
Set _CODEPAGE=65001

Set _VirtualServerName= Default Web Site 

c:

cd “\pro*\com*\mi* s*\we* se*\60\bin”

REM CREATING THE Active DirectoryMIN APP POOL AND CONFIGURING STS Active DirectoryMIN SITE

stsadm -o setadminport -port %_Active DirectoryMINSITEPORT% -admapcreatenew -admapidname %_STSActive DirectoryMINAPPPOOLNAME% -admapidtype configurableid -admapidlogin %_STSActive DirectoryMINAPPPOOLUSERNAME% -admapidpwd %_STSActive DirectoryMINAPPPOOLUSERPWD%

REM USING AN EXISTING CONFIG DB

stsadm -o setconfigdb -connect -databaseserver %_SQLSERVER% -databasename %_CONFIGDBNAME%

IISReset

REM EXTENDING VIRTUAL SERVER

stsadm -o extendvsinwebfarm -url http://%_SITENAME%.stsbeta.iponet.net -vsname %VirtualServerName% -apcreatenew -apidname %_STSAPPPOOLNAME% -apidtype configurableid -apidlogin %_Active DirectoryDOMAIN%\%_STSAPPPOOLUSERNAME% -apidpwd %_STSAPPPOOLUSERPWD% 

IISReset 

Installing Web Parts (Optional)
Web Parts are the building blocks of Web Part Pages in SharePoint sites. They can be added to Web Part Pages in SharePoint sites to offer users increased functionality. The Internet Platform and Operations group chose to install Microsoft Office Web Parts and Components, but you could install any Web Parts compatible with Windows SharePoint Services. 
Web Parts can be installed only after Windows SharePoint Services is installed and configured on the server.

Install Office Web Parts and Components

1. On the first front-end Web server, open the folder that contains the Office Web Parts and Components files.

2. Double-click Setup.exe.

3. Repeat steps 1 and 2 for each front-end Web server. 

Continuing Configuration

Creating Additional Content Databases
Windows SharePoint Services can store site data across multiple content databases. The deployment by the Internet Platform and Operations group includes two SQL Server clusters, each of which can host a Windows SharePoint Services content database, so this deployment uses a second content database. 
Add a content database

1. Click Start, click All Programs, point to Administrative Tools, and then click SharePoint Central Administration.

2. In the Virtual Server Configuration section, click Configure virtual server settings.
3. Click the virtual server you want to configure.
4. In the Virtual Server Management section, click Manage content databases. 
5. Click Add a content database.
6. In the Database Information section, click Specify database server settings and type the database server and the database name. 

7. In the Database Capacity Settings section, type the values you want to use. 
The value in the Number of sites before a warning event is generated box should be about 90 percent of the value in the Maximum number of sites that can be created in this database box. For more information about determining database capacity settings, see “Managing Content Databases” in the Windows SharePoint Services Administrator’s Guide.  
8. Click OK.

Note   The STSAdminAcct account must be a member of the DB Creation and Security Administrator server roles on the SQL Server database you specify.

Creating a Quota Template

In Windows SharePoint Services in scalable hosting mode with Active Directory account creation, quota templates specify how much database space and how many users are allowed on a Windows SharePoint Services site.

The Internet Platform and Operations group environment uses a template that allows 30 MB of database space and 40 users per site. 

Create a quota template

1. Click Start, click All Programs, point to Administrative Tools, and then click SharePoint Central Administration.

2. In the Component Configuration section, click Manage quotas and locks. 

3. Click Manage quota templates. 
4. Click Create a new quota template.

5. In the Template to start from list, click [new blank template].

6. In the New template name box, type a name for the template. 
The name for this deployment was 30M.

7. Select the Limit site storage to a maximum of check box and type the storage limit, in megabytes.
The storage limit for this deployment was 30. 

8. In the Invited Users Limits section, select the Limited invited users to a maximum of check box and type the maximum number of users. 
The user limit for this deployment was 40.

9. Click OK to create the template.

The Internet Platform and Operations group applied the quota template by using the steps in the “Provisioning Sites” section of this paper.

Enabling Windows SharePoint Services Usage Analysis

Windows SharePoint Services allows administrators to track how many users visit the site, the type and number of hits the site receives, and other site-usage information. The Internet Platform and Operations group enabled this usage analysis for their deployment.
Enable usage analysis

1. Click Start, click All Programs, point to Administrative Tools, and then click SharePoint Central Administration.

2. In the Component Configuration section, click Configure usage analysis processing.
3. Select the Enable logging check box and the Enable usage analysis processing check box.

Enabling Full-Text Search

The Internet Platform and Operations group took advantage of the way Windows SharePoint Services and SQL Server work together to enable full-text search for their sites. 
Enable full-text search

1. Start and enable full-text search service on the server running SQL Server by completing the following steps:

9. On each SQL Server computer, run the SQL Server 2000 Setup program. 

10. On the setup screen, click SQL Server 2000 Components, and then click Install Database Server. 

11. The Microsoft SQL Server 2000 Installation Wizard opens.

12. On the Welcome screen, click Next. 

13. On the Computer Name screen, select the computer type, and then click Next. 

14. On the Installation Selection panel, select Upgrade, remove, or add components to an existing instance of SQL Server, and then click Next. 

15. On the Instance Name panel, clear the Default check box, and then in the Instance Name box, select your SQL Server instance for Windows SharePoint Services and click Next. 

16. Select Add components to your existing installation, and then click Next. 

17. On the Select Components panel, in the Sub-Components list, select Full-Text Search, and then click Next. 

18. Click Next again to begin the installation. 

19. Click Finish. 

2. Enable Windows SharePoint Services full-text search by completing the following steps:
20. On each front-end Web server, click Start, point to All Programs, point to Administrative Tools, and then click SharePoint Central Administration. 

21. Under Component Configuration, click Configure full-text search. 

22. In the Search Settings section, select the Enable full-text search and index component check box. 

23. Click OK.

Setting Up Wildcard DNS and Wildcard SSL

The Internet Platform and Operations deployment of Windows SharePoint Services hosts many sites, but the sites share the same Domain Name System (DNS) and Secure Sockets Layer (SSL) settings. The Internet Platform and Operations group accomplished this by using wildcards to make the settings apply to all sites on the server farm. 

Wildcard DNS

A major benefit of host-header mode for Windows SharePoint Services is that many user sites can be served by one IIS virtual server, but each sites have its own DNS name. For example, in STSBeta environment, each customer has his or her own URL in the format http://username.stsbeta.iponet.net. These Web sites are actually all on the same virtual server on the IIS Web server. The DNS system must resolve the different URLs to the same server farm.

For example, the following two example URLs resolve to the same IP address: 

abc.stsbeta.iponet.net resolves to 200.100.1.22
xyz.stsbeta.iponet.net resolves to 200.100.1.22
There are about 15,000 sites in STSBeta hosting. Instead of creating 15,000 DNS entries in the DNS server for zone iponet.net, the server farm uses a wildcard DNS entry:

*.stsbeta.iponet.net resolves to 200.100.1.22
This way, only one entry is needed for the entire server farm and all of its sites.

Different steps are needed for entering the DNS entry, depending on whether the DNS server is running Windows Server 2003 or Windows 2000 Server. 

Enter DNS entry in Windows Server 2003

1. Click Start, click Control Panel, click Administrative Tools, and then click DNS.

2. On the Action menu, click Connect to DNS Server. 

3. In Connect to DNS Server, click The following computer. 

4. Type the DNS computer name with the wildcard: *.stsbeta.iponet.net.
5. Select the Connect to the specified computer now check box, and then click OK.

Enter DNS entry in Windows 2000 Server
1. In the DNS administration tool, create a child domain “*” under stsbeta.iponet.net

2. In the “*” domain, create an entry with an empty node name and IP address 65.54.319.336. You will get warning that the node name is empty. You can ignore this warning. 
Wildcard SSL

Because this deployment uses HTTP proxy servers, it must use Basic Authentication. However, Basic Authentication allows malicious users easier access to user passwords than other authentication methods if the malicious user can sniff the network. Secure Sockets Layer (SSL) helps hide the network from malicious users. To set up SSL in a Windows SharePoint Services host-header environment, the Internet Platform and Operations group applied an SSL certificate for the whole server farm by using the wildcard URL *.stsbeta.iponet.net and installing it on all front-end Web servers. For detailed steps for applying SSL certificates, see IIS 6.0 Online Help. 
There are some issues to be aware of when using wildcard URLs with SSL:

Users will get an IP address when resolving site.stsbeta.iponet.net by using PING or Nslookup. 

Search results might point to the wrong address. This is discussed in section 2.7 of RFC 1912 and a documented case in RFC 1535.

The wildcard SSL certification will produce a warning if the user is accessing the site by using any Internet Explorer version on the first released version of Windows 2000. The issue does not occur on Windows 2000 SP1 and later. For more information, see Microsoft Knowledge Base Article 257873 at http://support.microsoft.com/default.aspx?scid=kb;en-us;257873. 
SMTP Server
An SMTP server allows Windows SharePoint Services to send invitation and alert e-mail messages. The SMTP server in the Internet Platform and Operations group deployment is named SMTP101 and is running Windows Server 2003. Note that the SMTP server also acts as the DNS server in this server farm configuration.
Set up SMTP server

1. Make sure the server can access the Internet. 

2. Click Start, click All Programs, point to Administrative Tools, and then click Internet Information Services (IIS) Manager.

3. Expand the local computer node and right-click Default SMTP Virtual Server. 

4. Click Properties.

5. On the Access tab, click Authentication.

6. Verify that the Anonymous access check box is selected.

7. Click OK.

8. Click Relay. 

9. Click All except the list below. 

Installing and Configuring HTML Transformation Service (Optional)
The Internet Platform and Operations group installed the Microsoft Office HTML Transformation Service to enable users to view Office documents on a computer without Office 97 or later applications installed. By using this service, Windows SharePoint Services can transform the Office document into HTML and let the user view the document in a browser. You can use any productivity program and HTML viewer service that is compatible with Windows SharePoint Services. 
For performance considerations, the Internet Platform and Operations group set up the Office HTML Transformation Service on a dedicated back-end server. To install the Office HTML Transformation Service, you need to download and install the service from the SharePoint Products and Technologies Web site. You also need access to the Office Professional Edition 2003 setup files. 
Install Office HTML Transformation Service
1. Open a command prompt. 

2. Type C:\>\Office_Professional_Setup\setup.exe transforms=\HTML_Transformation_Service\Eng11Pro_Bypass_Ship.mst, replacing Office_Professional_Setup with the path to the Office 2003 Professional setup files and HTML_Transformation_Service with the path to the folder to which you installed the Office HTML Transformation Service.  
3. In the folder you chose for the installation folder for the Office HTML Transformation Service, double-click Htmltrbackend.msi. This installs and starts the following two services:

· Microsoft Office 2003 HTML Viewer Load Balancing Service

· Office HTML Viewer Service

4. If one or both of the services do not start, do the following:

1. Click Start, click All Programs, point to Administrative Tools, and then click Services. 

2. Right-click the service that did not start, and then click Start.

Configure an HTML viewer server 

1. On the first front-end Web server, click Start, click All Programs, point to Administrative Tools, and then click SharePoint Central Administration.

2. In the Server Configuration section, click Configure HTML Viewer. 
3. Select the Allow HTML viewing check box.

4. In the Path to HTML Viewer server box, type the path to the server. For this deployment, it is http://trs101. 

5. Click OK. 

6. To test the Office HTML Viewer Service, use a computer without Office installed to open an Office document from your site. Windows SharePoint Services should transform the document into HTML and render it in the browser.

Virus Scanner

On each front-end Web server, install a virus scanner compatible with Windows SharePoint Services, such as McAfee PortalShield 1.0 for Microsoft SharePoint Portal Server. On the first front-end Web server, enable virus scanning.

Enable virus scanning

1. On the first front-end Web server, click Start, click All Programs, point to Administrative Tools, and then click SharePoint Central Administration.

2. In the Security Configuration section, click Configure antivirus settings. 

3. Select the options you want for your deployment. For information about options, see the documentation for your antivirus software and “Configure Antivirus Protection” in the Windows SharePoint Services Administrator’s Guide. 
Provisioning Sites
The final step in deploying the server farm is creating customer sites. The Internet Platform and Operations group used a script (Script 3) to create each site. The following example script creates a Windows SharePoint Services site http://someone.stsbeta.iponet.net in the STSBeta environment for user Someone, whose e-mail address is someone@example.com. An Active Directory account STSBeta\someone is created and the login information is sent to someone@example.com.

(If there is already a user with the account STSBeta\someone in the domain, someone1 will be created.)

The quota template 30M is applied to the site. Instructions for creating the quota template are in the “Creating a Quota Template” section earlier in this paper. 
Script 3. Created Windows SharePoint Services site.bat

Set _SITENAME=someone
set _OWNERNAME=Someone
Set _Email=someone@example.com

Set _USERDOMAIN=STSBeta

c:

cd “\pro*\com*\mi* s*\we* se*\60\bin”

stsadm.exe -o createsite -url http://%_SITENAME%.stsbeta.iponet.net -ownerlogin %USERDOMAIN%\%_SITENAME% -ownername "%_OWNERNAME%" -owneremail %_Email% -sitetemplate sts -quota 30M

The script can be edited to change the user name and the URL. 
Summary

Administrators deploying Windows SharePoint Services to host customer sites can build on the experience of the Microsoft Internet Platform and Operations group when they deployed Windows SharePoint Services (Beta) for a similar use. From choosing servers to setting up customer sites, administrators can be confident that someone has been through this before. For more information about the entire environment of the Windows SharePoint Services (Beta) hosting deployment, see the other white papers in this series. 
Related Links

See the following resources for further information:

Windows SharePoint Services Network and Load Balancing Design at http://go.microsoft.com/fwlink/?LinkId=18325&clcid=0x409
Windows SharePoint Services Backup and SQL Server Storage at http://go.microsoft.com/fwlink/?LinkId=18324&clcid=0x409
Microsoft Monitoring and Instrumentation of Windows SharePoint Services at http://go.microsoft.com/fwlink/?LinkId=18326&clcid=0x409
Microsoft Windows SharePoint Services Administrator’s Guide at http://go.microsoft.com/fwlink/?LinkId=18327&clcid=0x409
For the latest information about Windows Server 2003, see the Windows Server 2003 Web site at http://www.microsoft.com/windowsserver2003.
