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Abstract
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Introduction

Today’s companies have a growing mobile workforce.  Keeping these assets up to date with current patches is extremely important to ensure continued productivity and decreased security risk.  Many organizations are finding it more and more difficult to keep these mobile devices patched as the need for VPN decreases as the number of applications utilizing Internet protocols such as HTTP and HTTPS grows.  Using Windows Server Update Services (WSUS) in combination with Internet Security and Acceleration Server 2004 (ISA 2004) organizations can extend their existing Intranet based patch management to their growing number of mobile devices.  The purpose of this document is to detail the implementation planning and steps needed to create an Internet based patch management solution using WSUS and ISA 2004.

Note: We recommend that you first use the steps provided in this guide in a test lab environment. This guide is not necessarily meant to be used to deploy Windows Server and Internet Security and Acceleration Server 2004 features without also using the documentation from those products. When using this document as a stand-alone document, we recommend discretion. 
Background

The guide will focus on an Internet based patch management solution for Contoso, a large manufacturer of widgets.  Contoso has a significant mobile sales force that in the past heavily relied on VPN connectivity in order to access email via Outlook to their internal Exchange servers, and sales and ordering information via a Visual Basic 6.0 application.  Since moving to Exchange 2003 Contoso has leveraged RPC over HTTP to allow the sales force the ability to access their Exchange 2003 mailboxes without the need for VPN.  The sales and ordering application has been moved to an HTTPS based ASP.Net application.  Now the mobile salesperson rarely uses VPN to access the network and Contoso needs a patch management solution that doesn’t rely solely on VPN connectivity.  Contoso has decided to leverage WSUS to update their sales forces laptops that are currently running Windows XP with Service Pack 2.
Contoso is running Active Directory using contoso.com as their Active Directory namespace.  All laptops used by the sales force are located in the Laptops organizational unit (OU) inside of the contoso.com domain.

After their planning phase Contoso has decided that they will use the fully qualified domain name (FQDN) of update.contoso.com as the FQDN for WSUS.  Since Contoso uses contoso.com as their internal an Internet namespace this one FQDN can be used if the laptop is either on the internal network or located on the Internet.  Contoso currently has an Enterprise Root Certificate Authority installed in their Active Directory forest and they will use a certificate generated by this certificate authority when configuring SSL on the WSUS server.

Note: The use of an Enterprise Root Certificate Authority is NOT required when configuring WSUS.  When configuring WSUS to use SSL a certificate that has a recognized certificate hierarchy is required by the Automatic Update client.  The use of third party certificates is supported.

Contoso will leverage web server publishing in ISA 2004 to securely publish WSUS to the sales forces laptops.  ISA 2004 will be configured to use SSL bridging to the WSUS server.  Figure 1 gives a visual overview of the environment once it has been fully implemented.
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Figure 1: Post Implementation Environment

Note:  This figure does not show any other firewalls used on the Contoso network.  It is recommended that the ISA 2004 Server be installed behind another firewall device.  Depending on security needs a second firewall may also be installed between the Internet Accessible Network and the Internal Network.
Implementation
ISA 2004 Installation

Contoso configured a Windows 2003 Server with dual Ethernet adapters, one configured to use the Internet Accessible Network and the other configured to use the Internal Network.

WSUS Installation

Contoso configured a Windows 2003 Server as a member of the contoso.com domain.  This server was configured to serve as an Application Server.  Since this first WSUS server was used to conduct an initial pilot of WSUS the server was installed with four physical disks configured as a single RAID 5 volume.  The only available partition was the C: partition.  In a large deployment it is recommended that the volume that stores the operating system, WSUS updates, and database are on separate physical disks for optimal performance.  After the installation of the Application Server components which includes IIS 6.0, the Windows Server Update Service installation application was executed.  As shown in Figure 2, WSUS was configured to store all updates locally.
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Figure 2: Update Source Configuration

Next the SQL Server Desktop Engine is installed.
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Figure 3: SQL Desktop Engine Configuration

Next, WSUS is configured to use the Default Web Site in IIS.
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Figure 4: WSUS IIS Web Site Configuration

Since this is the first WSUS server in the Contoso network, the Mirror Update Settings are set to the default.
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Figure 5: WSUS Mirror Settings Configuration

A review page is shown and the installation wizard completes.  The Launch Web Administration Tool checkbox is checked in order to launch the administration tool to complete the configuration of WSUS.
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Figure 6: WSUS Review Settings
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Figure 7: WSUS Setup Wizard Completion

The initial administration screen for WSUS provides an overview of important information for the WSUS administrator.  
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Figure 8: WSUS Administration Screen
In order to complete the configuration of the WSUS server the following settings will be implemented:

· Synchronize the WSUS server daily at 9PM

· Synchronize with Microsoft Update

· Synchronize updates only for the English locale

These options are set by clicking the Options icon in the upper right hand corner which shows the following page.
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Figure 9: Schedule Configuration
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Figure 10: Update Source Configuration

In order to configure the WSUS server to only download the necessary locales click the Advanced button in the Update Files and Languages section of the Options configuration screen.  When this button is pressed the following window appears.
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Figure 11: Configuring Languages

Contoso has decided that they will implement the Computer Group feature of WSUS.  This feature allows the WSUS administrator to create groups of computers that can have different updates applied.  Contoso will leverage these groups to push only the necessary updates for their mobile laptops while other updates may be applied to either servers or to workstations that are always located on the Contoso intranet.  Configuration of this feature is accomplished by first clicking on the Computers icon in the upper right corner of the administration screen.  Then under Tasks in the left hand portion of the console, clicking the Create a computer group link will bring up a dialog box where the computer group can be named.
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Figure 12: Computer Group Configuration

Group Policy Configuration

Contoso will leverage Active Directory and Group Policy to configure the Automatic Update client on the Windows XP SP2 laptops.  The Group Policy will be configured with the following settings:

· Automatically download and schedule the installation of patches for every day at 7AM

· The FQDN for detecting updates and statistics is set to https://update.contoso.com
· Client side target group name is set to Internet Laptops

Note: The administrator has the Group Policy Management Console loaded on a workstation running Windows XP Service Pack 2.  Windows XP SP2 includes the latest administrative template (.adm) file that contains additional settings such as client side targeting.
First the Contoso administrator opens up the Group Policy Management Console.  Then the administrator right clicks Group Policy Objects and clicks New.
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Figure 13: Create a New Group Policy with GPMC

The administrator names the policy Internet WSUS Update Policy.
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Figure 14: Configuring Group Policy Name with the GPMC

Next the administrator opens the Internet WSUS Update Policy and drills down into Computer Configuration, Administrative Templates, Windows Components, Windows Update.
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Figure 15: Group Policy Windows Update
Next the administrator double clicks Configure Automatic Updates and configures the settings as desired.
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Figure 16: Configuring Automatic Updates

Next the administrator double clicks the Specify intranet Microsoft update service location and configures the necessary settings.
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Figure 17: Configuring Windows Update locations

Next the administrator double clicks the Enable client side targeting option and configures the necessary settings.
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Figure 18: Configuring client side targeting

Now that the Group Policy settings are complete, the administrator closes the Group Policy Object Editor window.  The administrator now needs to apply the Group Policy to the appropriate Active Directory OU.  In the Group Policy Management Console window the administrator right clicks the Laptops OU and then clicks Link an Existing GPO.
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Figure 19: Link an Existing GPO with the GPMC

Then the administrator chooses the Internet WSUS Update Policy.
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Figure 20: Applying the WSUS Internet Update Policy

IIS Configuration on WSUS Server

Contoso decided to utilize SSL to secure their WSUS implementation.  There are two directories that cannot be SSL enabled; Content and Selfupdate.  Since Contoso decided to use their Enterprise Root Certificate Authority they can complete the IIS Web Server Certificate Wizard in one step.  In order to secure the WSUS website the administrator opens the Internet Information Server Manager management console and then right clicks on the Default Web Site and clicks Properties.
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Figure 21: Default Web Site Properties

Next the administrator clicks the Directory Security tab.
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Figure 22: Default Web Site Directory Security Tab

Next the administrator clicks the Server Certificate button to start the IIS Web Server Certificate Wizard.
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Figure 23: IIS Web Server Certificate Wizard

The administrator clicks next and chooses Create a new Certficate.
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Figure 24: Create a New Certificate

Next the administrator chooses Send the request immediately to an online certificate authority.

Note: If a third party certificate is to be used the same IIS Web Server Certificate Wizard is used in a two step process.  The certificate is generated first and then sent to the third party.  The third party will process the request and normally the remaining portion of the certificate is downloaded off of the third parties website and the second half of the IIS Web Server Certificate Wizard is completed.
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Figure 25: Selecting an online certificate authority

Next the administrator chooses a distinctive name for the certificate and chooses 1024 as the bit length for the certificate.
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Figure 26: Certificate Name and Security Settings

Next the administrator types in the Organization and Organizational Unit names.
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Figure 27: Organization and Organizational Unit

Next the administrator inputs the Common Name on the certificate.  This is a very important step and the name on the certificate must match the name used in the earlier Group Policy steps.  Since Contoso decided to use https://update.contoso.com as their WSUS FQDN then update.contoso.com is typed into this page of the wizard.
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Figure 28: Certificate Common Name

Next the administrator types in the Country, City and State information.
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Table 1: Country, City and State

Next the administrator uses the default HTTPS port 443.
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Figure 29: SSL Port Configuration

The administrator chooses the Enterprise Root Certificate Authority to process the certificate request.
[image: image32.jpg]=181

3 Ho ftin Yow Winiow Eob

[T

| X &

BlRar e

€5 et iformation services
=154 BASE2003 (local computer)
) fpplcston Pools
5 WebSites
58 Defaul eb Site
& ChentWebservice
Contert
DsstuthWebService
ReportingiebSerice
ServerSynciiebSerice
SimplfutebService
wsiisadrin
@ sefupdate
) aspet_clent
23 Web Service Extensions

Name

[rath

[status

bin
_J common
_J computers

O T — 20x

b webste |

retork.

Performance.

Jus cericate wizard__
B s certincate wizard
&

Choose a Certification Authority
Cetficate requests are sent to a cetfization authoriy avalable on your

pirters | HomeDiedory |

Cetfication authorties:

Select 3 certiication authoriy o process your request

®

Bk Cance

ok

= e

Wistart| | (5 & J |[%5 iternet nformation..

| o

I
< (S e w0




Figure 30: Choose a Certificate Authority

Then the administrator verifies the information that was typed into the wizard screen and completes the wizard.
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Figure 31: Verify Information

The administrator needs to verify that SSL is required to access the Default Web Site.  In later steps this requirement will be removed from the Content and Selfupdate directories.  On the Directory Security tab of the Default Web Site the administrator clicks the Edit button under Secure Communications and ensures that the Require secure channel (SSL) and Require 128-bit encryption checkboxes are checked.
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Figure 32: Configuring SSL on the Default Web Site

Now the administrator must remove the SSL requirement on the Content and Selfupdate directories.  The administrator right clicks the Content directory and click Properties.
[image: image35.jpg]=181

3 Ho ftin Yow Wiiow b

[FEE

Web Service £ New Window from Here

Delete
Refresh

e |® XERE 22 0
€5 et iformtion Sreces e [ram E=m
5530 BASE2003 (ocal compuer) “Bclentwebzris cProgram Fles\Update Services .
J Applcaton Paoks L@ Content WSS WsusCortent|
B WebStes . BDssauthiebservice ciprogram FiesiLpdate Serviest
-8 Befail eb Ste Reportighicbervice ciprogram FiesiLpdate serviesi
<& clentebservice serversynciiehservice ciprogram FiesiLpdate Serviest
B oore JeAuthiiebsersice ciprogram FiesiLpdate Serviest
oot gpen fSadnin ciProgram Fils!Update Services!ad.
ot Permissions lopdate. ciprogram FilsiUpdste Servicesise.
Smples WSS et_clint
i o
@ sehee gy - e
83 asoret fercor it

Goensproprty shee o the arent selction

Wistart| | (5 & J |[%5 iternet nformation..

I
< (S E sz




Figure 33: Content Directory Properties

Next the administrator navigates to the Directory Security tab, clicks the Edit button under Secure Communications and unchecks the Require secure channel (SSL) checkbox.
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Figure 34: Removing SSL from Content directory

The administrator then right clicks on the Selfupdate website and clicks Properties.
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Figure 35: Selfupdate Properties

The administrator navigates to the Directory Security tab, clicks Edit under Secure Communications and unchecks the Require secure channel (SSL) checkbox.
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Figure 36: Turn off SSL for Selfupdate Directory

ISA Configuration
Next the administrator will configure the ISA Server to publish the internal WSUS server.  First the administrator must export the certificate from the IIS server to use on the ISA server for SSL bridging.  The administrator first opens a blank MMC by click Start, Run, typing mmc and pressing OK.  Then the administrator clicks File, Add/Remove Snap-in.
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Figure 37: MMC Add/Remove Snap-in

The administrator clicks the Add button, then clicks Certificates and then the Add button.
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Table 2: Adding Certificates to the Console

Then the Certificate snap-in window appears.  The administrator chooses Computer account and clicks Next.
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Figure 38: Certificate snap-in Wizard Computer Account

Then the administrator chooses Local computer and presses the Finish button.
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Figure 39: Certificate snap-in Local Computer

The administrator then navigates to Personal, Certificates and the update.contoso.com certificate is shown.
[image: image43.jpg]% Fle acton Vew Favortes Window Help | =181 x|
o |B[E % R(XER[2
Console Root Issued To /. Intended Purposes.

5 ) Certficates (Local Computer)
& (1 personal

3 Certificates

Trusted Raat Certfication Au
Enterprise Tust
Intermediate Cerfication Au
Trusted Pblshers
Untrusted Corticates
ThicPary Rock Certicatior
Trusted Pecple
Certficate Envollnen Reques
sC

« | ol |

Personsl torecontans 1 certicte [ [

start| | (@ & 3 | S itemet iformation Ser.. [y Console1 - [Console . 2 [EE aien





Figure 40: update.contoso.com Certificate

Next the administrator right clicks the certificate, clicks All Tasks and then Export.
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Figure 41: Exporting the SSL Certificate

The Certificate Export Wizard appears.  The administrator chooses Yes, export the private key and presses Next.
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Figure 42: Certificate Export Wizard Private Key

In order to secure the exported certificate which will contain the public and private key, the administrator selects the Enable strong protection checkbox and clicks Next.
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Figure 43: Enable Strong Protection

When strong protection is enabled a password must be entered.  This password must be used on all subsequent uses of the exported certificate.
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Figure 44: Strong Protection Password

The administrator types in a location and a name for the exported certificate and completes the wizard.
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Figure 45: File Export Name and Location

Next the administrator moves the extracted certificate to the ISA Server.  Then the administrator uses the same steps given previously on the ISA Server to open a blank MMC, add the Certificate console, and choose the Local Computer.  The administrator right clicks on the Personal folder and selects All Tasks, Import.
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Figure 46: Certificate Import on ISA Server

A window opens so that the administrator can select the exported certificate.
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Figure 47: Selecting the Exported Certificate

The path and name of the certificate is listed in the File to Import step and the administrator clicks Next.
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Figure 48: Certificate File to Import

Since the certificate has strong protection enabled the administrator must input the password in order to use this certificate.  The administrator marks the key as exportable in case the certificate needs to be exported in the future.
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Figure 49: Certificate Import Password

Next the certificate is configured to be placed in the Personal store and the wizard is completed.
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Figure 50: Import Wizard Store Location

The administrator confirms that the certificate is now in the Personal Computer store on the ISA server and closes the management console.
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Figure 51: Imported Certificate on ISA Server
Next the ISA Server must be configured to publish the WSUS server on the intranet.  The administrator opens the ISA Server console and under Array Policy Tasks selects Publish a Secure Web Server.
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Figure 52: ISA Publish a Secure Web Server Link

The SSL Web Publishing Rule Wizard appears and the administrator names the rule WSUS SSL Publishing Rule and clicks Next.
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Figure 53: SSL Web Publishing Rule Wizard

Contoso has decided to implement SSL Bridging with ISA Server.  In this configuration the WSUS client will open an SSL connection to the Internet facing Ethernet adapter on the ISA Server.  Then the ISA Server will open a new SSL connection to the WSUS server in the intranet.  In the Publishing Mode screen the administrator selects SSL Bridging.
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Figure 54: SSL Publishing Wizard Publishing Mode

In the Select Rule Action window the administrator selects Allow.
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Figure 55: SSL Publishing Wizard Select Rule Action

In the Bridging Mode window the administrator selects Secure connection to clients and Web server in order to configure the connections as required.
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Figure 56: SSL Publishing Wizard Bridging Mode

The administrator now needs to configure the URL and path for the publishing rule.  The administrator types in update.contoso.com into the Computer name or IP address textbox and leaves /* as the Path.
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Figure 57: SSL Publishing Wizard Define Website to Publish

In the Public Name Details the administrator types update.contoso.com in the Public name textbox and ensures that the path is configured as /*.
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Figure 58: SSL Publishing Wizard Public Name Details
A Web Listener has not been configured on the ISA Server.  Due to this configuration the Welcome to the New Web Listener Wizard appears.  The administrator names the web listener WSUS SSL Listener and clicks Next.
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Figure 59: New Web Listener Wizard

The Select Web Listener window appears and the administrator clicks the New button.  The IP Addresses window appears and the administrator selects External and clicks the Address button.  The External Network Listener IP Selection wizard appears and the administrator selects Specified IP address on the ISA Server computer in the selected network and chooses the external IP address to use for the web listener.  On the Contoso network 192.168.1.0/24 network is used for external IP addresses.
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Table 3: New Web Listener IP Address Selection

Next the Port Specification screen appears.  The administrator selects Enable SSL and leaves the default port of 443.
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Figure 60: New Web Listener Port Specification

Next the administrator clicks the Select button in order to choose the update.contoso.com web certificate that was exported from the WSUS server and imported into the ISA server earlier.
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Figure 61: New Web Listener Certificate Selection

WSUS uses anonymous authentication.  By default a web listener will use Integrated authentication.  Once the certificate is selected the properties of the web listener are displayed.  The administrator needs to remove Integrated authentication and leave anonymous authentication as the only authentication method available.  The administrator clicks Authentication methods and clicks the Edit button.
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Figure 62: Web Listener Authentication Methods

Next the Web Listener Properties window appears.  The administrator clicks the Authentication button.
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Figure 63: Web Listener Properties

The administrator ensures that the Require all users to authenticate checkbox is not checked and then clears the Integrated checkbox.
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Figure 64: Web Listener Authentication Properties

The administrator then chooses All Users in the User Sets window and completes the wizard.  
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Figure 65: SSL Web Publishing Rule User Sets

Next the administrator must publish the Content and Selfupdate directories using HTTP.  The administrator clicks the Publish a Web Server link under Array Policy Tasks in the ISA Server console.
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Figure 66: Publish a Web Server Wizard

The New Web Publishing Rule Wizard starts and the name WSUS HTTP Publishing Rule is assigned to the rule.
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Figure 67: New Web Publishing Rule Wizard

In the Select Rule Action window the administrator chooses Allow.
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Figure 68: Web Publishing Wizard Select Rule Action
In the Define Website to Publish the administrator types update.contoso.com in the Computer name or IP address field and types Content/* in the Path field.
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Figure 69: Web Publishing Rule Define Website to Publish

Next in the Public Name Details screen the administrator types update.contoso.com in the Public name textbox and /Content/* in the Path textbox.
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Figure 70: Web Publishing Wizard Public Name Details

The administrator chooses the WSUS SSL Listener and clicks the Edit button.
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Figure 71: Web Publishing Rule Wizard Select Web Listener

Next the administrator clicks the Preference tab and selects Enable HTTP.
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Figure 72: Web Listener Preference Properties

The administrator chooses All Users and completes the wizard.  The administrator needs to add the Selfupdate directory to the web publishing rule.  The administrator right clicks the WSUS HTTP Publishing Rule and clicks Properties.
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Figure 73: Web Publishing Rule Properties

The administrator selects the Paths tab and clicks the Add button.
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Figure 74: Web Publishing Rule Paths Properties

In the Path Mapping window the administrator types /Selfupdate/* and closes the Properties window.
[image: image79.jpg]=181

Bl Adion ew Hep

e |@am2a

FXOO* ® 37

153 Microsoft Internet Security and Accele.

Moot

Intermet Security &

2 Frewal Polcy (158)
2 Virtual Private Networks (1
%5 Corfiguration

Order =+

[EFEE
ez

[of
Elol)

[Tt

B :% ir;:;znse Acceleration:
=i bl
] monitoring

(EPEITTIY wsUs HTTP Publishing Rule Prop

pol

Enterprise Policy

Firewall Policy R

A

A

ae

A

Enterprise Policy

Ent

2004 Configuration Storage Server:

R B
Pas

=

[ bidig | Uses | s Exemaath

Publc Name

Specify the falder on the Web site that you wank ta publh. To
publsh the entie Web sit, leave this field blak.

= [IseFupdatep]

Examples: fmypath, {mypath*

 same as published folder

This ule apples o requestsfor these exermal p¢
forwarding a equest 154 Server modiies the &1
ittothe cortesponding intemal path on the Wb

 The follawing folder

Paths must be disinct from sach cther. A path ¢
another path. This s e for external and ntemms

—
Co ] o

By

sks
Jess Rule

Jwet

Extemal Path Internal Path

Csameasiniemab  /Content/”
Edi

Herove

I

Example: pathé/* and /pathB/” ar disinct estemal and ntermal
paths

oK Cancel sl

lrotected

o
@c

lrotected

hetwors ... )

5] —r

"3 Create New Server
Publsting Rule:

(5 Edit Selected Rule
X Delete seiected Ruies
& Hove Selected Rules Down

(®) Disable slected rulzs

System Policy Tasks
A Edit System Policy

G Show system oy Rules
(© Export system oy

(3) Tmport 5yster oy

Enterprise Policy
Tasks
G Hide EnterprissPocy Rues

B Show Agpled Enerprise
ey

Bore

wsan| |3 &

| i Consolet - fconsol Roo... || 15 erver 2004 Ente.

I
S (g o

| o





Figure 75: Web Publishing Rule Path Addition

In order for the WSUS Server to be successfully published via ISA Server the publishing rules must have some of the URL Protection features disabled.  In order to accomplish this task the administrator right clicks on the WSUS HTTP Publishing Rule and clicks Configure HTTP.
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Figure 76: Web Publishing Rule Configure HTTP

The Configure HTTP policy for rule window appears.  On the General tab the administrator clears the Verify Normalization and Block high bit character checkboxes.
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Figure 77: Configure HTTP policy for rule

The administrator then right clicks the WSUS SSL Publishing Rule and clicks Configure HTTP.
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Figure 78: Web Publishing Rule Configure HTTP

On the General tab the administrator clears the Verify Normalization and Block high bit character checkboxes. 

DNS Configuration

Next the administrator must configure DNS in order for the WSUS clients to properly resolve update.contoso.com.  The administrator opens the DNS console and navigates to the contoso.com DNS zone.  The administrator right clicks on the zone and selects New Alias (CNAME).
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Figure 79: DNS New Alias (CNAME)

In the resulting window the administrator types update as the alias name and selects the name of the WSUS server, Base2003.contoso.com.
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Figure 80: DNS CNAME Creation

Note: Since the laptops used by the mobile sales force are not normally connected to the intranet the Contoso administrator must also create an update.contoso.com DNS record on their Internet DNS server.  This may be arranged through a third party if an organization does not host their own DNS servers.  In order for Internet WSUS clients to find the published WSUS server the Internet DNS record for the WSUS server must be an Internet IP address.
WSUS Client Configuration

In order for a WSUS client to be configured to use the WSUS implementation two critical updates must occur.  First the WSUS client must obtain the Internet WSUS Update Policy from Active Directory.  Since Contoso’s sales force uses VPN to access their corporate network the users will need to open a VPN connection to the network, then open a command prompt and type the following:
Gpupdate /Target:Computer /Force

On client computers running Windows 2000, you can type the following at a command prompt: 

secedit /refreshpolicy machine_policy enforce.
This will ensure that the Group Policy is obtained by the laptop.  The second component is that the laptop must have the certificate hierarchy listed in the Trusted Root Certificate Authorities.  If this does not occur the Automatic Update client will not be able to contact the WSUS server via SSL.
Verifying Configuration

One of the powerful components of WSUS is a built in reporting mechanism.  The Contoso administrator uses the WSUS administration console to access the reports.  Since Contoso is using SSL to secure their WSUS implementation, the administrator will need to use the URL https://update.contoso.com/WSUSAdmin to access the WSUS Administration console.  All reports can be found by clicking the Reports icon in the upper right hand corner of the administration console.
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