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Table of Contents

1Introduction

Trustworthy Computing Background
1
Secure by Design
2
Secure by Default
2
Secure in Deployment
2
Communications
3
Securing Office 2003 Editions
3
Secure by Design
4
Secure by Default
5
Secure in Deployment
6
Communications
8
Security Technologies in Office 2003 Editions
8
Digital Signatures and Certificates
8
Data Protection and Recovery
10
Program-Specific Protection
11
Conclusion
16
Appendix A: Important Default Settings
16


The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication.  Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only.  MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user.  Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document.  Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

© 2003 Microsoft Corporation. All rights reserved. This data sheet is for informational purposes only. 

Microsoft, ActiveSync, ActiveX, Authenticode, Outlook, PowerPoint, SharePoint, Visual Basic, InfoPath, Windows, and Windows NT are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners. 

Microsoft Corporation One Microsoft Way, Redmond, WA 98052-6399 USA 

Microsoft Office 2003 Security Enhancements
Technical White Paper

Published: November 2003

For the latest information, please see http://www.microsoft.com/office/ 

Introduction

Microsoft®’s Trustworthy Computing initiative introduces new development processes to ensure greater security in the products we deliver to customers. In developing the Office 2003 Editions, Microsoft incorporated these new processes and created a product that is more secure by design, more secure by default, and more secure in deployment than previous versions of Microsoft Office. The result is the most secure version of Office to date.
The first section of this paper first explains how the Trustworthy Computing initiative addresses security and then provides a better understanding of the secure by design, secure by default, secure in deployment framework. The remainder of the paper discusses how the Office 2003 Editions (Editions are the various offerings which include combinations of Microsoft Office Word 2003, Microsoft Office Excel 2003, and the other core programs) are more secure by design, by default, and in deployment than previous versions of Microsoft Office. As part of this discussion, the paper describes how a new team, the Office Trustworthy Computing team, had a profoundly positive effect on the development process by driving the adoption of new spec-writing, testing, and evaluation processes, among other things.  

For more detailed discussions of security features and customization of security settings, refer to the Microsoft Office 2003 Security Whitepaper at http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/office/Office2003/Plan/O3secdet.asp.  

Trustworthy Computing Background
In January 2002, Bill Gates issued a call to action challenging Microsoft’s 50,000 employees to build a trustworthy computing environment for customers that is as reliable as the electricity that powers our homes and businesses today. The four pillars of the Trustworthy Computing initiative are security, privacy, reliability, and business integrity, described as follows:

· Security. The customer can expect that systems are resilient to attack, and that the confidentiality, integrity, and availability of the system and its data are protected.

· Privacy. Customers are able to control data about themselves and whoever uses such data faithfully adheres to fair information principles.

· Reliability. The customer can depend on the product to fulfill its functions.
· Business integrity. The vendor of a product behaves in a responsive and responsible manner.
Microsoft has created a framework to track and measure its progress in meeting the security goals and objectives of the Trustworthy Computing initiative: secure by design, secure by default, secure in deployment, and communications (SD3+C).

Secure by Design

The goal of secure by design is to eliminate all security vulnerabilities before a product ships and to add features that enhance product security. Secure by design requires:

· Building a secure architecture. Bank buildings are designed around security requirements. Their architecture is a direct consequence of the need for a bank vault and other ancillary security features. Software must be designed for security in the same manner. Microsoft is committed to architecting products around security from the start.

· Adding security features. Microsoft is extending product feature sets to enable new security capabilities.

· Reducing the number of vulnerabilities in new and existing code. Microsoft is improving its internal development process to make developers more conscious of security issues while designing and developing software.

Secure by Default

The key vision of the secure by default goal is for Microsoft to ship products that are more secure by turning off services that are not required in many customer scenarios and by reducing permissions that are granted automatically. These efforts minimize the “surface area” available for attack. Making a conscious decision to invoke these services increases the likelihood that they will be appropriately managed and monitored.

Secure in Deployment

Secure by design and secure by default are very important, but they apply only when products are being created. Secure in deployment is just as important because the operation of computers and network systems is an ongoing activity. Therefore, Microsoft is stepping up support for customers to help them with these five distinct but closely related activities:

· Protecting systems by ensuring that the right people, processes, and technologies are in place to help ensure that data is accessible only to trusted users, and that systems are configured properly and updated as needed to assist in keeping unauthorized users out. Network protection is like locking the doors of your home to keep out intruders.

· Detecting attempted intrusions, violations of security, operational problems, unexpected behavior, or pre-failure indications. This kind of detection is analogous to setting your home security alarm system so you’re alerted to potential danger.

· Defending systems by taking automatic corrective action when a security violation occurs or is suspected. Defense is like calling in the police during an attack.

· Recovering computers that have been compromised, are suspect, or have failed depends on having the right systems and processes in place to restore a machine and its data to a last known good state while minimizing its downtime. Recovery is like calling the insurance company to take care of damage after a break-in. In information technology (IT), this means having backup systems in place that enable quick restoration of infected systems to a previously known good state.

· Managing and coordinating the protection, detection, defense, and recovery of critical systems means having the right policies and procedures in place to coordinate these activities. Management is analogous to setting rules for home safety, buying insurance, and updating your policies as your property and possessions change. In the same way, IT security management requires keeping security policies up-to-date as threats and assets change over time. Many security management tasks can be automated and systems can be configured to alert the administrator when policy violations are detected or when user-specified performance or behavioral thresholds are exceeded. Security management relies on administrators who are properly trained in best practices and who consistently enforce security policies and procedures.

Communications

Security improvements, patches, and knowledge do little good if they aren’t widely disseminated and communicated clearly to customers. Microsoft is committed to establishing bidirectional communication with customers so the company builds useful tools and guides to help minimize security risks. Microsoft's strategy for communication includes:

· Getting accurate information and patches out quickly when vulnerabilities are discovered.

· Giving customers tools and prescriptive guides to help them understand how to operate their systems securely.

· Providing warning of new attacks and new best practices that evolve in response to threats and changes in technology.
Securing Office 2003 Editions

In designing the Office 2003 Editions to be the most secure set of information worker applications ever offered by Microsoft, Microsoft built upon the substantial iterative security work that was done with previous Office versions. With Office XP, for example, Microsoft made tremendous advances in security, introducing better macro security, code signing capabilities, and other features (such as Outlook attachment-handling) specifically designed in response to new and evolving threats. The development of Office XP represented the greatest security work to date for Microsoft, and the lessons learned there provided a foundation as developers sought to build new security features, improve existing features, and improve the deployment model for Office 2003 Editions. 

However, Office 2003 Editions are not simply “more secure” than Office XP; as the fruit of the first Office version development cycle completed under the Trustworthy Computing initiative, Office 2003 Editions achieve higher levels of security than ever before because Microsoft, more than ever before, created processes and methodologies to address security in the development process better than ever before.

Very early in the Office 2003 Editions development process, even before specs were created, design teams performed an intensive threat modeling exercise. As a result of living and breathing the key threats to office productivity applications, and as part of an explicit plan, all specs demonstrated a thorough infusion of security-awareness. Every feature was designed with security at the foundation. 

Microsoft also established a dedicated cross-group team known as the Office Trustworthy Computing team. Consisting of key developers, this team was responsible for executing on a few important goals:

· Ensure the adoption of the new Trustworthy Computing processes and practices.

· Act as the “conscience” and a kind of synthesizer for the entire Office development group. For example, by performing feature level design reviews at the spec stage, the testing stage, and the integration stage, the virtual team was able to provide its valuable big-picture perspective and make recommendations accordingly. There were instances, for example, in which the Office Trustworthy Computing team saw that two different development groups working on different features were planning similar security procedures – they were able to direct both teams toward a shared solution.

· Provide training & mentoring at all levels and disciplines for Office teams

· Establish and oversee the usage of design and test tools. For example, the team implemented Office Automated Code Review (OACR), a comprehensive code review system based on Prefast and designed to ensure that all code meets Trustworthy Computing standards. For example, under OACR, all code must pass all security tests before it is allowed to be checked in. 

· Oversee Office privacy policy, including ensuring that Office adheres to Legal Privacy requirements
Within the context of the Trustworthy Computing initiative, the Office Trustworthy Computing team had a profoundly successful impact on the development of Office 2003 Editions. The members of this team had a number of advantages, including 1) the experience of the good security work they did in previous Office versions and 2) seeing the successes of the Windows® Server™ 2003 team as they implemented the principles of Trustworthy Computing. They also had the advantage of continuing to be in involved with their respective development teams, where they were personally responsible for the product created by the team.

In short, the vision and the development framework inspired by the Trustworthy Computing initiative has enabled Microsoft to deliver an Office version that is more secure by design, more secure by default, and more secure in deployment than previous versions of Office.
Secure by Design

Office 2003 Editions offer important new features designed with a focus on delivering and improving security. These include:

· Document and data protection

· Word 2003 Editing Restrictions - Word 2003 lets users lock down portions of Word documents to prevent anyone from editing sections they are not authorized to edit. An author can choose to allow other users to make changes via revisions marks, or make the entire document read-only.
· Word 2003 Formatting Restrictions - Word 2003 allows users to lock down a document via the Protect Document Task Pane so that others may edit its content, but not any of the styles that make up the document’s formatting. 
· Embedded code in XML - Word 2003 includes technology enhancements that allow virus scanners to quickly and effectively scan the W3C-compliant native Word XML file format. Microsoft worked with antivirus researchers to add three flags to the header of documents saved in the native Word XML file format that will allow virus scanning software to more quickly determine if a document contains potentially dangerous embedded objects or macros and remove them if necessary.
· Digital Signatures for Microsoft Office Access 2003 Databases - In Access 2003, information workers may now digitally sign their databases. 
· Protection against malicious intent

· Microsoft Office InfoPath™ 2003 sandboxing – Sandboxed InfoPath solutions are installed by URL (download can be silent and upgrades can be automatic) and are stored in a local cache. Sandboxed solutions run under the same security model as Web pages in Internet Explorer and have access to the current form only (they don’t have access to any resources of the local computer).
· Attachment blocking - To help protect privacy and combat Web beacons, Microsoft Office Outlook® 2003 is configured by default to block download of external content from the Internet. If an e-mail message tries to connect unannounced to a Web server on the Internet, Outlook blocks that connection until the user decides to view the content.
· Smart document security - Smart documents must be signed by a previously trusted authority before they can be downloaded and installed on a user's machine. Even then, the user, when prompted, can choose to decline to install the smart document.
Secure by Default

To achieve the goal of securing Office 2003 Editions by default, the attack surface area has been reduced by creating stronger default settings, enabling new features designed in response to evolving threats, and improving the security integration between Office 2003 Editions programs and other applications such as Microsoft Windows SharePoint™ Services.

· To reduce the default attack surface of Office 2003 Editions, Microsoft optimized a number of settings to provide a secure environment without requiring information workers to understand security. For example, Outlook 2003 now blocks external links by default to protect against certain security and spam vulnerabilities. As another example of protecting information workers from subtle dangers, XSLs (transform files) in Excel 2003 are now tied to macro security levels so they will not automatically run – and since macro security is High by default, so is XSL security.  
· New features that are enabled by default reduce the risk of a number of evolving security threats and empower information workers to maintain their own high security. For example, when loading ActiveX® controls marked as unsafe for initialization, Office 2003 Editions programs will now prompt whether to use them. Microsoft has also done some work to give a prompt in “dangerous” URL type scenarios - the main goal here is to offer protection when URLs are hidden in, for example, a toolbar or menu customization.
· New integration with other key information worker applications provides a more comprehensive approach to security. For example, all Office 2003 Editions programs now use the Microsoft Internet Explorer cache as their temporary location for files, thus putting all possible attacks and scripts from those files in the internet zone rather than the local machine. 
For a larger list of key default settings in Office 2003 Editions, see Appendix A.
Secure in Deployment

In addition to the secure architecture design and added security features in Office 2003 Editions, Microsoft offers its customers tools, prescriptive guidance, training, and services.

Tools

Microsoft provides a few different methods for creating and deploying security settings:

· Custom Installation Wizard - The easiest way to apply settings as part of an Office 2003 Editions deployment is to use the Custom Installation Wizard (CIW). The CIW is a special-purpose tool included with the Office Resource Kit, which provides a wizard interface for specifying deployment-related settings available in Office 2003 Editions.
· Admin.oft - The Admin.oft file (from the Office Resource Kit) enables administrators to configure default Outlook 2003 security settings for clients. 

· System Policy – Administrators can use System Policy to deploy Office settings. System Policy has the advantage that its settings are continually enforced, unlike CIW-deployed settings, which can be over-ridden by users. Two System Policy nodes provide effectively the same control as the CIW over machine-specific and user-specific settings. The settings are stored in the registry, and Office 2003 Editions programs check for settings in these keys each time they start up. The result is strong enforcement of the policies the administrator sets because users cannot change these settings.

The best thing about system policies is that no one has to touch the desktop to change settings: at the next user logon (or periodically, on Windows 2000 clients) the new settings are automatically downloaded and applied.
· Group Policy – Microsoft Windows 2000 and Microsoft Windows Server 2003 Group Policy is similar to system policies, but much more encompassing. You can create Group Policy Objects (GPOs) for a much wider variety of tasks and have more options on how to enforce those settings.

There are two main types of GPOs that an administrator would create for Office 2003 Editions. There are GPOs to deploy and manage the Office 2003 Editions software itself, and GPOs to manage settings. (The former uses Windows 2000/Windows Server 2003 software distribution and publication features, which are outside the scope of this paper.)

Settings can be, and normally are, managed on a per user basis. Policies that determine what users may and may not do are applied to specific users or groups wherever they are, not only to specific computers—although Office also includes computer settings for security that can override per-user settings when necessary.
Prescriptive Guidance

To further help enhance secure deployment, Microsoft is providing customers with prescriptive guidance and patch management solutions, such as:

· The Office 2003 Editions Resource Kit is designed for administrators, information technology (IT) professionals, and support technicians who deploy and maintain Microsoft Office 2003 Editions in their organizations. The Office Resource Kit features a collection of tools designed specifically to support the Microsoft Office System, as well as comprehensive topics on such areas as deployment, security, messaging, and worldwide support.

http://www.microsoft.com/office/ork/2003/default.htm 

· The Microsoft Office 2003 Security Whitepaper (http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/office/Office2003/Plan/O3secdet.asp) provides a detailed description of new security features, plus advice on settings to deploy through the CIW, the Admin.oft, System Policies, and Group Policy Objects.

· Patch Management Service Offerings (http://www.microsoft.com/solutions/msm/evaluation/overview/patchmgmt.asp) to help organizations deploy patches, fixes, and service packs securely and effectively using:

· Microsoft Software Update Service (http://www.microsoft.com/windows2000/windowsupdate/sus/)

· MBSA Microsoft Baseline Security Analyzer (MBSA) (http://www.microsoft.com/technet/security/tools/Tools/MBSAhome.asp
Training and Partners

Microsoft and its partners are together providing new and improved products for intrusion detection, anti-virus protection, and services for security strategy, architecture, policy, and implementation. Microsoft and its Certified Technical Education Centers (CTEC) provide training to help IT staff recognize and mitigate security threats as they evolve. To get the help you need:

· Tap the expertise of Microsoft Consulting Services, Microsoft Certified Partners, and Microsoft Gold Certified Partner Program for Security Solutions. (http://www.microsoft.com/presspass/press/2002/mar02/03-06GoldPartnerPR.asp)
· Get security-focused training (http://www.microsoft.com/traincert/solutions/security.asp) delivered by Microsoft Certified Technical Education Centers (CTECs) (http://www.microsoft.com/traincert/ctec/default.asp) and Authorized Academic Training Partners (AATPs) or through Microsoft Training & Certification.

Communications

In keeping with the general commitment to engage in relevant and timely communications with customers regarding security, Microsoft has taken specific steps to provide tools and resources for customers using Office 2003 Editions. These include:

· Microsoft Office Update (http://office.microsoft.com/officeupdate/) is the online extension of Office that helps you keep your Office products up-to-date. Office product updates are created by Microsoft for Office 2003 Editions, Office XP, and Office 2000 to bring you the highest levels of security, stability, and critical functionality available.

· The Microsoft Office 2003 Security Whitepaper (http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/office/Office2003/Plan/O3secdet.asp) provides a detailed description of new security features, plus advice on settings to deploy through the CIW, the Admin.oft, System Policies, and Group Policy Objects.
Security Technologies in Office 2003 Editions

To gain a better appreciation for how Microsoft developed Office 2003 Editions to be the most secure release of Office yet, it is useful to learn about the key features, how they work, and how they address key security concerns. You’ll notice that many of the features described here existed in Office XP. Where relevant, we will point out whether a feature has been improved or whether it is new to Office 2003 Editions.

There are three key functional areas of interest for Office 2003 Editions security:

· Digital certificates and signatures

· Data protection and recovery

· Program-specific features

This section focuses on the design of these features and on how they were built with security in mind. As a matter of course, deployment and usage options are discussed, but only to help clarify a feature’s power or relevance.  

Digital Signatures and Certificates 

Office 2003 Editions support digital signatures and code signing, addressing different, but related, security needs. To help administrators and users take advantage of the capabilities of digital signatures and code signing, Office 2003 Editions also provide new functionality for managing trusted sources. 
Digital Signatures

Office 2003 Editions utilize digital signature technology to sign files, documents, presentations, workbooks, and other data files. If the entire file is signed, the signature ensures that the file has not been modified since it was signed. 

Code Signing

“Code signing” refers to the use of signatures on executable code (including Microsoft ActiveX controls and macros). Code signing is used when ActiveX controls are signed using Microsoft Authenticode® to verify that the code is unchanged from the time it was originally signed. A signed control or macro provides a high degree of verification that the object was produced by the signer and has not been modified. Signing does not guarantee the benevolence, trustworthiness, or competence of the signer; it only helps provide assurance that the object originated from the specified signer.

Note: If a file contains macros, signing the macros and signing the file are two separate processes. 

For more information see http://www.microsoft.com/technet/prodtechnol/windows2000serv/evaluate/featfunc/pkiintro.asp 
In addition to digital and code signature support for Word 2003, Microsoft Office PowerPoint® 2003 and Excel 2003, Office 2003 Editions include digital code and signature support for Access 2003, including database files, macros, Visual Basic® for Applications code and COM add-ins.
· ActiveX Controls – “Safe for Initialization” - Additional security in Office 2003 Editions helps you keep “safe” controls from being repurposed for malicious intent. Prior to Office 2003 Editions, control registration did not always differentiate between ActiveX controls that were designated as Safe for Initialization (SFI) and those that are not marked as “Safe for Initialization” (UFI) once the control was registered on the user’s system.

To help address this security threat, Office 2003 Editions will determine, upon the loading of an ActiveX control, whether that control is SFI or UFI. UFI controls generate a user alert, identifying the control as potentially unsafe, and asking the user to determine whether the control should be initialized or not. The default is that the control will not be initialized.

· Macros - Signing macros allows you to exercise control over which macros users may run. You can specify that unsigned macros may or may not run, and you can provide a list of certificates you trust for authentication use on your network. Because digital certificates that you create yourself aren’t issued by a formal certification authority, macro projects signed by using such a certificate are referred to as self-signed projects. Certificates you create yourself are considered unauthenticated and generate warning messages if the security level is set to High or Medium. 

· Smart Tags - Smart tags are executable code, but they’re not ActiveX controls, so they are considered part of the macro protection subsystem. Unsigned smart tag plug-ins are not loaded when the macro security level for a program is set to High. When the security level is set to Medium, the user receives a warning indicating that the program is being asked to load unsigned code. Smart tag plug-ins can be digitally signed so they also operate under High macro security.

Trusted Sources

Ordinarily, users make ad hoc decisions about whether to trust executables. The Office 2003 Editions trusted sources feature allows administrators to specify that executables must be digitally signed to run on users' computers, and that only executables that come from a list of trusted providers can be executed. Using the Trusted Sources feature requires that a digital certificate be used to sign each executable. The digital signature identifies the source, providing assurance to the user that the code is safe to run.

With Office 2003 Editions, running on Microsoft Windows XP and above, additional functionality has been provided to simplify management of trusted sources. The introduction of the “Disallowed” publisher list allows any digital signature to be reviewed against a list of revoked or expired signatures. If the publisher is found on this list, then the executable is determined to be uninstallable.

Data Protection and Recovery
Individual Office 2003 Editions programs provide various methods to help protect documents. These methods are in addition to, and work in cooperation with, operating system-level features like the Microsoft Windows 2000 Encrypting File System (EFS) and the use of file system or share-level permissions. 

File Access Controls

Word 2003, Excel 2003, and PowerPoint 2003 (as did their Office XP predecessors) all offer three kinds of protection that restrict who may open or modify a file:

· File open protection - This requires the user to enter a password before opening the file. The document is actually encrypted (using an algorithm you specify) so that it cannot be read by anyone who doesn’t have the password.

· File modification protection - This allows users to open the document without a password; however, without entering the specified password, the user cannot make or save changes to the document. 

· Read-only recommended protection - The user is prompted to open the file in the read-only state, but can choose to open the file in read/write mode without a password.

Creators of documents automatically have read/write permission on their own files. 

Note: The File Modification Protection and the Read-only Recommended Protection options do not encrypt the document or the password. Therefore, it is possible for this security to be hacked. If this is a risk, encryption of the document is recommended.

Digital Signatures and Encryption

Individual files in Word 2003, PowerPoint 2003, and Excel 2003 can be digitally signed, encrypted, or both signed and encrypted by using the Security tab of the Options dialog. Office 2003 Editions can use any CryptoAPI provider installed on the system. CryptoAPI-encrypted documents cannot be opened by earlier versions of Office. 
Personal Information Removal 

Metadata, which in Office generally means data about the authors and editors who have worked on a document, is a useful part of the document. Office 2003 Editions programs that support tracking changes keep track of what changed, who changed it, and when it was changed. The programs use this information both to display revisions and to make it possible to quickly and selectively merge changes back into an original document. 

This metadata, also known as document properties or document file properties, may be removed from Word 2003, PowerPoint 2003 and Excel 2003 documents prior to saving that document. In addition, Word 2003 allows you to ask for a warning when you’re about to save, print or mail a file that contains metadata (including tracked changes and comments). This warning is advisory in nature; you still have to remove the metadata yourself if you don’t want it to be exposed.

Data Recovery with AutoRecovery

In the traditional sense of auto recovery, it may not seem to be a security feature. However, a broader definition of security as “anything that helps prevent data loss” would certainly include this feature, first introduced in Office XP. When an Office 2003 Editions program encounters a problem and stops responding, the Application Recovery window allows you to close the program in a controlled manner. The files you were working on are checked for errors, and if possible, the information in them is recovered. 

You can further protect your work by using the AutoRecovery feature to regularly save a temporary copy of the file you're working on. To recover work after a power failure or other problem, you must have turned on the AutoRecovery feature before the problem occurred. You can adjust the AutoRecovery save interval from its default of 10 minutes if necessary. 

Whenever an Office 2003 Editions program restarts after an abnormal termination, the Document Recovery task pane lists all the files that were recovered when the program stopped responding. You may also choose to restart the program and resume where you left off.

Office 2003 Anti-Virus API

Previous Office releases introduced an API for Anti-Virus software to hook into the Office “File Open” process and scan a document that Office is opening. This is supported in Word 2003, Excel 2003, PowerPoint 2003 and Access 2003. This functionally is a valuable scenario for customers, and one that Anti-Virus vendors and suppliers are requesting more and more. Specifically, the API allows Anti-Virus vendors to enable functionality that, if applied at the disk-level, would negatively impact performance.
Program-Specific Protection

Because different programs have different capabilities and functions, there are also different types of document content protection available. These protections are in addition to the ability to password-protect workbooks or documents. 

Note that protecting individual document elements from change using the methods described below does not provide complete security because the protected elements themselves are not encrypted. For example, field codes can be viewed in a text editor such as Microsoft Notepad, and hidden cells from an Excel worksheet can be viewed if a user copies a range of the worksheet that includes the hidden cells, pastes the range to a new worksheet, and uses the Unhide command.

Document Protection in Word 2003

Word 2003 adds new features to the document protection features available in Office 2002. As in Office 2002, you may prevent certain types of changes from being made to your document. From the Tools menu, click Options and then click Protect Document. Document Protection leverages some functionality that existed in Office XP, and it introduces some important new capabilities:
· Formatting Restrictions - One addition in Word 2003 is that ability to protect document formatting by limiting formatting to a selection of styles. This improves the ability of document owners to ensure conformance with style sheet and formatting standards. The Settings hyperlink allows you to define the specific format styles you will make available to editors of the document.

· Editing Restrictions Per User - Through the Document Protection Pane, Word 2003 offers the ability to restrict editing rights of a document as well, similar to functionality available in Office XP. The options for restricting editing are No Changes (Read Only), Tracked changes, Comments, Forms, and Sections. One improvement over Word 2002 is the ability to restrict and grant editing access on a per-user or per-group basis. This enables new options for collaboration. Consider this scenario: A user has a document that requires input from multiple users, but she does not want those multiple collaborators changing anything but the sections for which they are the experts. Instead of having to send out multiple versions of the document and combine the changes herself, she can give specific access to each user, send them the same document, and they will only be able to modify their own sections.

Workbook Protection in Excel 2003

Along with password protection and file encryption tools, Excel 2003 allows you to protect additional elements within a worksheet or workbook. The Tools | Protection menu provides four commands:

· The Protect Sheet command allows you to protect selected cells within the worksheet and prevents changes to cells and locked cells. Users can lock cells using the Format Cells command. Sheet protection also allows you to grant users access to specific operations within the worksheet, including formatting cells, rows, and columns, inserting and removing columns and rows, modifying or inserting hyperlinks, and editing various object types.

· The Allow Users to Edit Ranges command allows you to grant permissions to specific groups, users, or computers to access and edit specific cells and ranges in the protected worksheet.

· The Protect Workbook command allows you to specify the items you want to protect in a workbook, as well as specify a password to prevent unauthorized users from removing protection.

· The Protect and Share Workbook command shares a workbook and turns change tracking on. This allows other users to make changes that must be tracked; however, you may specify a password to turn Track Changes off. In a workbook that has already been shared, you can turn on protection for sharing and tracking change history, but you cannot assign a password until after you remove the workbook from shared use. 

Document Protection in PowerPoint 2003

Just like the other Office 2003 Editions programs, PowerPoint 2003 supports setting the macro security level. It also supports encrypting files for storage, adding digital signatures to files, and removing personal information from files before saving them. 

Data Protection in Access 2003

Access includes a range of methods for controlling the level of access that users have to your Access database and its objects. These methods are described as follows:

· Show or hide objects in the Database window - This simplest method of protection allows you to protect the objects contained in your database from other users by hiding the objects in the Database window. 

· User-level security: One of the best methods for securing a database is by applying user-level security whereby you can establish different levels of access to sensitive data and objects in your database. To use a database that has been secured with user-level security, users type a password when they start Access. Access reads a workgroup information file, where each user is identified by a unique identification code. The level of access and the objects that a user has access to is established based on this identification code and password. 

· Digital Signatures for Access Databases: In Office 2003 Editions, users may now digitally sign their Access Databases. When a user signs a database, Access will calculate and store a hash for both the VBA project and the Access Macros in the database. 

The user (or IT administrator) selects from one of three security levels that control how Access behaves when starting databases. This security level is common for all signable objects, including COM Add-ins, the database VBA project, and macros the user has. COM Add-ins and Add-in Manager type add-ins will respect the “Trust all installed add-ins and templates” checkbox on all security levels. If security levels are low, Access will behave as in previous releases. If security levels are high, Access will only open databases that have a trusted digital signature.

· JET ES Sandbox: The ES (Expression Service) is used whenever Access evaluates an expression. This in turn will call into Access, User-defined Functions, or VBA to evaluate the expression. 

These expressions can introduce risk, which is why JET implemented a sandbox mode. In Access 2003, the sandbox now allows 

· Safe VBA Functions
· Safe Access Functions and Properties

· Trusted User Defined Functions

Note: Sandbox mode is more restrictive than no sandbox mode, so there will be some legitimate Access applications that will not function correctly. The proper workaround is to write user defined functions that will in turn call the unprotected VBA or Access functions.

Outlook 2003 Security

Outlook 2003 presents a major update in the product, including new features, improved performance, and more improvements than any release of this product to date. Included in Outlook 2003 are many familiar security features available in Office 2002, along with enhanced security features to manage electronic mail. 

Microsoft designed Outlook 2003 with the following capabilities:
· Attachment Security - To help protect against virus infection, Outlook 2003 checks the file type of each message attachment against an internally maintained list of attachment file types. Administrators may also specify a list in an Exchange public folder so that specific Outlook 2003 clients in an organization have a custom list. Each file type on the list is assigned a level: 

· Level 1: file types, such as .bat, .exe, .vbs, and .js, are blocked by Outlook 2003, and users can neither see nor access the attachment. Your Inbox displays the paperclip icon in the Attachment column to let you know that the message has an attachment, and there is a list of the blocked attachment files in the InfoBar at the top of the message. 

· Level 2: all other file types. With level 2 attachments, you can see the icon for the attachment, and when you double-click it, you are prompted to save the attachment to your hard disk, but you cannot run it directly from its location. After you have saved the attachment, you can decide how to handle it.

When you send an attachment that has a file type extension on the restricted list, a message is displayed warning you that other Outlook recipients may not be able to access this type of attachment.

· Address Book Security - Outlook 2003 no longer allows programs to automatically access your Address Book or Contacts list, or send messages on your behalf. Programmatic access to contact information is a double-edged sword: it’s very useful to allow some programs (like Microsoft ActiveSync® or Palm Desktop) to access contact information, but the same interfaces can be used by a virus or other malicious executable to propagate itself.

If code attempts to access your Outlook 2003 Address Book, a warning appears on screen (see Figure 1). You can either allow the program access for this instance, or you can select the Allow access for checkbox and specify an amount of time up to 10 minutes. If you do not want the program to access your Address Book, click the No button. 
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Figure 1: Outlook 2003 provides warning of program attempting to access contact information

· Restricted Sites Setting - In Outlook 2003, the default security zone setting is Restricted Sites (rather than Internet); active scripting within restricted sites is also disabled by default. The Restricted Sites security zone disables most automatic scripting and prevents ActiveX controls from opening without permission. These new security features help protect users from many viruses that are spread by means of scripting. For more information on Restricted Sites and Internet zones, see the Microsoft Knowledge Base article (Q174360), How to Use Security Zones in Internet Explorer. 

· Protection of HTML Messages - To protect against viruses that might be contained in HTML messages you receive, messages scripts in HTML format messages won't run and ActiveX controls are deactivated, regardless of your security zone setting. This is because the Outlook 2003 security zone is set to Restricted Site by default.

· Installation of COM controls - Administrators are now able to specify a list of COM add-ins that are trusted by the security update and can be run without being blocked by Outlook 2003 security. In order for Outlook 2003 to honor this list of trusted COM add-ins, administrators must first install a control on the computer they are using to modify the security settings. The control does not need to be installed on end users’ computers, only on the administrator’s machine.

· Protection from SPAM - The Junk Mail filter uses a neural decision engine developed by Microsoft Research that looks at incoming mail. Items that are Junk Mail are moved to a Junk Mail filter. These messages are not ever deleted automatically. The filter adapts and learns about your preferences through a simple training mechanism. The user tells the filter which items that were moved to the Junk Mail filter were actually good items and which items are SPAM. It uses this information to learn what to do with future messages.

· Blocking External Links - Users can now control whether or not Outlook 2003 automatically downloads and displays external content when opening an HTML message. Junk mail senders send messages which include links to external content, such as pictures or sounds. When you open or preview such a message, the content is downloaded and your email address is verified as valid to the sender. You can then become the target of additional junk mailings. 

Windows SharePoint Services

The integration of Office 2003 Editions with Windows SharePoint Services provides enterprise scalability and ease of deployment. From a security view, the combination of Office 2003 Editions and Windows SharePoint Services provides improved control of Office documents, including version control and collaborative authoring management. The integration of Windows SharePoint Services and Office 2003 Editions include the ability to define document access based on groups and individuals as well the ability to set granular permissions at the Document Library or List level. 
Document Library capabilities improve the ability of information workers to share and collaborate on communications and documentation without necessarily sacrificing the security of these documents. With the native security features of Windows SharePoint Services to limit access through individual and group definitions, the integration of Office 2003 Editions with Windows SharePoint Services helps provide a secure environment for document collaboration activities.
Note: Requires Microsoft Windows Server 2003, IIS and SQL Server.

InfoPath

InfoPath offers two form deployment options with different security levels. Sandboxed deployment makes forms available via a web server or Windows SharePoint Services. Under this type of deployment, forms are not registered locally. They are cached for offline use and automatically updated. This method of deployment provides Internet Explorer type sandboxing for high security.

The second option for deploying InfoPath forms is through the MSI and a custom install. This type of deployment uses registration and trusted relationships to help ensure security. This type of deployment is more applicable for complex solutions which require full system access.
Conclusion

Enhanced security in Office 2003 Editions reflects Microsoft’s heightened emphasis on achieving the goal of delivering systems that are more secure by design, more secure by default, and more secure in deployment. 

In addition to rich security features, Office 2003 Editions are set by default to improve security. Microsoft also provides prescriptive guidance, training, and tools to help its customers achieve a more secure deployment.

For more information: http://www.microsoft.com/office
Appendix A: Important Default Settings

While by no means an exhaustive account of all the default security settings across programs in Office 2003 Editions, the list below contains key new settings.

· As with Office XP programs, Office 2003 Editions programs have Security Level set to High by default. VBA Code has to be signed and certificates need to be trusted before it runs. These settings also now apply to Project Professional 2003, Publisher 2003 and Visio 2003.

· Access 2003 now runs the Jet Database engine’s expression server in Safe Mode by default. You needed to set a registry key to do this in the past.

· Access 2003 also has a security model now which prompts the user when a database with VBA code, expressions etc. is opened. It will ship at the Medium security level (for backward compatibility reasons) which means the user will be prompted, but a signature is NOT required in the default level. 

· On loading ActiveX controls marked as unsafe for initialization, Office 2003 Editions programs will now prompt the user to use the persisted (possibly dangerous) properties in the document. In the past, you needed to set a registry key to get the prompt.

· Office 2003 Editions now support the ability to “Kill Bit” ActiveX controls. e will not initialize controls with the kill bit set in the IE list.

· Some ActiveX controls Office ships (including those for the Office web services) are “Sitelocked” meaning they can only be run/hosted from specific sites or domains which belong to the Office business. This means in the event the control has a bug it can’t be exploited by code on malicious web sites since they can’t instantiate the control. 

· Word 2003 and Excel 2003’s smart document solutions need to be signed, their certificates need to be trusted, and they need to reference a location in the “Trusted Sites” zone before they run code or allow the components to update them.

· Web Parts cannot be used in a SmartPage on SharePoint unless the control is installed AND explicitly marked as trusted for use by the Site administrator.

· Windows SharePoint Services used Integrated Authentication by default.  

· Customer Experience Improvement Program is OFF by default.

· InfoPath solutions are run in sandbox mode unless explicitly installed on the user’s machine.

· Outlook has enhanced spam filtering by default.

· Outlook blocks external links by default to avoid web bug type issues. 

· Word 2003 does not recalculate data fields or embedded fields automatically.
· All Office 2003 Editions programs now use the Internet Explorer cache as their temporary location for files, thus putting all possible attacks and script from those files in the internet zone rather than local machine. 
· Office 2003 Editions programs now prompt in “dangerous” URL type scenarios - the main goal here is to offer protection when URLs are hidden in, for example, a toolbar or menu customization.
· XSLs in Excel are now tied to macro security levels so they won’t just always ‘run’ – and since macro security is High by default, so is XSL security.  To be more specific, XSLs can still be used at all security levels, but the instant we detect something potentially harmful we proceed based on the macro settings.

· Anonymous access in Windows SharePoint Services is OFF and disabled by default. 

· Windows SharePoint Services blocks a long list of file types from being loaded into document libraries by default. These include exe, com, and bat.

· Windows SharePoint Services and supporting service run as Network Service by default

· In Excel 2003, Query Tables / data-access features in Excel have warning messages to users on Refresh and Auto-Refresh-on-Open
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