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Executive Summary
Data Retention refers to the practice of keeping records of data and metadata that is generated by an organization while conducting regular business operations. This Electronically Stored Information (ESI) may exist in the form of structured and non-structured data, as well as the associated metadata that a company may decide to keep for future business use, or to comply with existing legislation, regulations and/or IT controls.
Organizations need to be aware of the potential risks associated with wholesale storage of large volumes of customer and business data for indefinite periods of time: 
· Accidental use of customer data in violation of the company’s privacy policy, of the wishes of the customer, or of data privacy laws and regulations can result in hefty fines and costly litigation.
· Loss or theft of large volumes of customer data, generally known as data breaches, leading to loss of prestige, data breach notification costs, fines and litigation.
· Application of court-ordered digital forensic techniques (e-discovery) to a company’s stored information in civil litigation cases where the company itself is a defendant, which imperils customer privacy.  
Non-existent or unclear data retention policies and practices may lead enterprises to incur levels of risk that are higher than it is knowingly willing to accept. Sound data retention policies on the other hand can not only limit a company’s exposure but also, when properly chosen and managed as part of a comprehensive Data Governance strategy, can improve compliance with statutes and regulations, reduce the time required to compile data to enable decision making, reduce overall IT costs, and limit exposure to data loss or theft.
Background: Data Retention[footnoteRef:2] [2:  Note that our use of the term Data Retention relates to issues that are different, and largely unrelated, to those discussed in the Data Retention Directive that was passed by the European Parliament in March of 2006. It discusses requirements for electronic communications services and networks to store traffic data related to telephone calls and e-mails for periods of up to two years.  ] 

In private industry, data retention practices other than those specified by statutes and regulations have been primarily ad-hoc in nature, often varying by department or business units within the same organization.  Many organizations began to “keep everything” in an attempt to simplify the process and ensure that critical data would be available if needed.  As digital storage capacity increased and costs decreased, this strategy became financially easier to justify and individual departments implemented their own retention practices in addition to those performed by the organization.  Today, the practice has trickled down to the individual user who may retain data on laptops, desktops, personal backup units and portable electronic devices, often resulting in multiple copies of data which may not all have appropriate protection levels or enforced retention periods.  The 2008 Verizon Data Breach Investigations Report indicates that 66% of breaches involved data that was not known to reside on the affected system at the time of the incident[footnoteRef:3].
 [3:  Source: Verizon Business Risk Team, “2008 Verizon Data Breach Investigations Report”, http://www.verizonbusiness.com/resources/security/databreachreport.pdf] 

Misuse of customer personal information and data breach incidents, caused by data loss or theft, will likely result in fines and, quite possibly, litigation. The monetary cost of fines will vary depending on the jurisdiction(s) where the violation is committed, but can be significant. In the European Union, where the right to privacy is considered a basic human right, penalties will likely be stiffer than elsewhere. And these fines will be on top of other financial costs; direct or indirect, the company might have suffered for the loss.
For civil litigation cases in general, the advent of ESI is expected to have significant impact. This because it is now possible to search tens of thousands of digital documents for key words and phrases within a reasonable timeframe and at a fraction of the cost of the physical search process. In the U.S., the Federal Rules of Civil Procedure specify that “any matter, not privileged, that is relevant to the claim or defense of any party” is discoverable. The rules recognize exceptions for cases where the burden and/or cost of the search is unreasonable and the related ESI is likely not relevant to the case, but that is it. Other countries, primarily those in the European Union, are likely to take action in the near future. However, a potential result of litigation is the compromise of privacy of customers, whose personal information is disclosed.
What Should Organizations Do?
For organizations, ownership of the data retention process is critical to success.  Merely delegating the task to the legal department or to IT would be a mistake, as legal’s guidance is essential to avoid potential legal and compliance pitfalls, and IT will inevitably have to enforce the resulting policies. Furthermore, involvement of business groups and upper management in this process is essential in order to guarantee that the firm’s strategy is properly supported by its own data retention procedures.  A team comprised of stakeholders from the different groups and overseen by the Chief Privacy Officer (CPO) can be an effective solution.
Microsoft recommends that companies choose and implement data retention policies in the context of a comprehensive Data Governance strategy for Governance, Risk and Compliance (GRC). This strategy will comprise policies, procedures and standards that will enable effective use of the organization’s structured and unstructured data:
· To improve business decision making due to increased data accuracy
· Reduce data redundancy and related maintenance costs
· Comply with laws and regulations
· Reduce exposure of the company’s data to loss or theft. 

For more information on Microsoft’s work in computer security, privacy, and online safety, please visit: www.microsoft.com/mscorp/twc
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