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Of all the forms of unwanted and annoying e-mails (spam), there is one that everyone agrees must be stopped at every turn: phishing. At its core, phishing via e-mail is simply a high-tech version of identity theft; it’s not only the stealing of personal information and identity from unsuspecting consumers, but also an act of fraud against the legitimate businesses and financial institutions that are victimized by phishers.

According to recent estimates from the Anti-Phishing Working group, although phishing scams in e-mail remain a relatively small percentage of spam sent worldwide today, phishing attempts overall can pose significant for dangers for unsuspecting victims. But, as has been widely reported in the press, it has become one of the fastest-growing worldwide threats on the Internet. This rapid growth has made combating it a huge priority for Microsoft Corp. Because phishing impacts every aspect of the Internet and computing and there is no single silver bullet from any one company or organization to solve the problem, Microsoft is attacking phishing in a holistic fashion, helping push forward safeguards on three key fronts: technology innovation, industry and government collaboration, and user education and prescriptive guidance.

Technology
Microsoft is focusing its anti-phishing technology on two areas: helping to prevent phishing e-mail from reaching customers in the first place, and helping to prevent users from accidentally providing sensitive information to a fraudulent Web site. MSN® and MSN Hotmail® users already have protection from phishing messaging through SmartScreen™ spam filtering. Microsoft recently added functionality to SmartScreen that identifies phishing scams and helps disable potentially dangerous content or links in suspicious e-mails, adding an extra layer of protection even if a customer is looking at a message in a junk-mail folder. Microsoft also has enhanced the spam and junk-mail filtering capabilities across its e-mail platforms through the availability of SmartScreen technology in the latest versions of Microsoft® Outlook® and Microsoft Exchange Server. 

Beyond its e-mail efforts, Microsoft is helping protect the browsing experience with new capabilities such as the Microsoft Phishing Filter, which will be available in the upcoming release of Internet Explorer 7. This advanced phish-fighting capability will give consumers greater clarity over both proven and possible phishing attacks, and give Web site owners a mechanism to offer more consistent and transparent content for legitimate e-commerce needs.
Industry and Government Collaboration
Because phishing affects all elements of the computing and Internet ecosystem, Microsoft works with a broad range of industry working groups and alliances to share information and coordinate efforts toward the common goal of stopping spam and phishing attacks in their tracks. These include the Anti-Phishing Working Group, a global industry and law enforcement association; TRUSTe, a nonprofit organization focused on enabling trust based on privacy for personal data online; the Global Infrastructure Alliance for Internet Safety, a working group of worldwide Internet service providers; Email Authentication.org, an organization committed to increasing the trustworthiness of e-mail and the preservation of the Internet as a vital communication tool; Digital PhishNet, a joint industry and law enforcement working group dedicated to sharing investigative information and holding phishers responsible for their criminal acts; and the Open Group Messaging Forum, an international technology consortium focused on improving e-business and messaging industries.

Because phishing is a criminal activity, Microsoft fully supports both legislative action to protect consumers and criminal prosecution against phishing scammers. In addition to the Digital PhishNet initiative mentioned above, on March 31, 2005, just one day before April Fool’s Day, Microsoft joined the acting director of the U.S. Federal Trade Commission’s Bureau of Consumer Protection, as well as the director of the National Consumers League’s National Fraud Information Center and Internet Fraud Watch program, to warn consumers not to be “phooled” by Internet phishing schemes. That same day, Microsoft filed 117 civil phishing enforcement lawsuits in the U.S. District Court for the Western District of Washington and now is aggressively pursuing those cases. 

Education and Awareness 

The success of phishing rests on the odds that some consumers will continue to inadvertently respond to deceptive e-mails. Because these scams are propagated through sly social engineering tactics, technology alone cannot stop the problem. Raising consumer awareness about the existence of deceptive schemes such as spyware (software that performs certain tasks on computers without users’ consent) and phishing, and helping consumers understand and minimize their risks are key elements in increasing overall Internet safety and security. 

Although consumers shouldn’t have to be computer experts or know the details of one online safety threat versus the next, there is value in providing them with basic information to encourage them to use the same level of caution when communicating online that they would talking to people on the street.

In addition, businesses and organizations need prescriptive guidance and informative tools to help them better protect their organizations from being targeted by scams and help prevent their brands and online reputations from being tarnished by scammers.

Microsoft has created a range of resources to help users protect their businesses, their computers and their personal information. Instructions, advice, tools and videos are available on the Microsoft and MSN Web sites. For example, for tips on how to better protect themselves, consumers can visit http://safety.msn.com/phishing or http://www.microsoft.com/athome/security/email/phishing.mspx. Information, tools and resources are presented in a fun, educational way and do not require visitors to be computer experts. For small businesses, the Microsoft Small Business Center provides an overview of security issues affecting small businesses and offers solutions to help prevent those problems. For larger corporations, Microsoft TechNet Security gives IT professionals guidance about making their systems more secure, and the Microsoft Security Developer Center provides developers with tools that can help secure their software.

In the deeply competitive world of computing, there are very few areas of agreement among all segments of the industry, but there is unanimity around phishing and deceptive e-mail. As the fastest-growing segment of spam being sent on a worldwide basis, phishing demands a unified response. Microsoft is committed to helping our customers protect themselves against phishing threats, and we believe this multipronged, holistic approach is one that will give customers the awareness, tools and encouragement to help them keep their key personal information safe and secure.
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