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Windows Security Center: Providing a Foundation for Basic Security Status

Introduced in Microsoft® Windows® XP Service Pack 2 (SP2), Windows Security Center (WSC) is designed to help Windows users understand the basic security status of their PCs. Before Windows XP SP2, most customers did not know if they had taken the necessary steps to improve or maximize their PCs’ security; for example, they did not have a view into whether their firewall was on, whether their PC was up-to-date or even if their anti-virus product had the newest signatures. As Microsoft Corp. drove its “Protect Your PC” education campaign in 2003, the company learned that consumers did not know the security status of their PCs, nor was it easy for them to take the steps to better protect themselves. As a result, in Windows XP SP2, the WSC console was created to provide the first all-up view of a PC’s security status while also allowing customers to easily remediate security issues. By providing this consolidated view of their PC’s security state, combined with links to actions to resolve key security issues, Microsoft offered a comprehensive approach to improving customers’ security.  


In addition, WSC provides a method for third-party independent software vendors (ISVs) to evaluate the current security state of the PC. Microsoft has enhanced WSC’s capabilities for Windows Vista™ based on customer and ISV feedback. WSC collects information from Windows security components and participating third-party security components that are designed to help protect users from certain computer threats and displays this information in one place. To provide users with a higher degree of security protection, WSC in Windows Vista reports the status of additional security components and provides the capability for direct remediation of unsafe configurations for both Windows and third-party security solutions.

Windows Security Center for Windows Vista

As part of its evolution in working to address both customer and partner needs, Microsoft has enhanced WSC in Windows Vista to provide a more integrated experience with other Windows Vista security features and third-party security solutions. As in Windows XP SP2, WSC for Windows Vista runs in the background, monitoring the PC’s security state. 

Unified Security Monitoring and Remediation With WSC

In response to feedback from customers and third-party security vendors, in Windows Vista, Microsoft has increased the security categories monitored by WSC beyond Internet firewall, Automatic Updates and anti-virus solutions to include malware protection, which monitors anti-spyware and anti-virus status, and a new category for other security settings, which monitors Internet security settings and User Account Control status. In addition, WSC can monitor multiple vendors’ security solutions running on a computer and indicate which are enabled and up-to-date — a function that other security console solutions do not have or do not perform as well as WSC. 

Windows Security Center monitors the following security components for Windows Vista:

· Firewall solutions. Windows Security Center monitors the installation of a firewall, including participating third-party solutions and the Windows Firewall. WSC monitors the presence as well as the security state of the firewall. If issues are detected with the firewall state, the user is alerted and is able to correct the problem from within Windows Security Center.

· Automatic Updates. Window Security Center verifies that Automatic Updates are enabled. If the Windows Automatic Updates service is not running for important updates, the user receives an alert notification and can enable Automatic Updates from within WSC.

· Anti-virus solutions. Windows Security Center verifies the installation of participating third-party anti-virus solutions. When such solutions are present, Windows Security Center reports whether real-time scanning is enabled and whether the virus signature files are up-to-date. If any of these conditions are not met, the user receives an alert notification and is prompted to resolve the problem. The user is able to correct the problem from within Windows Security Center.

· Anti-spyware and other malware protection. Windows Security Center verifies the installation of third-party anti-spyware solutions as well as Windows Defender, which helps protect the computer against spyware and other unwanted software, such as adware, keyloggers, bots and rootkits. When an anti-spyware solution is present, Windows Security Center reports whether scanning is enabled and whether the spyware definition files are up-to-date. If any of these conditions are not met, the user receives an alert notification and is prompted to resolve the problem. The user is able to correct the problem from within Windows Security Center.

· Internet security settings. Windows Security Center monitors the security settings associated with Internet Explorer® and alerts users whenever those security settings are lower than Microsoft recommends. The Restore Settings feature can be used to have Windows Security Center fix the settings or to guide the user to fix the settings manually.

· User Account Control. Windows Vista includes User Account Control to make it easier for everyday users to run accounts with standard permissions, reducing the “surface area” for malware attacks. To have this protection, the User Account Control service and policy must not be disabled or degraded. Window Security Center monitors the status of User Account Control and notifies the user if it has been changed to a setting other than that recommended by Microsoft. Windows Security Center includes a feature to restore User Account Control to the recommended settings in such cases.

Key Benefits for Customers

In Windows Vista, WSC helps users better understand the current security state of their PCs. 

A Guided Experience to Single-Click Remediation

Before the introduction of WSC in Windows XP SP2, customers said that when an installed security product went out-of-date, they often had challenges determining how to update the ISV application (i.e., get updated signatures). For most users, this updating process was difficult and confusing and often resulted in computers not getting updated signatures and continuing to run in an insecure state. These difficulties continue. For example, a study conducted by America Online and the National Cyber Security Alliance in December 2005 found that 56 percent of home users either have no anti-virus protection or have not updated their protection within the past week. In the same study, 38 percent of users studied did not have an anti-spyware or anti-adware program installed on their computer.
 Also, a recent report by Forrester Research Inc. (“Consumer Security Adoption Remains Flat,” Forrester Research Inc., September 2006), found that consumers use a range of security solutions; 61 percent use anti-spyware software, and 62 percent use firewall protection. Despite gains in usage of security software such as anti-virus and anti-spyware protections, many customers are still not adequately protected.  

Accordingly, to help users make their PCs more secure, WSC in Windows Vista includes a button to “Update Now.” If a security ISV has provided a code-signed program that WSC can verify and launch, the user can update the out-of-date signatures as easily as clicking on the Update Now button, allowing the verification of the identity of solution and watching the problem get corrected.

As a result of additional feedback that it is sometimes difficult to know all the security solution providers that have software installed on a computer, WSC for Windows Vista now enables users to easily view all the security solutions that report their status to WSC for a given protection category. Whenever multiple security solutions are available for a given category, WSC provides a link on which users can click to display all the available solutions and their currents states, such as on, out of date, temporary disabled (referred to as “snoozing”) or off.

Improved Management of Multiple Security Solutions

Windows Security Center on Windows XP SP2 alerted users when multiple security solutions were detected on the computer, such as an anti-virus solution, but it did not list what the products were or what state they were in. In Windows Vista, WSC now lists all the security programs that report their state to WSC. This feature makes it easy for users to view the state of all the security programs for a given category, instead of searching the computer to understand what to fix.

For example, if customers are running two anti-virus solutions (not recommended, as multiple anti-virus software installations tend to interact in a way that impedes reliability and performance), they would be able to see the status of both their anti-virus products in WSC and determine what action to take to manage them. If both are out-of-date, they could choose to remediate one. If only one product is out-of-date, they would know they were protected by the second anti-virus software and not mistakenly purchase another license for the first. Currently no other security vendor offers a view that consolidates status across multiple ISV security offerings.  

In a different scenario, if customers are running a single anti-virus product, but their signatures are out-of-date, WSC provides a link to the ISV’s update page to get them up-to-date or renew their subscription. Or, should the customer choose, they can view options for other anti-virus provider choices.  

Changing the Way Windows Security Center Alerts Users

There have been concerns that WSC alerts would be too noisy if other security products were installed on the customer’s machine. To address this in Windows XP SP2, WSC included a feature that allowed users to change the way Windows Security Center alerted them. Based on user feedback, Microsoft has enhanced the options for such notification changes. Users can now select the “Change the way Windows Security Center alerts me” link to display a dialog box that lets them choose to keep notifications at their recommended setting, choose not to have WSC send notifications, or choose not to have WSC send alerts or display a security shield icon in the notifications area in the task bar. These settings remain in effect until the user returns to the dialog box to change them. Alternatively, when users see a notification for WSC in the notification area of the task bar, they can right-click on the notification icon and click Exit to disable notifications from Windows Security Center until they next log on or reboot the computer. This gives customers control over their notification experience.  

Windows Security Center in the Domain

Microsoft has changed the behavior of WSC when a computer is a member of an Active Directory® domain. As with Windows XP SP2, WSC in Windows Vista will operate in a mode whereby all user alert notifications and the status user interface is disabled for domain-joined accounts. In certain situations domain administrators may choose to fully enabled Windows Security Center in the domain, by enabling a policy in Group Policy.

However, the WSC service will still run in domain environments. As mentioned earlier, the ability for other applications to utilize the security status that WSC collects is now present. More information about how applications can use the security status that WSC collects can be found in the Windows Security Center development guide at http://msdn.microsoft.com/library/default.asp?url=/library/en-us/devnotes/winprog/wsc_security_provider.asp?frame=true.

Key Benefits for Third-Party ISVs

Windows Security Center provides security software vendors with new features and functionality, and offers new capabilities that can be used by non-security software ISVs as well.

Integrated Experience for Third-Party Security Software Remediation

Windows Security Center in Windows XP SP2 featured a “Recommendations” button that gave users informational alternatives to remediate security issues; however, it did not provide a direct fix for already-installed third-party solutions. Now, through new documented interfaces, third-party providers can easily integrate their security solutions with Windows Security Center and provide users with links for and information about keeping their solution up-to-date.

During the beta and customer preview releases leading up to the launch of Windows Vista, Microsoft has been gathering input and feedback from ISVs and encouraging them to integrate their remediation solutions with WSC. The goal is to offer customers a better experience that will encourage them to keep their PC security up-to-date when running on Windows Vista.

Microsoft has also introduced a new requirement that ISV security solutions working with WSC be digitally signed. More information about why signing files is important can be found in the introduction to code signing at http://windowssdk.msdn.microsoft.com/en-us/library/ms724721.aspx. In brief, code signing will help verify the identity and integrity of software that interacts with WSC. Microsoft believes that digital code signing is an important step forward in terms of improving security in the computer ecosystem and helping minimize the impact of malicious software. Although software that is digitally signed does not guarantee security, it does help identify and prevent many malicious attacks.

Thus, if third-party software that interacts with WSC is not digitally signed, WSC will not allow the software to load from within the Windows Security Center. In such cases, the user will be asked to verify the identity of the vendor whose software is trying to run before the software will run. Users who do not wish to go through this extra step may choose another security software solution that integrates with WSC and uses digitally signed code. 

Putting it all together, users of security solutions that are digitally signed and integrated with WSC can use the service to remediate any reported problems (for example, turning on a security solution or updating the malware signatures that have become out-of-date). The improvements to WSC in Windows Vista have been designed to tighten the integration between WSC and security solutions and eliminate a potential source of confusion over how users can keep their PCs up-to-date.

Finally, if an ISV security solution is not code-signed, or the user does not want to update or renew a subscription for security software already installed on the PC, WSC also allows the user to easily obtain another solution. For example, if a third-party anti-virus or anti-spyware solution is out-of-date, WSC provides a link to a Web page listing third-party solutions that are compatible with Windows Security Center. This page links to the third-party Web sites so users can choose a new vendor, activate or renew a subscription, or get necessary updates. These new capabilities are important when, for example, a trial subscription to a third-party anti-virus solution that came with a new computer expires. In this scenario, the customer can choose to purchase the trial product or easily choose an offer from another anti-virus vendor listed on the WSC linked site. Knowing when security software is turned off or out-of-date and being able to easily download updates can mean the difference between being protected and being vulnerable.

An Authoritative Location for ISVs to Check System Security Status

WSC also serves as an authoritative source concerning a PC’s general security status. Moreover, WSC can be queried by other ISV applications and used to restrict access to online resources or a corporate network, for example, if the PC is not in a “green” state (e.g., key security components on and up-to-date). In fact, there is currently no third-party application that effectively duplicates WSC’s ability to serve as a central location for various security checkpoints that might need to be enabled for an ISV application to trust a remote computer and allow access to online resources. For instance, with WSC in Windows Vista, an online payment service could check the WSC status and deny login access to users who are not running up-to-date anti-virus software or whose PC does not have the latest security updates installed. Likewise, a video game manufacturer, by designing its software to be WSC-aware, could prevent systems from logging onto online services if they are not running a firewall, to help reduce risk to other players in the system and offer a security-enhanced online gaming experience.

To enable ISVs to build innovative new applications that use WSC, a new application programming interface (API) has been added to the Windows Vista Software Development Kit (SDK). This new SDK API enables native or third-party applications to use the security status information for Windows Security Center in their own applications and enable a security-enhanced operating experience for the users of those applications.

More information about how ISVs can use the security status collected by WSC can be found in the Windows Security Center development guide at http://msdn.microsoft.com/library/default.asp?url=/library/en-us/devnotes/winprog/wsc_security_provider.asp?frame=true.

Support for New Product States

Since Windows XP SP2, Microsoft has recognized that third-party security vendors have added additional product states beyond “off,” “on” and “out-of-date.” Some solutions now support a “snooze” (i.e., temporarily off) feature. Typically, this state is used to allow a computer to temporarily disable the security solution to complete a specific task, such as installing new software. Microsoft recognized and responded to this need by providing a snooze state in WSC for Windows Vista. 

Conclusion

Windows Security Center is now a more comprehensive security status reporting console with key benefits for end users as well as third-party software vendors. Users can now better understand the ongoing security state of their computer, no matter which vendor integrating with WSC provides the solution. Third-party providers can now integrate their security software directly with the Windows Security Center to deliver a seamless product experience, while still maintaining a single location for the security status of the computer. In addition, WSC now allows third-party ISVs to evaluate the current security state of the system. These combined benefits make Windows Security Center a key foundation for security in Windows Vista.
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