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Funding and Development of 
Internal Microsoft Business Applications
Published: December 2005
By adopting a common framework and process for its planning, funding, and delivery of Corporate Business Systems projects, Microsoft integrates best practices in application portfolio management and the project funding process. This integration helps ensure that Microsoft is investing its IT budget on the most important projects and delivering the projects effectively. [image: image8.png]



As a company modifies its structures and processes to meet its business requirements, it may decide to purchase or develop internal business applications to fulfill key organizational functions. However, the decision to devote resources to application projects must comply with company policies and should be made only when the stakeholders have assurance that the company will achieve optimal benefit from the investment. Moreover, changes in the context of business, such as the Sarbanes-Oxley Act, require companies to maintain a consistent set of controls over the implementation of corporate systems. Compliance with such regulations and the demands for accountability within an organization underscore the need for a consistent way to plan for and develop system solutions that consider, security, reliability, auditability, and cost efficiency.
Microsoft spends more than $500 million U.S. each year on the acquisition, design, development, implementation, support, and maintenance of systems and line-of-business (LOB) applications. An increasing dependence on technology to provide services, develop products, administer programs, and perform management functions heightens the need to plan for and develop such system solutions. Microsoft needs to strongly consider security when developing information systems. It also needs to establish uniform privacy and protection practices, and to develop acceptable implementation strategies for these practices. 
Situation

At Microsoft, individual Business Unit IT (BUIT) groups had been developing and managing business applications for their business units according to the priorities and practices that they defined with their business partners. In most cases, the process that the BUIT groups used to deliver application projects was based on the Microsoft Solutions Framework (MSF), a Microsoft suite of models, concepts, and guides for building and deploying distributed enterprise applications. However, many differences occurred in the way that the various BUIT groups implemented the MSF. In addition, the BUIT groups unevenly applied practices that were aimed at fiscal governance. Microsoft required a more consistent measure of compliance, allocation of project funding, and assurance that projects met all internal stakeholder requirements.
Microsoft wanted to be sure that it was receiving the best value for its investment of resources in these projects, and that project teams were using best practices as they developed internal business applications. With the additional pressures of complying with corporate security and privacy policies and meeting the requirements of the Sarbanes-Oxley Public Company Accounting Reform and Investor Protection Act (SOX), the board of directors at Microsoft accepted the recommendation of its audit committee and decided that an enterprise-wide solution was essential. 
Solution

In collaboration with their business units, the BUIT groups developed a coordinated initiative to help ensure compliance and success when implementing their corporate business systems. The initiative focused on the following areas:
· Allocation of funding to the most important projects to maximize IT investments 

· High-quality applications engineered and aligned with business commitments
· Flexible architecture that facilitates changing with business needs 

· Compliance with all regulatory, corporate, and IT policies
· Promotion of best practices
To improve its performance in accordance with these goals, Microsoft made changes to its processes for funding and delivery of IT services. It introduced two programs, the Software Development Life Cycle (SDLC) and the Value Realization Process (VRP), to govern the processes that the BUIT groups use to fund, deliver, and evaluate the benefits of IT projects.
The SDLC is a standard development methodology that provides specific methods of handling key milestones, deliverables, tasks, roles, and responsibilities that are required for designing and delivering system projects. The VRP—which Microsoft uses to measure, communicate, and improve the operational and financial benefits of the business applications that BUIT groups develop across the organization—complements the SDLC. 
Development of the Software Development Life Cycle
Microsoft decided to standardize its development methodology for corporate systems across the organization. It accomplished this by defining a set of common mandatory control activities executed within the context of the MSF (version 3 and version 4). The SDLC initiative was sponsored by the Microsoft chief information officer (CIO), and was co-sponsored by the BUIT organizations and business group representatives. 

The deliverables for this effort included project delivery guidance that incorporated mandatory control activities that are designed to accomplish the following: 

· Execute specific fiscal policy directives from the Microsoft chief financial officer (CFO)
· Execute General Computing Controls and General Application Controls directives for SOX compliance 

· Execute IT directives to align the IT portfolio with corporate business initiatives and Microsoft product strategies 

The development and delivery of these mandatory controls began with the establishment of a virtual team consisting of senior program management from each of the BUIT organizations. This virtual team identified the significant stakeholders and invited them to provide input on the design. The stakeholders included groups whose objectives had to be represented, such as the Application Software Assurance Program (ASAP) group, the internal audit department, the Sarbanes-Oxley Project Management Office, and the Global Technology Services (GTS) organization. The virtual team also designated key contacts or subject matter experts in each IT group to help gather information and assist in the training rollout. 
Altogether, more than 20 BUIT groups and stakeholder groups were involved in the creation of the SDLC, and they continue to coordinate the implementation of the SDLC in their organizations. In the information gathering phase, the virtual team polled the BUIT groups for their methodologies, templates, controls, and best practices. The team created SDLC process overview guidance documents, as well as templates for key deliverables to help ensure governance compliance and facilitate the spread of best practices. This program also helped ensure compliance with application security and privacy governance across the entire BUIT community.
In the first two phases of the SDLC implementation, the primary deliverables were the definition and rollout of mandatory SDLC controls to support fiscal accountability and Sarbanes-Oxley compliance. The third phase was the integration of additional MSF principles and elements. This framework defined a common team model, project milestones, milestone entry and exit criteria, and deliverable templates.
SDLC Implementation Phase I

The first phase identified and defined mandatory controls to provide fiscal accountability in application planning and envisioning. These controls address the planning, execution, and tracking of the business value of IT investments, portfolio management, technical alignment with Microsoft product strategy, and infrastructure readiness.

Phase I included the following controls:

· Business problem or business opportunity cost

· Solution return on investment
· Infrastructure or GTS

· Provisioning

· Solution assessment 

· Risk assessment

· Technology assessment

SDLC Implementation Phase II

The second phase aligned the SDLC with internal audit policy. The office of internal audit formulated key audit policies to ensure compliance with Sarbanes-Oxley, General Computing Controls, and General Application Controls. Controls were introduced into the SDLC, with appropriate focus points for 404 applications.

Phase II included the following controls:

· General Computing Controls (required for all projects), which oversee the following:
· Status is monitored and reported.
· Requirements are defined and approved.
· Developer or third-party solution meets the requirements.
· Functional specification is approved.
· Baseline is approved.
· User acceptance testing (UAT) and approval take place.
· Data conversion from the old system is complete, accurate, and without unauthorized changes.
· Go/No-Go meeting and sign-off are achieved.
· Training for users is developed (documentation and knowledge).
· General Application Controls (required for applications that fall under Sarbanes-Oxley 404 or that have been designated as high-business-impact applications according to Microsoft Information Technology [Microsoft IT] guidelines), which oversee the following:
· General Application Controls are documented.
· Changes to standing data or master data are authorized and completed accurately.
· Changes to rules or algorithms against which transactions are processed are authorized and completed accurately.
· Transactions are completely and accurately updated to the proper database.
· Transactions are recorded in the proper period.
· A documented process exists to identify and resolve issues in a timely manner.
· Batch procedures that must run at specific times are documented, scheduled, and maintained on an ongoing basis.
· Up-to-date backups of applications and data are available in emergencies.
· A documented procedure exists for granting, changing, deleting, or maintaining access to transactional data.
· Data transformation is accurate.
· Server access is available.
To track SDLC controls, the SDLC virtual team modified the Microsoft Application Portfolio System (MSApps), which is the internal Microsoft IT application tracking system. MSApps tracks SDLC details, including the control execution date, the responsible individual, and the references to supporting documentation.
SDLC Implementation Phase III

The third phase furthered integration of the MSF principles and BUIT best practices across the entire BUIT community. The BUIT community is taking advantage of the adoption and promotion of the MSF as the core SDLC approach within Microsoft® Visual Studio®. As a result, all BUIT organizations are using a uniform taxonomy of project roles, phases, and deliverables. Moreover, MSF provides an adaptive framework suitable for various types of application development, such as the Waterfall or Agile methodologies. The BUIT organizations adopted additional standard processes and deliverable templates. The SDLC program team is delivering training to all project planning and delivery personnel about the process of the SDLC. The BUIT organizations are also developing and promoting core competencies around the following MSF fundamentals:

· MSF principles

· MSF Team and Process models
· MSF disciplines: Project Management, Risk Management, and Readiness Management
MSF Principles, Models, and Disciplines
The following eight foundational principles make up the core of MSF:

· Foster open communication.
· Work toward a shared vision.
· Empower team members.
· Establish clear accountability and shared responsibility.
· Focus on delivering business value.
· Stay agile; expect change.
· Invest in quality.
· Learn from all experiences.
The MSF includes the Team model and the Process model. The Team model addresses the requirement that key people in various roles within the BUIT group contribute and collaborate. The Process model establishes a rational and ordered approach to the work of designing and building a new application. 

Team Model

The MSF Team model is based on the premise that any technology project must achieve certain key quality goals to be successful. Reaching each goal requires a different set of related skills and knowledge areas, each embodied by a team role cluster (commonly shortened to “role”). These related skills and knowledge areas are called functional areas and define the domains of each role. The Program Management Role Cluster, for example, contains the functional areas of project management, solution architecture, process assurance, and administrative services. Collectively, these roles have the breadth to meet all of the success criteria of the project. The failure of one role to achieve its goals jeopardizes the project. Therefore, each role is equally important in this team of peers. Major decisions are made jointly, with each role contributing the unique perspective of its representative constituency.
Figure 1 represents the relationships among the various roles and the emphasis on effective communication during the course of the project.
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Figure 1. MSF Team model
Process Model

The MSF Process model combines concepts from the traditional Waterfall methodology and Spiral model to capitalize on the strengths of each. The Process model combines the benefits of milestone-based planning from the Waterfall methodology with the incrementally iterating project deliverables from the Spiral model. In addition, the Process model is the basis for the SDLC phases. 

Figure 2 illustrates the spiral of phases in the Process model.
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Figure 2. MSF Process model
The MSF Process model is based on phases and milestones. At one level, phases can be viewed simply as periods of time with an emphasis on certain activities aimed at producing the relevant deliverables for that phase. However, each MSF phase has its own distinct character, and the end of each phase represents a change in the pace and focus of the project. 
Milestones are review and synchronization points for determining whether the objectives of the phase have been met. Milestones provide explicit opportunities for the team to adjust the scope of the project to reflect changing customer or business requirements and to accommodate risks and issues that may have materialized during the course of the project. Additionally, milestones bring closure to each phase, enable a shift of responsibilities for directing many activities, and encourage the team to take a new perspective that is more appropriate for the goal of the following phase. Closure occurs when the team delivers its tangible outputs and when the team and customer reach a level of consensus around those deliverables, usually at a phase review meeting. This closure and the associated outputs become the initiating point for the next phase. However, some activities of subsequent phases can begin before the completion of all phase activities, where there is not a direct phase review approval required, and to enable project agility.  
The MSF endorses three disciplines: Project Management, Risk Management, and Readiness Management. These three disciplines ensure that the project has adequate leadership and coordination, that it has strategies in place for various contingencies, and that its members are adequately prepared and equipped to carry out their roles.
Project Management Discipline
In MSF, project management practices improve accountability and provide a great range of scalability from small projects up to very large, complex projects. MSF, as a framework for successful technology projects, acknowledges that project management extends to all lead team members and the MSF Program Management Role Cluster and that success occurs through the responsibilities and activities of more than one individual. The more widespread the need is for these activities and responsibilities across the team, the greater the ability to create highly collaborative, self-managing teams. The MSF Program Management Role Cluster encompasses the majority of the project management activities and responsibilities. This role cluster focuses on the process and constraints of the project and on key activities in the discipline of project management. 
In smaller projects, a single person in the Program Management Role Cluster handles all the functional responsibilities. As the size and complexity of a project grow, the Program Management Role Cluster may be broken out into two branches of specialization: one dealing with solution architecture and specifications and the other dealing with project management. For projects that require multiple teams or layers of teams, the project management activities are designed to scale and enable effective management of any single or aggregated team. This may require certain project management practices to be performed at multiple levels, while other activities are contained within a specific team or level of the overall project and team. The exact distribution of project management responsibilities depends in a large part on the scale and complexity of the project. 

Risk Management Discipline

Proactive risk management means that the project team has a defined and visible process for managing risks. The project team makes an initial assessment of what can go wrong, determines the risks, and then implements strategies for dealing with risks. These strategies are known as action plans. The assessment activity is continuous throughout the project and feeds into decision making in all phases. Identified risks are tracked, along with the progress of their action plans, until they are either resolved or become issues. Any issues are then handled in an appropriate manner. 
Readiness Management Discipline

The MSF Readiness Management discipline focuses on the readiness of project teams. It provides guidance and processes for defining, assessing, changing, and evaluating the knowledge, skills, and abilities necessary for project execution and solution adoption. Each person performing a specific role on the project team must be capable of fulfilling all the key functions that go with that role. Individual readiness is the measurement of each team member’s current state with regard to the knowledge, skills, and abilities needed to meet the responsibilities that his or her assigned role requires. The purpose of readiness management is to ensure that team members are fully qualified for the work they will need to perform. 
SDLC Overview
The SDLC specifies the software development controls or checkpoints that apply to all business applications that the BUIT groups develop, deploy, and manage. The SDLC includes the core set of control activities that must be performed to ensure that the applicable governance requirements are met when BUIT groups develop business unit applications. Checkpoints within the SDLC process provide effective business and IT collaboration throughout the application's life cycle in a common process that is not just IT driven. The SDLC demands a business justification for any such development initiative or change to business applications to provide proper control over changes to business processes.
The SDLC emphasizes the decision processes that influence the design and delivery of applications. The primary objectives of any SDLC are to deliver business applications that achieve the following goals: 

· The applications meet or exceed customer expectations and are delivered when promised and within cost estimates.
· The applications work effectively and efficiently within the current and planned information technology infrastructure. 

· The applications are cost-effective to maintain and enhance. 

Benefits of the SDLC

By mandating that all Microsoft LOB applications must follow the standard SDLC development processes and controls, Microsoft aims to achieve the following significant benefits:

· Uniform privacy and protection practices are supported, as established by the ASAP. The ASAP aims to ensure that all Microsoft LOB applications meet or exceed security and privacy standards at Microsoft.
· BUIT groups can focus their efforts on understanding their customers’ needs instead of repeatedly deciphering governance requirements. 

· The SDLC team can help spread best practices and templates across all BUIT groups and business groups for efficient and repeatable application development.
· Microsoft has greater confidence that it is spending its IT budget on the most important projects because, through the VRP and SDLC programs, it has integrated best practices in application portfolio management and project funding.
Microsoft stands to benefit through adherence to the SDLC because it establishes a logical order of events for conducting application development that is controlled, measured, and documented.
SDLC Value Realization Process 
The VRP manages the value of IT investments by providing guidelines for allocating funds among IT projects and by holding sponsors accountable for projected benefits. The Value Planning and Funding phase of the project occurs prior to the Envision phase of the SDLC, and the Value Realization phase occurs after the application is deployed. Project requests are submitted for VRP funding approval to ensure that the projects align with corporate strategies before they receive funding and before projects begin incurring development costs. 
Project requests are submitted for funding approval to a governing body that consists of leaders of the BUITs and their respective business customers. Project requests must include an overview of the business problem that is being addressed, a list of the business strategies that it aligns with, and a high-level cost and benefit estimate. Larger project funding requests require additional levels of detail, including a vision and scope document, and further Business Case Analysis (BCA) details, including the business budget that will be held accountable for the estimated benefits.
VRP helps ensure that project funding requests meet the following three objectives:
· VRP rationalization. The alignment of IT portfolio to business strategy. This objective includes the following considerations: 

· IT project investments are tied to specific Microsoft business strategies, and are aligned with multi-year strategic roadmaps wherever possible.
· The VRP uses a project-ranking mechanism for project prioritization.
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The VRP allocates resources to the highest-priority and highest-impact projects.
· The business groups help to decide the projects to be funded based on their business priorities. 

· VRP verification. Accountability for spending. This objective includes the following considerations: 

· IT investments are made in projects that Microsoft is willing to be held accountable for.

· IT spending is tied to commitments from Microsoft.
· The finance department reviews the project cost and benefit estimates.
· VRP controls. Adherence to common measures and processes. This objective includes the following considerations:
· Value is defined in terms of common benefit factors, definitions, and calculations.
· Project cost and benefit estimates are reviewed at key points throughout the IT life cycle to ensure that the project still merits funding.

The VRP is integral to both the beginning and the end of the SDLC process, as shown in Figure 3. The VRP enables the funding and verification of IT projects that align with corporate strategies and that provide measurable benefits. 
Figure 3. VRP in the SDLC process
SDLC Process Structure
The SDLC contains the following six procedural phases:
· Envision phase

· Design phase

· Build phase

· Stabilize phase

· Deploy phase

· Production phase
Each phase contains a number of control activities that are appropriate to that phase. Most of these control activities represent tasks that the team must complete before that phase is considered complete. These tasks often involve the production of documents or deliverables that use templates that the SDLC program team created. The specified tasks or controls that the team must complete for the project to proceed to the next phase are defined as exit criteria. Making sure that all the required work is completed within each phase greatly increases the likelihood of the project being completed successfully, on target, on time, and within budget. 
A brief examination of the key objectives, the review milestones, and the controls that serve as the exit criteria for each phase will help to clarify the SDLC process. The following tables provide an overview of the six phases.
Note: Some controls can span multiple phases, depending on the nature and complexity of the project.
Table 1. Envision Phase
	Key activities and objectives 
	Define project scope, requirements, timeline, approach, and preliminary funding confirmation.

	Phase review milestone 
	Pre-baseline approval: Review project scope, approach, and rough requirements (ties to Business Requirements Document and Provisioning controls). Also, authorize the team to proceed to the detailed Design phase.

	Exit criteria: controls, tasks, and documents
	Controls: Provisioning, project vendor contracts or purchase orders, Business Requirements Document definition and sign-off, risk assessment, Customer and/or Partner Profiling (CPE), Independent Oversight control.
Tasks: Project source-control setup; project entry into MSApps; completed ASAP Impact Assessment questionnaire (filled out in MSApps).
Documents: Completed Business Requirements Document. 


Table 2 Design Phase
	Key activities and objectives 
	Confirm requirements, create functional and technical designs, indicate standards and approaches, and confirm the schedule.

	Phase review milestone 
	Baseline sign-off: Confirm the designs, scope, cost estimates, and key project approach plans. Approve proceeding to the Build phase. Evidence of baseline approval by key stakeholders must be retained for all projects and stored with project materials.

	Exit criteria: controls, tasks, and documents
	Controls: Technology capabilities review, threat modeling, test plan review, functional specification approval and sign-off, infrastructure and GTS, change control process, role segmentation, proof of solution return on investment, baseline approval and sign-off.
Tasks: ASAP security assessment mandatory items checklist; review of the privacy standards document (an ASAP milestone in MSApps); role segmentation for data or transaction process access; solution assessment.
Documents: Functional specification, technical specification, communication plan, master test plan, training plan, baseline project plan, UAT plan, and a conversion plan (if applicable).


Table 3. Build Phase
	Key activities and objectives 
	Create code, define test cases, define training and rollout plan.

	Phase review milestone 
	Code is complete. Note: This enables testing to begin, but is not a gating factor for all activities in the Stabilize phase.

	Exit criteria: controls, tasks, and documents
	Controls: Executable code (unit tested), training plan review.
Tasks: Create privacy statement and/or legal notice and post to MSApps; complete data inventory Web form; conduct a preproduction automated security limited assessment 
Documents: System test cases, UAT test cases and review with key stakeholders.


Table 4. Stabilize Phase
	Key activities and objectives 
	Perform testing, resolve significant issues, and confirm the operations readiness and deployment details.

	Phase review milestone 
	Go/No-Go approval: Evidence of all key stakeholders giving agreement to proceed with deployment. Evidence of the baseline approval is required to be retained for all projects and stored with project materials.

	Exit criteria: controls, tasks, and documents
	Controls: Security implementation plan, data validation and conversion, user acceptance approval, Go/No-Go meeting and sign-off.
Tasks: Conduct a preproduction (Application Security Assessment Tool [ASAT]) limited assessment (ASAP); the ASAP team conducts a privacy comprehensive assessment (ASAP); the ASAP team conducts a security comprehensive assessment (ASAP).
Documents: Operations support guide, deployment plan, and contingency plan.


Table 5. Deploy Phase
	Key activities and objectives 
	Deploy application, confirm stability of application, and verify updates to operations support materials.

	Phase review milestone 
	Go-Live approval: Applications are deployed and then validated to ensure that they are working properly in production. Live status is achieved when the stability of the deployed application is satisfactory to business, IT, and support teams, based on the original project requirements.

	Exit criteria: controls, tasks, and documents
	Controls: Conduct production automated security limited assessment.
Tasks: Perform final updates in MSApps.
Documents: Business Continuity/Disaster Recovery plan updated (MSApps).


Table 6. Production Phase
	Key activities and objectives 
	Provide ongoing operations support for the applications and business processes.

	Phase review Milestone 
	Not applicable, because production is an ongoing phase that is only terminated by a project to retire the application.

	Exit criteria: controls, tasks, and documents
	Controls: Batch job check, backup check, security implementation plan, showcase follow-up, validation of control access to personally identifiable information (access control list check), emergency fix change-control process (if emergency hotfixes are required).


Figure 4 presents a visual summary of the roles, phases, deliverables, milestones, and success criteria in the SDLC.
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Figure 4. Overview of the SDLC
SDLC Methodology and SDLC Approaches
A framework is a superset of controls, tasks, and deliverables that a project may require, whereas a methodology is a specific approach of applying specific framework components as a complete process to deliver a project from start to finish. The SDLC began as a controls framework detailing controls that projects must include, and it evolved into a methodology as end-to-end process guidance was added for application projects. Five SDLC approaches were outlined to include the tasks and control activities that are most likely to apply to the most common project scenarios. The SDLC has guidelines to help teams select which approach to follow. 

The selection of the approach to use for an application project depends on many factors, such as project complexity and team experience. Selecting the life cycle model does not require approval from a specific person or role, but at the inception of the project, the business unit and IT members of the project team should agree on the SDLC approach to follow. Regardless of the SDLC approach chosen, teams must ensure that all applicable SDLC control activities are completed, even if those control activities may not be listed as typically required for that SDLC approach. For example, if the project lends itself to the use of an iterative model, it is important to decide that this will be the approach before planning the tasks and the schedule. 
The following brief sections offer suggestions of when the SDLC approaches are typically applied.
SDLC Full Waterfall Approach
The SDLC Full Waterfall approach is followed for new applications or major releases to existing applications. This approach is used for major changes such as adding or changing several significant features, making significant architectural changes, or making highly visible changes to features that significantly affect users. Typically, the SDLC Full Waterfall approach is applied to all releases over $500,000, according to VRP guidelines, and often for releases over $100,000 if the project is complex.

SDLC Light Waterfall Approach
The SDLC Light approach may be used for changes to applications that are already in production. The changes may be in the nature of maintenance or minor enhancements. SDLC Light projects are typically smaller, generally under $100,000, but this approach may be used for larger projects that are not high risk. The duration of the project generally fits within one quarterly release.
SDLC Ultralight Waterfall Approach
The SDLC Ultralight Waterfall approach applies for small maintenance releases to existing applications that have no ASAP security or privacy impact. Such projects are often called patches or quick-fix engineering (QFE) releases and are typically less than 120 hours of total combined effort of project management, design, development, and testing. SDLC Ultralight projects may include small releases to address a small number of bugs or requested changes to an existing application.

Note: To qualify for the SDLC Ultralight approach, there must be no known security, privacy, or accessibility impacts, according to the ASAP Impact Assessment questionnaire. 

SDLC Hotfix Approach
The SDLC Hotfix approach applies only to address Severity 1/Priority 1 production outage issues for in-production applications. This scaled-down approach is optimized to enable timely deployment of focused changes required to restore system functionality in a reasonable manner.
SDLC Agile Approach
The SDLC Agile model is an iterative development approach. It works best for incremental releases of new applications where quick evolution of design may depend on previous iterations, whether the project is small or large. Figure 5 illustrates the SDLC Agile methodology.
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Figure 5. The SDLC Agile approach
Function of MSApps

All application versions, whether they are new applications or significant changes to existing applications, must be tracked in MSApps, the internal Microsoft IT application-tracking system. Program managers use MSApps to track details about application release versions, including sign-off evidence of SDLC controls. 
SDLC Tracking in MSApps

The first entry into MSApps occurs at the end of the Envision phase following the pre-baseline meeting. At the pre-baseline meeting, the initial project requirements, costs, benefits, scope, and schedule are reviewed, and the project is approved to proceed to the detailed Design phase. A formal pre-baseline meeting is not required to complete the Envision phase, but evidence must exist that required exit criteria documents were approved. However, the results of the Design phase’s baseline meeting must be documented, and evidence of the baseline approval must be linked from MSApps. 
Each SDLC control has an associated task in MSApps that program managers mark as complete to indicate that the activities of the SDLC control have been completed. Program managers also provide a link to supporting documentation. Reviewers or auditors will also look at the supporting evidence that verifies that the SDLC controls themselves were completed. 
SDLC Sign-offs 
There are several acceptable ways to document deliverable and process sign-offs. Whichever method is used, it must provide reasonable assurance that the appropriate people signed off for the milestone. Sign-offs for key deliverables or decision points should be electronically storable. Suggested methods for sign-offs include the following:

· Tablet PC pen signatures 
· Scanned images of documents with physical signatures

· E-mail confirmation by approvers that indicates what they are approving 
· E-mail that uses voting buttons
One method that BUIT groups have found to be most effective is to send a Microsoft Outlook® e-mail message with voting buttons to the key stakeholders, requesting that they approve or reject the milestone or deliverable status. It is a good practice to send the voting e-mail message immediately after a meeting. The message should contain key notes from the meeting, a link to key deliverables, and a request that the stakeholders vote their approval. After the stakeholders have responded to the voting message, the responses should be saved in an .msg file format in the document repository, with the deliverables.

SDLC documentation and sign-off evidence must be archived for three years, according to the retention requirements for system delivery documents. If SDLC documents are subsequently used as evidence for Sarbanes-Oxley audits, the audit team is responsible for ensuring the retention of copies of any SDLC documents referenced in the audit, due to the more stringent record retention policies for audit evidence. This targeted archiving reduces the overall cost of archiving because the audit team retains only a small percentage of the SDLC documents.

Case study: Royalty Tool 2.0

The Royalty Accounting group administers all third-party royalty license contracts, tracking items for which Microsoft makes royalty payments. The Royalty Accounting team conducts contract administration activities that include contract drafting support to business units and the setup of contracts and associated contract information and terms in an application called Royalty Tool. The Royalty Accounting group also processes contracts on a monthly and quarterly basis, prepares payments, and distributes statements to vendors. 
Situation

The existing royalty application had reached the end of its life cycle and no longer sufficiently handled the Royalty Accounting group's needs.

Because Royalty Tool was designed to help the Royalty Accounting group administer legal contracts and make royalty payments to vendors, the complex calculations that helped the group to arrive at correct payments needed to be reliable. The goal of the Royalty Tool development team was to upgrade the existing version of Royalty Tool to reduce the time required for monthly contract processing, and ensure that the results are auditable and in compliance with auditing policies.
Solution

The BUIT group that served the Royalty Accounting group was one of the first Microsoft BUIT groups to rigorously follow the SDLC details. The standardized Business Case and other templates provided for the VRP process helped highlight the value and importance of funding the Royalty project, and led to its approval to proceed with SDLC activities. 
The project team adopted an aggressive timeline to meet the start of the new fiscal year. The BUIT group divided the effort into four phases to meet this goal. The group staggered the start dates of the phases and executed the phases in parallel. This approach led to instances where one phase was in stabilization and another one was in design. The BUIT group launched the four phases at one time, thus increasing the importance of standardized documentation and procedures across the development groups. 

The SDLC framework made staffing the project more cost effective. Because of the rigorous planning in the Envisioning and Design phases of the SDLC, the program management team identified when it required more developers or testers.

The documentation that the SDLC required provided the assurance that the royalty calculation and distribution is accurate and auditable. For example, Royalty Accounting policy dictates that a superior must approve payments of royalties, and that royalty accountants cannot approve their own work. This policy is now built in to Royalty Tool 2.0, and more importantly, that particular development design has been documented at each stage of the SDLC for future audit purposes. The evidence proves that Royalty Tool 2.0 delivers what it needed to deliver with reference to the business goals that justified its development.

Because the development project team was widely dispersed geographically, maintaining clear communication was even more challenging than on most projects. The SDLC structure and common taxonomy gave team members a common nomenclature throughout the project delivery. The project manger knew what templates the group was using, which created confidence that the goals that they had agreed upon were being met. 

Through the use of milestone tracking in MSApps and by using standardized status reporting templates, members of the program management team always knew where they were in the project timeline, and what the dependencies were. If a milestone sign-off did not occur, the team knew the impacts. Such an alert prompted the team to troubleshoot the delay and solve the problem because everyone understood the expectations and impacts. Maintaining the timeline was important because resources would move among the four phases depending upon the tasks. A delay in one phase would affect the others.

Future Development
The SDLC, by design, is not a static framework. By applying its own principles of requirements analysis and improvement to itself, the SDLC will continue to be modified to adapt to changes in organizational structure and goals, and evolve as best practices are further refined. Each control activity, deliverable, or task element can be improved or updated if driven by requirements to do so. Different project requirements may call for innovation in applying the SDLC, while ensuring that core governance principles are met.
New standardized deliverable templates and samples will be added as project teams provide additional best practices to benefit the entire organization. As the SDLC program evolves, training will continue to be updated to ensure that project teams have the most current training to help them be effective in their project roles.
Presently, the SDLC team is working to further standardize usage of common tools across projects, including Microsoft Project Server and Microsoft Visual Studio Team System.
Conclusion

The VRP and SDLC programs were designed to embody the best project planning, funding, and delivery practices across the entire Microsoft organization. By standardizing the processes, control activities, and deliverable templates, Microsoft moves closer to its goal of improving the security, reliability, auditability, privacy, and cost-efficiency of application projects and solutions. The SDLC provides a methodology that can work for large or small projects throughout its global enterprise. 
Glossary

	Application Security Assessment Tool (ASAT)
	An internal tool designed to enable Microsoft to better assess and secure internal applications and infrastructure.

	Application Software Assurance Program (ASAP)
	A joint effort between Microsoft IT and Corporate Security to develop a process to improve the security of new application releases and in-production applications.

	Application version
	A new release of an application or a coding-change release to an existing application (fixes, enhancements, and maintenance changes) that results in a new application version entry in MSApps to track the controls and details associated with that new release.

	Business Unit IT (BUIT)
	A collection of internally focused Microsoft IT groups whose work concerns development of software tools, internal optimization, and maintenance of computer systems and applications that are aligned with particular Microsoft business groups.

	Control activities
	Specific actions followed or deliverables created to ensure that one or more control objectives are met. Control activities may or may not apply to a project. For example, the Independent Oversight control may not apply to a small project. However, all controls must be considered to determine whether they apply. Examples of control activities also include getting sign-off from stakeholders before making changes and ensuring that security reviews occur.

	Control objectives
	The specific objectives or goals that must be achieved, through control activities or deliverables, as required by a stakeholder whose interests are reflected in the objective. Objective examples include “appropriate parties must authorize all changes to applications” and “applications must use security technologies."

	Evidence
	Specific documents or sign-offs, archived and retained in an auditable manner, to show that a control activity was completed. Different degrees of evidence may apply to a control, such as formal documents or an e-mail authorization, depending on the project complexity and nature of the project and stakeholder processes. 

	Global Technology Services (GTS)
	A Microsoft organization that provides customers with service support, communications and collaboration services, connectivity and manageability services, and messaging and storage services.

	Methodology
	A specific set of practices, procedures, rules, and steps that a team follows to manage tasks and coordinate resources when developing an application from start to finish.

	Microsoft Application Portfolio System (MSApps)
	An internal tool that tracks line-of-business applications that are being developed and supported internally at Microsoft to support corporate business processes.

	Microsoft Solutions Framework (MSF)
	A Microsoft suite of models, concepts, and guides for building and deploying distributed enterprise applications.

	Microsoft Visual Studio Team System
	A family of Microsoft change management software for software development. Components include work item tracking, source code control, policy support and notifications, and report generating capabilities.

	Phase reviews 
	A formal review meeting at the end of most SDLC phases to review the exit criteria for that phase and ensure all required deliverables and tasks are complete before subsequent phases or tasks are performed.

	Program
	A large work effort (sometimes called an initiative) to meet one or more large organizational goals. Frequently involves multiple teams, and can result in multiple projects.

	Project
	An organized work effort focused on a specific objective, such as implementing changes to a business application. A project may result in changes to one or more applications, thus creating a new application version for each affected application.

	Sarbanes-Oxley Act of 2002
	A congressional act designed to enforce corporate accountability and responsibility by requiring companies to improve disclosures on internal controls, ethics codes, and the makeup of their audit committees on annual financial reports.

	SDLC approaches
	Representative subsets of the overall SDLC (such as Full Waterfall, Light Waterfall, and Ultralight Waterfall) that list the tasks, deliverables, and control activities that are most likely to apply based on the project’s nature or complexity.

	Software Development Life Cycle (SDLC)
	A standard development methodology that details specific methods of handling project milestones, deliverables, tasks, roles, and responsibilities.

	User acceptance testing (UAT)
	Testing of a new application release by a group of representative users.

	Value Realization Process (VRP)
	The process for reviewing and approving project requests to ensure optimal investment of IT dollars, and to ensure accountability for the projected benefits of those projects.


For More Information

For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada information Centre at (800) 563-9048. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information via the World Wide Web, go to:

http://www.microsoft.com
http://www.microsoft.com/itshowcase
http://www.microsoft.com/technet/itshowcase
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Situation


Microsoft wanted to ensure that its Business Unit IT (BUIT) groups were consistently applying procedures for developing line-of-business applications. Microsoft also wanted to ensure that it was getting the full value for its investments and that the applications conformed to all company policies.


Solution


Microsoft developed the SDLC/VRP framework based on the MSF and best practices across all BUITs, and mandated its use throughout the organization. 


Benefits


Better fiscal accountability


Policy compliance 


Applications that better meet defined business requirements


Products & Technologies 


Microsoft Application Portfolio System


Microsoft Windows® SharePoint® Services


Microsoft Office Professional Edition 2003


Microsoft Visual Studio Team System





































































Funding and Development of Internal Microsoft Business Applications
Page 17 


