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Abstract

For Microsoft® Windows Vista™ and later versions of the Windows® family of operating systems, kernel-mode software must have a digital signature to load on x64-based computer systems. This paper describes how to manage the signing process for kernel-mode software for Windows Vista.

This information applies for the following operating systems:

Microsoft Windows Vista (for x64-based systems)

Microsoft Windows Server™ code name “Longhorn”

Future versions of this preview information will be provided in the Windows Driver Kit (WDK), under the topic “Signing Drivers for Development and Test (Windows Vista and Later).”

The current version of this paper is maintained on the Web at: 
http://www.microsoft.com/whdc/system/platform/64bit/kmsigning.mspx
References and resources discussed here are listed at the end of this paper.
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Introduction

For both consumer and enterprise users of Windows around the world, protecting personal and corporate data remains a top concern. Microsoft is committed to implementing new ways to help restrict the spread of malicious software. Digital signatures for kernel-mode software are an important way to ensure security on computer systems.

Digital signatures allow the administrator or end user who is installing Windows-based software to know whether a legitimate publisher has provided the software package. When users choose to send Windows Error Reporting data to Microsoft after a fault or other error occurs, Microsoft can analyze the data to know which publishers’ software was running on the system at the time of the error. Software publishers can then use the information provided by Microsoft to find and fix problems in their software. 

To increase the safety and stability of the Microsoft Windows platform, beginning with Windows Vista:

· Users who are not administrators cannot install unsigned device drivers. 

· Drivers must be signed for devices that stream protected content. This includes audio drivers that use Protected User Mode Audio (PUMA) and Protected Audio Path (PAP), and video device drivers that handle protected video path-output protection management (PVP-OPM) commands.
· Unsigned kernel-mode software will not load and will not run on x64-based systems.

· To optimize the performance of driver verification at boot time, boot-driver binaries must have an embedded Publisher Identity Certificate (PIC) in addition to the signed .cat file for the package.

Note: Even users with administrator privileges cannot load unsigned kernel-mode code on x64-based systems. This applies for any software module that loads in kernel mode, including device drivers, filter drivers, and kernel services.

The scope of this new policy is far reaching. For vendors who publish kernel-mode software, this policy has the following effects:

· For any kernel-mode component that is not already signed, publishers must obtain a Publisher Identity Certificate (PIC) and use the PIC to sign all 64-bit kernel-mode software that will run on x64-based computer systems running Windows Vista. This includes kernel-mode services software.

· Publishers who provide 64-bit device driver or other kernel-mode software that is already signed through the Windows Logo Program or that has a Driver Reliability Signature (DRS) will have their driver catalogs signed with a WHQL signature. To fully test the driver package prior to submission to WHQL, sign the driver catalog using a PIC. 

· In the special case of boot drivers, for performance reasons it is also necessary to use the PIC to embed a signature in the driver binaries. This requirement applies to CD-ROM and disk drivers, ATA/ATAPI controllers, mouse and other pointing devices, SCSI and RAID controllers, and system devices. 

This paper describes how to manage the signing process for kernel-mode code for Windows Vista, including how to obtain a publisher identity certificate (PIC), guidelines for protecting keys, and how to sign a driver package by using tools that are provided in the Windows Driver Kit (WDK). 

Important: 

· Developers can disable signing enforcement during the software development process, as described in “How to Disable Signature Enforcement during Development” later in this paper. 

· For device drivers that are installed through Plug and Play, no changes in the installation process are expected. For information, see “How to Create a Signed Driver Package” later in this paper.

· This new signing enforcement policy applies only for kernel-mode software on x64-based systems running Windows Vista and future versions of Windows operating systems. However, Microsoft continues to encourage vendors to sign all device drivers, for both 32-bit and 64-bit platforms, including user-mode drivers. 

Digital Signatures as a Best Practice

Ever since the release of Windows 98, Microsoft has promoted driver signing for designated device classes as a mechanism to advance driver reliability, to provide a better user experience, to reduce support costs for vendors, and to lower the total cost of ownership for customers. 

For device drivers and other kernel-mode software, signed drivers increase end-user confidence in the quality of the software and improve the user experience, because a driver's digital signature indicates that the driver was tested and has not been altered since testing. 

For most kernel-mode driver packages, the digital signature can be supplied in a signed catalog (.cat) file such as the .cat file provided with a driver package that is signed by Windows Hardware Quality Labs (WHQL). For certain kinds of drivers such as boot drivers, each binary file in the package must also have a embedded signature in the driver image file. 

The process of creating signed kernel-mode software consists of two distinct but related activities. These can be done in parallel because the software usually does not have to be signed until relatively late in the development process.

· Managing the signing process. This is typically handled by publishers’ program management and software release services and includes:

Selecting the appropriate signing technique.

Obtaining the necessary certificates.

Managing the keys.

To sign code, a software publisher must have a certified code-signing key, which means that a Certificate Authority has sufficiently established the identity of the publisher. For the Windows operating system, the minimum requirements for identity establishment is the VeriSign Class 3 Commercial Software Publisher Certificate.

· Implementing the driver to be signed. This is typically handled by the publisher’s development team and includes:

Implementing the driver itself.

Creating a signed driver package.

These processes are documented for earlier versions of Windows in the WDK and the Platform SDK. This paper provides a preview of additional capabilities under Windows Vista and future operating systems.

Best Practices for Code Signing through Development, Test, and Release

When a driver package is publicly released—whether it is a beta or final version—it must be digitally signed. However, signing with a PIC should take place only near the end of the development process for that milestone, for the following reasons: 

· If packages are signed after each iterative build, then the best practices for protecting the code signing keys can become tedious and expensive.

Tip: Rather than signing drivers throughout the development process, developers can disable signing enforcement as described in “How to Disable Signature Enforcement during Development” later in this paper. 

· There is always some risk that software under development could end up in the public realm. If the software is signed with a PIC, it could misrepresent the company to whom the PIC belongs. 

After functional testing for a milestone is complete, the development team should sign the kernel-mode software module with the PIC, load the driver on a system that has signing enforcement enabled (such as a system without a kernel debugger attached), and verify that the module behaves as expected. For both “test” and “release” signing, the development team should follow best practices for key management, as described in “How to Safeguard Code Signing Keys” later in this paper. 

Before signing a driver package with a PIC, the development team should ensure that the driver package is at as high a quality level as possible. This practice should limit the possible damage to a company and to Windows users if a PIC-signed kernel-mode software module were unintentionally “released” to the public. 

How to Manage the Signing Process

A signed driver package must have a signed Microsoft Authenticode® catalog (.cat) file. This file contains a digital certificate that identifies the origin of the package plus hashes of the contents of the package that allow the system to verify that it has not been altered. A signed .cat file can be obtained in one of two ways: 

· Obtain a Windows logo. Drivers that pass WHQL testing for the Windows Logo Program receive a .cat file that is signed during the WHQL submission process. 

For information about the Windows Logo Program, see “Resources” at the end of this paper.

· Obtain a PIC and use it to create a signed .cat file. PICs are issued by Microsoft and can be used to sign kernel-mode modules that are intended for Windows Vista. The PIC verifies the integrity and origin of a driver. To be signed with a PIC, drivers are not required to pass WHQL testing. 

For more information, see “Obtaining a PIC” later in this paper.

A signed .cat file is all that is necessary for most driver packages, except those that are loaded by the Windows Vista boot loader. A driver package that will be loaded by the Windows Vista boot loader must be signed in two ways: 

· Each binary file in the package must be signed with a PIC (called an embedded signature). 

· The driver package must also have a signed .cat file, just like other kinds of driver packages. If the driver package has received a logo, you can use the .cat file that WHQL provides. Otherwise, you must use the PIC to create your own signed .cat file.

The embedded signatures optimize system performance during the boot process, but the .cat file is required for “F6 installation.” For more information, see “How to Add an Embedded Signature using a PIC to Binary Files” later in this paper.

Important: Manufacturers should ensure that hardware vendors acquire a PIC and sign any boot-start drivers that will be installed on manufacturer-installed systems. Embedded signing of boot-start drivers will be a premium logo recommendation in the Windows Logo Program for Windows Vista and Windows Server Longhorn.

The following sections discuss how to obtain and manage certificates. The mechanics of signing driver packages are discussed later in this paper.

How to Obtain a PIC

To obtain a PIC, a publisher must first obtain a VeriSign Class 3 Commercial Software Publisher Certificate. Registration with Verisign results in establishing a credential that can be used to establish a Microsoft Windows Quality Online Services (Winqual) account. The publisher can then use that certificate to authenticate itself to Microsoft. If the certificate is valid, Microsoft issues a PIC. 

A publisher typically completes the authentication process once a year through the Winqual Web site. The process is completed over a channel that is protected by the secure sockets layer (SSL). Figure 1 illustrates the process of obtaining a PIC. For more information about Winqual, see “Resources” at the end of this paper. 
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Figure 1. Obtaining a PIC

Important: The process of obtaining a PIC is separate from the Windows Logo Program submission process. The PIC signing capability does not replace the WHQL program.  Microsoft encourages publishers to use the WHQL programs such as the Logo and Driver Reliability Signing programs, whenever possible. The primary purpose of the PIC program is to introduce identity into the kernel-mode and driver ecosystem, in cases where participation in the WHQL program might not be suitable. The PIC signing capability does not require the publisher to pass certain Windows Logo Program testing requirements associated with WHQL.

How to Safeguard Code Signing Keys 

The cryptographic keys that are at the heart of the Authenticode signing process must be well protected and treated with the same care as a company’s most valuable assets. These keys represent a company’s identity. Any code that is signed with these keys appears to Windows as if it contains a valid digital signature that can be traced to the company. If the keys are stolen, they could be used to fraudulently sign malicious code and possibly result in the delivery of code that contains a Trojan or virus that appears to come from a legitimate publisher. 

Access to digital keys can be controlled by either hardware or software.

· With software protection, the keys reside in memory or on the hard drive of the server that is used for the Authenticode signing process. 

· With hardware protection, the recommended best practice is to store keys within a hardware security module (HSM). For more information, see “Resources” at the end of this paper.

Keys that are controlled by software are more susceptible to malicious attack than those that are controlled by hardware. Storing a key in software usually means storing the PIC and private key in a password-protected .pfx file. Software publishers should consider the following guidelines to help protect their private keys:

· When the private key is not in use, keep it in a secure location.

· To restrict access to private keys, use the same location or process that is used for securing highly sensitive company secrets. At a minimum, use a locked office or safe deposit box to protect keys during storage.

· When using private keys, enforce a separation of roles to ensure that development and signing functions are split. This avoids the need for a single “super-user” with excessive access rights. 

How to Disable Signature Enforcement during Development

During the early stages of development, developers can disable enforcement in Windows so that driver signing is not necessary. The following options are available for developers to disable digital signature enforcement temporarily so that Windows will load an unsigned driver.

· Attaching a kernel debugger. Attaching an active kernel debugger to the target computer disables the enforcement module in Windows Vista and allows the driver to load.

· Using the F8 option. An F8 boot option introduced with Windows Vista—“Disable Driver Signature Enforcement”—is available to disable the kernel-signing enforcement only for the current boot session. This setting does not persist across boot sessions.

· Setting the boot configuration. A boot configuration setting is available for prerelease builds that allows the suppression of the enforcement module in Windows to be persisted across boot sessions. 

Windows Vista includes a command-line tool, BCDedit, which can be used to set this option. To use BCDedit, the user must have Elevated User or Administrator privileges on the system. The most straightforward approach is to create a desktop shortcut to cmd.exe, and then right-click -> Run Elevated.   The following shows an example of running BDCedit at the command prompt:

// Disable enforcement – no signing checks

Bcdedit.exe –set nointegritychecks ON 

// Enable enforcement – signing checks apply

Bcdedit.exe –set nointegritychecks OFF 

// Disabling integrity check on an alternate OS 

// specified by a GUID for the system ID

Bcdedit.exe –set {4518fd64-05f1-11da-b13e-00306e386aee} nointegritychecks ON 
Note: The Bcdedit option to disable integrity checks is currently available for loading unsigned drivers on Windows Vista test systems. This feature will be removed prior to Windows Vista release to manufacturing (RTM), perhaps as early as Release Candidate 1 (RC1). The Windows Vista final release will not allow integrity checks to be disabled using Bcdedit. For more information, see the BCD Editor FAQ on the MSDN Web site.

How to Create a Signed Driver Package

During much of the development process, signing driver packages is unnecessary. Instead, developers can use one of several mechanisms to suppress digital signature enforcement on test systems. However, when the project approaches the end of a milestone, the package must be signed in one of the following ways:  

· Windows Logo Program. The publisher submits the driver package for the Windows Logo Program. Drivers that qualify for the logo receive a WHQL-signed .cat file. Note that publishers should have tested the package that before submitting it to the Windows Logo Program. In order to verify that the driver loads and operates correctly, publishers can sign the driver or driver catalog with the PIC. Note that boot driver binaries must include an embedded signature using a PIC before submission to the Logo or DRS programs.

· PIC-based signing. For drivers that do not qualify for the logo, the publisher can create a .cat file and sign it with the publisher’s PIC.

If the driver is loaded by the Windows Vista boot loader, each binary file in the package must also contain an embedded signature using the publisher’s PIC. 

Figure 2 shows the process of creating a signed driver package.
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Figure 2. Creating a Signed Driver Package

How to Use a PIC to Create a Signed .cat File

The following procedure summarizes the steps for creating a signed .cat file. 

To use a PIC to create a signed .cat file 

1.
If you are installing with an INF via PnP, generate the catalog using the Signability tool in the WDK. 

Otherwise, manually create a catalog by using the MakeCat utility to create a .cat file.  For more information, see “How to Create a Catalog Manually” later in this paper.

2.
Use the SignTool utility to sign the file.

Both MakeCat and SignTool are provided in the Platform Software Developers Kit (SDK) and the WDK.

How to Create a .cat File

An Authenticode .cat file must contain the hashes of all kernel-mode modules that are required for the software package to work correctly, but can also include other files, such as user-mode modules. Microsoft recommends that the .cat file contain the hashes of all critical files in a software package.

The .cat file contains a list of file hashes that correspond to a specified set of files. A file hash is the product of an SHA1 hash over a target file. A flat file hash is not used for files, such as drivers, that use the portable executable (PE) file format. Instead, relevant sections such as the PE header, executable data, and authenticated attributes are selectively hashed.

When a driver is loaded into memory, Windows performs an SHA1 hash over the relevant sections of the binary. Windows verifies that the files have not been tampered with by comparing the resulting hash values to the list of binary hashes in the associated .cat file.

As stated earlier, if installing the driver with a INF via PnP, use the Signability tool from the WDK to create a catalog as described below. Otherwise, manually create a catalog as described in the “How to Create a Catalog Manually” later in this paper.

How to Create a Catalog Using Signability

Signability is a tool that is used to validate INF files and create a catalog file based on the INF file. It is included in the WDK and can be run from the WDK build environment.  Signability requires a valid INF file for your driver package.  For information on creating an INF file, consult the WDK documentation. In order to create a catalog using the signability tool proceed as follows:

Using signability to create a catalog

1. 
Create a driver package directory that contains all the files in your driver package.

2. 
Create an INF file in your driver package directory and edit it for Vista.  Specifically, change the build date to 4/1/2006 or greater and the version to 6.  For example: DriverVer=04/01/2006, 6.0.1.0

3. 
Run Signability to create a valid .cat file based on the INF file: 

Run Signability.exe and use the GUI to create the catalog file.

Run Signability from the command line. Note package_directory must be the fully qualified path to the package directory. 

Signability.exe /auto /cat /driver:package_directory /os:512

This example creates a .cat file in the driver_package directory, using several arguments that Signability supports:

· /auto. Configures the Signability tool to run without the need for user interaction.

· /cat. Configures the Signability tool to generate the catalog file whose name is supplied by the driver package INF file.

· /driver:DriverPath. Supplies the path to the directory that contains the driver package files.

· /os:nnn. Configures the Signability tool to verify that the driver package INF file complies with the requirements of the Windows versions that are specified by the flag value nnn.  512 is the value for Windows Vista, 64-bit Edition.

How to Create a Catalog Manually

To manually create a .cat file, first use a text editor to create a catalog definition file (.cdf). The .cdf file includes a list of the files that are to be cataloged and their attributes. The following example shows the contents of a typical .cdf file that is named Good.cdf. The package to be cataloged contains two files, File1 and File2. The resulting .cat file is named Good.cat. 

[CatalogHeader]

Name=Good.cat

PublicVersion=0x0000001

EncodingType=0x00010001

CATATTR1=0x10010001:OSAttr:2:6.0

[CatalogFiles]

<hash>File1=File1

<hash>File2=File2

A .cat file is created with the command-line tool MakeCat, which is included with the Platform SDK and the WDK. The MakeCat tool:

· Verifies the list of attributes for each listed file.

· Adds the listed attributes to the .cat file.

· Hashes each of the listed files.

· Stores the hashes of each file into the .cat file. 

To create a .cat file

1.
Use a text editor to create a .cdf file that contains a list of files to be cataloged, with their attributes.

2.
Run MakeCat against the .cdf file. 

MakeCat does not modify the .cdf file. 

The following example shows how to make a .cat file from Good.cdf. The -v flag specifies the verbose version of MakeCat. The hashed files and the newly generated Good.cat file are placed in the same folder as File1 and File2.

MakeCat -v Good.cdf

The .cat file is now ready to be signed. 

For more information about MakeCat and the format of .cdf files, see the MakeCat documentation listed in “Resources” at the end of this paper. 

How to Sign a .cat File 

The .cat file that is generated by MakeCat contains all the file hashes that are required to install kernel-mode modules on a user’s system. However, the file must also be digitally signed with a PIC. The PIC identifies the creator of the file and verifies that the .cat file and the hashes it contains have not been tampered with. 

A .cat file is signed with the command-line tool SignTool, which is included with the Platform SDK and the WDK. Publishers with recent versions of Signtool already deployed in their code-signing environment can continue to use these versions to sign .cat files.

The following example shows how to use Signtool to sign a .cat file with a PIC and corresponding private key that is imported into the Windows certificate store. For information about how to use Signtool with an HSM, see the SignTool documentation listed in “Resources” at the end of this paper.

SignTool sign /s PICCertificateStore /n PICSubjectName /t http://timestamp.verisign.com/scripts/timestamp.dll Good.cat

This example uses several of the arguments that SignTool supports:

· sign. Configures the tool to sign the .cat file that is named CatFileName.cat.
· /s. Specifies a certificate store that is named PICCertificateStore.
· /n. Specifies a certificate with the subject name PICSubjectName.
· /t URL. Specifies that the digital signature will be timestamped by the Timestamping Authority (TSA) indicated by URL.
During device installation, if the PIC that was used for signing has expired and the signature was not timestamped, the .cat file is not installed and Windows does not allow the driver to be loaded. However, if the signature is timestamped by a trusted TSA, the .cat file is installed and Windows allows the driver to be loaded.

Important: 

· Because certain bugs, such as timing bugs, might not be detected in the presence of a debugger, developers should conduct thorough tests of every signed package.

· Kernel-mode software modules should never be modified after the code-signing operation has been performed.

How to Add an Embedded Signature Using a PIC to Binary Files

To optimize the performance of driver verification at boot time, boot driver binaries must have an embedded signature using the PIC in addition to the signed .cat file for the package. The embedded signature using the PIC saves significant time during boot-up because there is no need to locate and load the driver’s .cat file. 

The following table lists device classes that Windows Plug and Play considers to be boot drivers, along with their globally unique identifiers (GUIDs).

Plug and Play Boot Devices

	Device type
	GUID

	CD-ROM
	{4D36E965-E325-11CE-BFC1-08002BE10318}

	Disk drives
	{4D36E967-E325-11CE-BFC1-08002BE10318}

	IDE ATA/ATAPI controllers
	{4D36E96A-E325-11CE-BFC1-08002BE10318}

	Keyboards
	{4D36E96B-E325-11CE-BFC1-08002BE10318}

	Mouse and other pointing devices
	{4D36E96F-E325-11CE-BFC1-08002BE10318}

	SCSI and RAID controllers
	{4D36E97B-E325-11CE-BFC1-08002BE10318}

	System devices
	{4D36E97D-E325-11CE-BFC1-08002BE10318}


Embedded signatures using PICs do not interfere with .cat file signing or validation. Note that the hashes contained in Authenticode catalogs and embedded signatures selectively exclude the signature portion of the PE file format 

To use Signtool.exe to embed a signature into a boot driver binary using a PIC and a corresponding private key imported into the Windows certificate store, use the following command:

SignTool sign /s PICCertificateStore /n PICSubjectName /t http://timestamp.verisign.com/scripts/timestamp.dll  winloaddriver.sys

This example uses several of the arguments that SignTool supports:

· sign. The sign command configures the tool to sign the driver named winloaddriver.sys.
· /s  options specifies the certificate store named PICCertificateStore 
· /n specifies the certificate with the subject name PICSubjectName.

· /t URL. Specifies that the digital signature should be timestamped by the TSA that is indicated by URL.
How to Verify an Embedded Signature Using a PIC

The following procedure shows how to verify an embedded signature with Windows Explorer.

To verify embedded signatures using PICs
1.
While running Windows Vista, right-click the driver’s .sys file and click Properties in the context menu.

2.
Click the Digital Signatures tab, if it is present. 

If this tab is not present, the file does not have an embedded signature. 

3.
Select the signer and click Details to open the Signature Details dialog box.

4.
Click View Certificate to open the certificate’s property pages.

Verify that there are no warning dialog boxes.

Verify that the certificate’s subject name is “Publisher is registered with a recognized certification authority.”

5.
Click the Certification Path tab.

Verify that the subject name of the top certificate is “Microsoft Code Verification Root.”

How to Install a Signed .cat File

For drivers that are installed through Plug and Play, no changes in the installation process are expected. Installation of an embedded signed driver requires no special processing beyond the standard INF and setup mechanisms.

Drivers that do not install through Plug and Play must install their .cat files in the system catalog root folder, %windir%\system32\CatRoot\{F750E6C3-38EE-11D1-85E5-00C04FC295EE} and can be managed using existing Win32 catalog API calls, specifically CryptCATAdminAddCatalog. 

For information, see “Providing a Driver Package” in the WDK, and “Using Cryptography” in the Platform SDK.

Resources

For questions about digital signatures for kernel-mode drivers, send e‑mail to signsup@microsoft.com

“Boot Configuration Data Editor Frequently Asked Questions”
http://www.microsoft.com/technet/windowsvista/library/85cd5efe-c349-427c-b035-c2719d4af778.mspx
CryptCATAdminAddCatalog in the SDK documentation on MSDN
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/seccrypto/security/cryptcatadminaddcatalog.asp
“Deploying Authenticode with Cryptographic Hardware for Secure Software Publishing”
http://www.microsoft.com/technet/security/topics/cryptographyetc/authenticodets.mspx 

Debugging Tools for Windows 
http://www.microsoft.com/whdc/DevTools/Debugging/default.mspx
MakeCat 
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/seccrypto/security/using_makecat.asp 

SignTool 
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/seccrypto/security/signtool.asp
Windows Driver Kit (WDK)
http://www.microsoft.com/whdc/driver/WDK/aboutWDK.mspx 

Windows Logo Program
http://www.microsoft.com/whdc/winlogo 

Windows Platform SDK download site
http://www.microsoft.com/downloads/details.aspx?FamilyId=A55B6B43-E24F-4EA3-A93E-40C0EC4F68E5&displaylang=en 

Windows Quality Online Services (Winqual)
https://winqual.microsoft.com 
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